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Email & Contact Discovery
Database Files

Login Pages

Open Directories

Basic Operators

Error Messages

API Keys & Credentials
Admin Panels

Config Files

Sensitive Information Exposure
File Discovery

File Discovery

API Keys & Credentials

API Keys & Credentials
Login Pages

Sensitive Information Exposure
Basic Operators

Basic Operators

File Discovery

Login Pages

Error Messages

Advanced Search Operators
Cloud Storage

Admin Panels

Login Pages

Basic Operators

Config Files

Sensitive Information Exposure
Bug Bounty / Security Testing
Advanced Search Operators
Login Pages

Basic Operators

API Keys & Credentials
Open Directories

Backup Files

File Discovery

Error Messages

Advanced Search Operators
Config Files

API Keys & Credentials
Login Pages

Sensitive Information Exposure
Admin Panels

File Discovery

Basic Operators

Sensitive Information Exposure
Login Pages

Admin Panels

Login Pages

Admin Panels

Login Pages

Login Pages

Backup Files

Error Messages

Config Files

OSINT Queries

Cloud Storage

File Discovery

File Discovery

Advanced Search Operators
File Discovery

Login Pages

File Discovery

Backup Files

Basic Operators

Basic Operators

API Keys & Credentials
Sensitive Information Exposure
Login Pages

Basic Operators

File Discovery

File Discovery

Login Pages

Database Files

File Discovery

File Discovery

Dork Query

site:example2.org intext:"@" intext:"phone"
filetype:sql intext:"create table"

inurl:admin intitle:"intranet login"

intitle:"index of" ".aws" -inurl:htm -inurl:html
site:example3.net

intext:"access denied for user" filetype:aspx
intext:"paypal_client_id" filetype:yml
inurl:wp-admin intext:"typo3" intitle:"login"
site:example3.com filetype:config
intext:"default password" filetype:xls
filetype:doc site:.edu

filetype:doc intitle:"policy"
intext:"aws_secret_access_key" filetype:xml
intext:"stripe_api_key" filetype:yml
inurl:admin1 intitle:"dashboard login"
intext:"passport number" filetype:xls
filetype:py
site:example1.com
filetype:txt intext:"telecom'
inurl:administrator intitle:"system login"

title:"confidential”

intext:"warning: failed to open stream" filetype:asp
site:example1.edu "policy" -inurl:archive
site:sharepoint.com filetype:csv

inurl:cpanel intext:"bigcommerce" intitle:"login"
inurl:administrator intitle:"log in"

filetype:ppt

intitle:"web.config" OR inurl:"web.config"
intext:"tax id" filetype:doc
inurl:responsible-disclosure

inurl:meeting minutes filetype:rtf

inurl:admincp intitle:"signin"

allinurl:annual report

intext:"database_url" site:github.com

intitle:"index of" "accdb”
site:example.io filetype:backup

filetype:pptx intitle:"user manual”

internal server error" filetype:aspx
intitle:"manual” filetype:xlsx
site:example1.net filetype:xml
intext:"secret_key" filetype:yml
site:example1.org inurl:user/login
intext:"private_key" filetype:xis
intitle:"admin panel" inurl:wp-login.php
filetype:ppt intitle:"financial st:

related:example3.edu

inurl:secure/ad
site:example1.
inurl:admil

site:youtubé.com intitle:"profile"
site:pastebin.com filetype:docx
filetype:xlsx intext:"healthcare" intitle:"confidential"
filetype:pptx intitle:"meeting minutes"
resume OR "cv" site:example1.org
filetype:ods site:.info
site:example2.com inurl:login
filetype:csv intext:"technology" intitle:"confidential”
site:example2.org filetype:bak
allintext:"technical specification"
allinurl:training
intext:"docker_password" filetype:env
intext:"admin password" filetype:doc
inurl:wp-login.php intitle:"staff login"
intitle:budget

filetype:pdf intitle:"financial statement"
filetype:doc site:.co
site:example1.gov inurl:user/login
filetype:sqlite intext:"products”
filetype:csv intitle:"proposal”
filetype:ods intitle:"whitepaper"

Description

Finds pages listing email and phone together
Finds sql files with table definitions

Finds intranet login pages under /admin paths
Finds directory listings related to .aws

Restricts results to a specific domain

Finds aspx pages showing "access denied for user"
Finds YAML files exposing paypal_client_id

Finds typo3 login pages under /wp-admin

Finds .config configuration files on example3.com
Finds Excel files containing "default password"
Finds doc files hosted on .edu domains

Finds doc files titled with "policy”

Finds XML files exposing aws_secret_access_key
Finds YAML files exposing stripe_api_key

Finds dashboard login pages under /admin1 paths
Finds Excel files containing "passport number"
Finds files of a specific type across the web
Restricts results to a specific domain

Finds txt files marked confidential in telecom sector

Finds system login pages under /administrator paths Locate a

Domain search excluding a URL pattern
Finds .csv files shared via SharePoint

Finds bigcommerce login pages under /cpan
Finds log in pages under /administrator p:
Finds files of a specific type across the wel
Finds files related to "web.config"

.accdb files
example1.io

Finds YAML files exposing secret_key

inds drupal login page on example1.org

s Excel files containing "private_key"

Finds pages titled admin panel under /wp-login.php
Finds ppt files titled with "financial statement"
Finds sites related to a given domain

Google Dorks Cheat Sheet

Use Case Risk Level
Collect combined contact details for o. Medium
Identify exposed database schema file High
Locate authentication portals for testine Medium
Locate exposed folders excluding norn High
Scope reconnaissance to a target dom Low
Locate app errors indicating misconfigi Medium
Detect leaked credentials in YAML con High
Identify CMS admin backend by platfor Medium
Locate configuration exposure on a tar High
Detect sensitive data in spreadsheets High
Sector-specific document discovery on Low
Research policy documents in doc forr Low
Detect leaked credentials in XML confi High
Detect leaked credentials in YAML con High
Locate authentication portals for testin Medium
Detect sensitive data in spreadsheets High
Locate specific document formats Low

Scope reconn: nce to a target dom Low

Sector-foci cument research: te Medium

i Is for testin: Medium

misconfigi Medium
g noise Low

ly shared on Sh: Medium

in backend by platfor Medium

ecific document formats Low
Identify common configuration file expc High
tect sensitive data in shared docum High
Understand a target's disclosure proce Low
Find files under specific URL paths Low
Locate authentication portals for testini Medium
Narrow URL-based search Low
Detect accidental credential commits High
Discover exposed .accdb files via direc Medium
Locate backup artifacts on a target dor High
Research user manual documents in ¢ Low
Locate app errors indicating misconfigi Medium
Find titled documents of a type Low
Locate configuration exposure on a tar High
Detect leaked credentials in YAML con High
Locate drupal-specific login endpoint  Medium
Detect sensitive data in spreadsheets High
Locate CMS/admin backend interfaces Medium
Research financial statement documer Low
Discover similar or competitor sites Low

Finds Pastebin posts containing "aws_secret_acces Monitor public paste sites for leaked d: High

Finds log in pages under /admin paths

Locate authentication portals for testine Medium

Finds admin panels under /secure/admin with login 1 Identify exposed administrative interfac Medium

Finds drupal login page on example1.edu
Finds opencart login pages under /admincp

Locate drupal-specific login endpoint  Medium
Identify CMS admin backend by platfor Medium

Finds secure login pages under /administrator paths Locate authentication portals for testin Medium

Finds signin pages under /administrator paths
Finds "daily backup" files of type .gz

Finds pages displaying: odbc driver error

Finds .conf configuration files on example1.edu
Finds YouTube profile pages

Finds .docx files shared via Pastebin

Locate authentication portals for testin Medium
Identify categorized backup file expost High
Identify misconfigured or vulnerable ap Medium
Locate configuration exposure on a tar High
Locate public profiles for background r Low
Locate docx files publicly shared on P: Medium

Finds xIsx files marked confidential in healthcare se( Sector-focused document research: he Medium

Finds pptx files titled with "meeting minutes"

Finds pages matching either keyword on a domain
Finds ods files hosted on .info domains

Finds laravel login page on example2.com

Research meeting minutes documents Low
Broaden search across synonyms Low
Sector-specific document discovery on Low
Locate laravel-specific login endpoint Medium

Finds csv files marked confidential in technology se« Sector-focused document research: te Medium

Finds .bak backup files on example2.org

Finds pages where all words appear in text
Finds pages where all words appear in URL
Finds .env files exposing docker_password

Locate backup artifacts on a target dor High

Narrow content-based search Low
Narrow URL-based search Low
Detect leaked API credentials High

Finds Word documents containing "admin password Detect sensitive data in shared docum High

Finds staff login pages under /wp-login.php paths
Finds pages with keyword in the title

Finds pdf files titled with "financial statement"
Finds doc files hosted on .co domains

Finds drupal login page on example1.gov

Finds sqlite dumps referencing "products" data
Finds csv files titled with "proposal"

Finds ods files titled with "whitepaper"

Locate authentication portals for testine Medium
Identify pages focused on a topic Low
Research financial statement documer Low
Sector-specific document discovery on Low
Locate drupal-specific login endpoint  Medium
Identify exposed products records High
Research proposal documents in csv f Low

Research whitepaper documents in od Low
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Sensitive Information Exposure
OSINT Queries

Email & Contact Discovery
Admin Panels

Error Messages

Logs & Debug Files

File Discovery

Login Pages

Database Files

Login Pages

Backup Files

Basic Operators

Cloud Storage

Login Pages

API Keys & Credentials

Config Files

Admin Panels

Basic Operators

Login Pages

Cloud Storage

Bug Bounty / Security Testing
Basic Operators

Sensitive Information Exposure
File Discovery

Cloud Storage

Basic Operators

File Discovery

Open Directories

Sensitive Information Exposure
Backup Files

Advanced Search Operators
File Discovery

File Discovery

Sensitive Information Exposure
Login Pages

Email & Contact Discovery

API Keys & Credentials

File Discovery

OSINT Queries

Cloud Storage

API Keys & Credentials

Error Messages

File Discovery

Sensitive Information Exposure
Basic Operators

Basic Operators

Login Pages

File Discovery

Cloud Storage

Sensitive Information Exposure
Open Directories

Sensitive Information Exposure
Advanced Search Operators
Open Directories
File Discovery
File Discovery
Database Files
API Keys & Credentials
Admin Panels

File Discovery

Error Messages
Backup Files

Sensitive Information Exposure
Email & Contact Discovery
Cloud Storage

File Discovery

OSINT Queries

File Discovery

Advanced Search Operators
Sensitive Information Exposure
Login Pages

Config Files

API Keys & Credentials

Error Messages

Sensitive Information Exposure
File Discovery

File Discovery

API Keys & Credentials

intext:"email list" filetype:txt
site:example1.org intext:"team members"
site:example2.org filetype:vcf

inurl:dashboard intext:"username" intext:"password"

intext:"warning: include" filetype:jsp

filetype:logs intext:"password"

filetype:odt intitle:"case study”

inurl:adminpanel intitle:"employee login"
filetype:db intext:"insert into"

inurl:adminpanel intitle:"signin"

filetype:gz "site backup"

intitle:user manual

site:firebaseio.com filetype:zip
site:example1.com inurl:wp-login.php
intext:"aws_access_key_id" filetype:json
site:example1.gov filetype:xml

inurl:wp-login.php intext:"wordpress" intitle:"login"
inurl:case study

inurl:admin2 intitle:"remote login"
site:firebaseio.com intext:"password"
inurl:security.txt

allinurl:technology

intext:"login credentials" filetype:doc

filetype:pptx intitle:"press release"
site:drive.google.com filetype:csv

filetype:ods

filetype:txt intitle:"presentation”

intitle:"index of" "7z"

intext:"session_id" site:pastebin.com
filetype:tar.gz intitle:"backup"

inurl:whitepaper filetype:docx

filetype:pptx site:.io

filetype:csv intitle:"press release"

intext:"apikey" filetype:log

inurl:manager intitle:"vpn login"
site:example2.net intext:"@" intext:"phone”
intext:"docker_password" filetype:log
filetype:odt intitle:"manual”

site:vk.com intitle:"profile"
site:s3.amazonaws.com intitle:"confidenti
intext:"consumer_key" site:github.col
intext:"warning: require_once" fil

filetype:csv intext:"military" intitle:"c
intext:"ssh private key" site:pastebin.col
allinurl:financial statement
related:example3.com

inurl:admin intitle:"employ

filetype:mdb intext:"subscriptions"

intext:"private_key" site:github.com
inurl:wp-login.php intext:"typo3" intitle:"login"
filetype:csv intext:"telecom" intitle:"confidential"

intext:"supplied argument is not a valid” filetype:jsp

site:example1.gov filetype:gz
intext:"backup password" site:pastebin.com

site:example1.edu intext:"contact us" intext:"email"

site:onedrive.live.com filetype:pdf

filetype:txt intext:"military" intitle:"confidential”
filetype:doc intitle:"cv" intext:"linkedin.com”
filetype:pdf intext:"healthcare" intitle:"confidential”
policy AROUND(5) "archive"
intext:"session_id" filetype:log
site:example1.info inurl:admin
site:example2.co filetype:env
intext:"session_secret" filetype:yml
intext:"supplied argument is not a valid"
intext:"internal use only" filetype:doc
filetype:ppt intitle:"guide"

filetype:ppt intitle:"case study"
intext:"stripe_api_key" filetype:env

Finds text files containing "email list"
Finds pages listing "team members"
Finds vCard contact files

Google Dorks Cheat Sheet

Detect accidental exposure of sensitive High
Map organizational personnel for rese: Low

Identify exposed contact card files Medium

Finds admin panels under /dashboard with login fiel Identify exposed administrative interfac Medium

Finds jsp pages showing "warning: include"
Finds .logs files referencing passwords
Finds odt files titled with "case study”

Locate app errors indicating misconfigi Medium
Detect credentials leaked in logs High
Research case study documents in od Low

Finds employee login pages under /adminpanel patt Locate authentication portals for testini Medium

Finds db files containing SQL insert statements
Finds signin pages under /adminpanel paths
Finds "site backup" files of type .gz

Finds pages with keyword in the title

Finds .zip files shared via Firebase

Finds wordpress login page on example1.com
Finds JSON files exposing aws_access_key_id
Finds .xml configuration files on example1.gov
Finds wordpress login pages under /wp-login.php
Finds pages with keyword in the URL

Finds remote login pages under /admin2 paths
Finds Firebase links containing "password"
Finds published security.txt disclosure files
Finds pages where all words appear in URL

Finds Word documents containing "login credentials

Finds pptx files titled with "press release"
Finds .csv files shared via Google Drive
Finds files of a specific type across the web
Finds txt files titled with "presentation”
Finds open directories listing .7z file,

/manager paths
phone together
er_password

repos exposing consumer_key

Finds Pastebin posts containing "ssh private key"
Finds pages where all words appear in URL
Finds sites related to a given domain

Finds employee login pages under /admin paths

Finds xIsx files marked confidential in banking secto

Finds .pdf files shared via Mega

Finds PDF files containing "serial number"

Finds directory listings related to videos

Finds Pastebin posts containing "serial number"
Excludes a domain from keyword search results
Finds directory listings related to finance

Finds docx files titled with "technical specification”
Finds ods files titled with "manual”

Finds mdb dumps referencing "subscriptions" data

Finds GitHub repos exposing private_key
Finds typo3 login pages under /wp-login.php

Finds csv files marked confidential in telecom sector
Finds jsp pages showing "supplied argument is not ¢

Finds .gz backup files on example1.gov

Finds Pastebin posts containing "backup password"

Finds contact pages listing email addresses
Finds .pdf files shared via OneDrive

Finds txt files marked confidential in military sector

Finds cv files in doc format linking LinkedIn

Finds pdf files marked confidential in healthcare sec
Finds pages where two terms appear near each oth

Finds log files containing "session_id"

Finds magento login page on example1.info
Finds .env configuration files on example2.co
Finds YAML files exposing session_secret

inds php pages showing "warning: require_once"
s csv files marked confidential in military sector

Identify exposed database dumps High
Locate authentication portals for testin Medium
Identify categorized backup file expost High
Identify pages focused on a topic Low
Locate zip files publicly shared on Fire Medium
Locate wordpress-specific login endpo Medium
Detect leaked credentials in config file« High
Locate configuration exposure on a tar High
Identify CMS admin backend by platfol Medium
Locate pages by URL structure Low

Locate authentication portals for testin Medium

exposed .7z files via directon Medium
lonitor public paste sites for leaked d: High
entify exposed backup archives High
Find files under specific URL paths Low
Sector-specific document discovery on Low
Research press release documents in Low
Detect sensitive data leaked in logs  High
Locate authentication portals for testin Medium
Collect combined contact details for o. Medium
Detect leaked credentials in log output High
Research manual documents in odt fol Low
Locate public profiles for background r Low
Detect improperly shared sensitive file: High
Detect accidental credential commits High
Locate app errors indicating misconfigi Medium
Sector-focused document research: m Medium
Monitor public paste sites for leaked d: High
Narrow URL-based search Low
Discover similar or competitor sites Low
Locate authentication portals for testiny Medium
Sector-focused document research: b: Medium
Locate pdf files publicly shared on Me¢ Medium
Detect sensitive data in PDF reports  High
Locate exposed folders excluding norn Medium
Monitor public paste sites for leaked d: High
Filter out irrelevant or known sources Low
Locate exposed folders excluding norn High
Research technical specification docur Low
Research manual documents in ods fo Low
Identify exposed subscriptions records High
Detect accidental credential commits  High
Identify CMS admin backend by platfor Medium
Sector-focused document research: te Medium
Locate app errors indicating misconfigi Medium
Locate backup artifacts on a target dor High
Monitor public paste sites for leaked d: High
Collect public contact information Low
Locate pdf files publicly shared on One Medium
Sector-focused document research: m Medium
Research professional profiles with lint Low
Sector-focused document research: he Medium
Find contextually related terms Low
Detect sensitive data leaked in logs ~ High
Locate magento-specific login endpoin Medium
Locate configuration exposure on a tar High
Detect leaked credentials in YAML con High

Finds pages displaying: supplied argument is not a \ Identify misconfigured or vulnerable ap Medium

Finds Word documents containing "internal use only Detect sensitive data in shared docum High

Finds ppt files titled with "guide"
Finds ppt files titled with "case study"
Finds .env files exposing stripe_api_key

Research guide documents in ppt form Low
Research case study documents in pp Low
Detect leaked API credentials High
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Config Files

Config Files

Basic Operators

File Discovery

Error Messages

Database Files

File Discovery

Admin Panels

Database Files

Cloud Storage

File Discovery

OSINT Queries

Backup Files

Open Directories

Open Directories

File Discovery

API Keys & Credentials

Login Pages

Login Pages

Login Pages

File Discovery

Sensitive Information Exposure
Login Pages

Login Pages

Admin Panels

Open Directories

File Discovery

Admin Panels

Admin Panels

File Discovery

Backup Files

Sensitive Information Exposure
Error Messages

Cloud Storage

Database Files

Basic Operators

Sensitive Information Exposure
Sensitive Information Exposure
Database Files

OSINT Queries

Admin Panels

File Discovery

File Discovery

Config Files

Login Pages

File Discovery

Sensitive Information Exposure
Advanced Search Operators
Advanced Search Operators
File Discovery

Basic Operators

Email & Contact Discovery

File Discovery
OSINT Queries
Open Directories
Sensitive Information
Sensitive Informatiol
Login Pages

Login Pages

Email & Contact Discovery
Backup Files

Error Messages

Open Directories

File Discovery

File Discovery

Advanced Search Operators
Login Pages

Backup Files

Config Files

File Discovery

Database Files

Admin Panels

Advanced Search Operators
Backup Files

Cloud Storage

File Discovery

Advanced Search Operators
File Discovery

site:example1.gov filetype:config
site:example1.co filetype:conf
allintext:"research”

filetype:docx intext:"energy" intitle:"confidential”
intext:"unhandled exception” filetype:aspx
filetype:sql intext:"sessions"

filetype:xls intext:"healthcare" intitle:"confidential”
inurl:controlpanel intext:"username" intext:"password"
filetype:sqlite intext:"reviews"
site:storage.googleapis.com intext:"password"
filetype:odt intext:"legal" intitle:"confidential"
site:example1.net intext:"staff directory”
site:example2.gov filetype:bak

intitle:"index of" "db"

intitle:"index of /uploads"

filetype:odt intext:"education" intitle:"confidential"
intext:"encryption_key" filetype:env
inurl:adminpanel intitle:"account login"
inurl:admin2 intitle:"dashboard login"
inurl:backend intitle:"log in"

filetype:rtf intitle:"budget"

intext:"api_key" site:pastebin.com
site:example1.gov inurl:administrator/index.php
inurl:wp-login.php intitle:"log in"

inurl:admin2 intext:"umbraco” intitle:"login"
intitle:"index of" "tar"

filetype:xls intitle:"case study"

inurl:cpanel intext:"magento" intitle:"login"
intitle:"login’

inurl:admin_area intext:"prestashop’
filetype:xls intitle:"manual”
site:example3.net filetype:zip
intext:"apikey" filetype:pdf
intext:"syntax error near" filetype:aspx
site:notion.site filetype:pdf "internal use only"
filetype:mdb intext:"logins"

inurl:policy

intext:"aws_access_key_id" filetype:xls
intext:"pwd=" site:pastebin.com
filetype:sqlite intext:"subscriptions"
site:github.com "resume” OR "cv"
inurl:wp-login.php intext:"drupal” intitle®
filetype:pptx intitle:"technical specif
filetype:pdf intitle:"annual report"
site:example2.edu filetype:conf
site:example1.org inurl:admin
filetype:ods site:.gov
intext:"test credentials" filef

filetype:csv inti
filetype:jsp

dmin" -inurl:htm -inurl:html
string" filetype:log
intext:"private token" filetype:pdf

inurl:admincp intitle:"dashboard login"
inurl:adminer intitle:"signin"

site:example.io filetype:vcf

filetype:backup "weekly backup”

intext:"syntax error near"

intitle:"index of /"

filetype:ods intext:"logistics" intitle:"confidential"
filetype:ods intitle:"financial statement"

manual AROUND(5) "agreement”
inurl:admin_area intitle:"log in"

filetype:bak "full backup"

site:example1.com filetype:conf

filetype:doc intext:"manufacturing” intitle:"confidential"
filetype:accdb intext:"reservations”

inurl:admin intitle:"typo3"

presentation AROUND(5) "internal”
filetype:bak "daily backup"

site:trello.com intitle:"confidential"
filetype:csv intitle:"whitepaper"
report AROUND(5) "passwd"

filetype:docx intitle:"dissertation”

Finds .config configuration files on example1.gov
Finds .conf configuration files on example1.co

Google Dorks Cheat Sheet

Locate configuration exposure on a tar High
Locate configuration exposure on a tar High

Finds pages where all words appear in text Narrow content-based search Low
Finds docx files marked confidential in energy secto Sector-focused document research: er Medium
Finds aspx pages showing "unhandled exception" Locate app errors indicating misconfigi Medium
High

Finds xIs files marked confidential in healthcare sect Sector-focused document research: he Medium

Finds sql dumps referencing "sessions" data Identify exposed sessions records
Finds admin panels under /controlpanel with login fi¢ Identify exposed administrative interfac Medium
High
Finds Google Cloud Storage links containing "passw Detect leaked credentials on cloud stol High

Finds sqlite dumps referencing "reviews" data Identify exposed reviews records

Finds odt files marked confidential in legal sector
Finds pages listing "staff directory"

Finds .bak backup files on example2.gov

Finds open directories listing .db files

Finds open directory listing: index of /uploads

Finds odt files marked confidential in education sect
Finds .env files exposing encryption_key

Finds account login pages under /adminpanel paths
Finds dashboard login pages under /admin2 paths
Finds log in pages under /backend paths
Finds rtf files titled with "budget"

Finds Pastebin posts containing "api_key"
Finds joomla login page on example1.gov
Finds log in pages under /wp-login.php paths
Finds umbraco login pages under /admin2
Finds open directories listing .tar files
Finds xIs files titled with "case study"
Finds magento login pages under /.
Finds prestashop login pages u,
Finds xIs files titled with "man,

aws_access_key_id"
taining "pwd="

Finds drupallogin pages under /wp-login.php

inds pptx files titled with "technical specification"

s pdf files titled with "annual report"

Finds .conf configuration files on example2.edu
Finds magento login page on example1.org

Finds ods files hosted on .gov domains

Finds PDF files containing "test credentials"
Combines domain and URL keyword filters

Triple filter: domain, content, filetype

Finds csv files titled with "user manual"

Finds files of a specific type across the web

Finds staff directory pages

Finds xIsx files titled with "budget”

Finds Medium profile pages

Finds directory listings related to admin

Finds log files containing "connection string"

Finds PDF files containing "private token"

Finds dashboard login pages under /admincp paths
Finds signin pages under /adminer paths

Finds vCard contact files

Finds "weekly backup" files of type .backup

Finds pages displaying: syntax error near

Finds open directory listing: index of /

Finds ods files marked confidential in logistics secto
Finds ods files titled with "financial statement"

Finds pages where two terms appear near each oth
Finds log in pages under /admin_area paths

Finds "full backup" files of type .bak

Finds .conf configuration files on example1.com
Finds doc files marked confidential in manufacturing
Finds accdb dumps referencing "reservations" data
Finds typo3 admin login pages

Finds pages where two terms appear near each oth:
Finds "daily backup" files of type .bak

Finds Trello files marked confidential

Finds csv files titled with "whitepaper”

Finds pages where two terms appear near each oth:
Finds docx files titled with "dissertation"

Sector-focused document research: le; Medium
Map organizational personnel for rese: Low
Locate backup artifacts on a target dor High
Discover exposed .db files via director Medium
Discover exposed file listings on web s Medium
Sector-focused document research: ec Medium
High
Locate authentication portals for testine Medium

Detect leaked API credentials

Locate authentication portals for testin Medium

n portals for testin Medium
nts in rtf form Low

case study documents in xls Low
MS admin backend by platfol Medium
entify CMS admin backend by platfor Medium
esearch manual documents in xls for Low
Locate backup artifacts on a target dor High
High
Locate app errors indicating misconfigi Medium
Detect accidental public sharing of inte High
High
Low

Detect sensitive data in PDF reports

Identify exposed logins records
Locate pages by URL structure
Detect sensitive data in spreadsheets High
Monitor public paste sites for leaked d: High
Identify exposed subscriptions records High
Research professional background infc Low
Identify CMS admin backend by platfor Medium
Research technical specification docur Low
Research annual report documents in Low
Locate configuration exposure on a tar High
Locate magento-specific login endpoin Medium
Sector-specific document discovery on Low
High
Locate specific URL patterns on a site Low

Detect sensitive data in PDF reports
Highly targeted document search Low
Research user manual documents in ¢ Low
Locate specific document formats Low
Locate organizational contact listings Low
Research budget documents in xIsx fo Low
Locate public profiles for background r Low
Locate exposed folders excluding norn Medium
Detect sensitive data leaked in logs  High
Detect sensitive data in PDF reports  High
Locate authentication portals for testin Medium
Locate authentication portals for testin Medium
Identify exposed contact card files Medium
Identify categorized backup file expost High
Identify misconfigured or vulnerable ap Medium
Discover exposed file listings on web s Medium
Sector-focused document research: lo, Medium
Research financial statement documer Low
Find contextually related terms Low
Locate authentication portals for testin Medium
Identify categorized backup file expost High
Locate configuration exposure on a tar High
Sector-focused document research: m Medium
Identify exposed reservations records High
Identify CMS-specific admin panels ~ Medium
Find contextually related terms Low
Identify categorized backup file expost High
Detect improperly shared sensitive file: High
Research whitepaper documents in cs Low
Find contextually related terms Low

Research dissertation documents in dc Low
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240
241
242
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244
245
246
247
248
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250
251
252
253
254
255
256
257
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260
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262
263
264
265
266
267
268
269
270
271
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273
274
275
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289
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298
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300
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302
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Login Pages

Sensitive Information Exposure
API Keys & Credentials
Sensitive Information Exposure
Sensitive Information Exposure
Admin Panels

File Discovery

Sensitive Information Exposure
Sensitive Information Exposure
File Discovery

Basic Operators

Login Pages

Sensitive Information Exposure
File Discovery

Email & Contact Discovery
Sensitive Information Exposure
Database Files

Cloud Storage

Open Directories

Basic Operators

Basic Operators

API Keys & Credentials

Bug Bounty / Security Testing
OSINT Queries

Login Pages

File Discovery

File Discovery

Advanced Search Operators
File Discovery

Bug Bounty / Security Testing
Backup Files

Database Files

File Discovery

Basic Operators

Backup Files

Login Pages

Login Pages

Logs & Debug Files

Error Messages

File Discovery

Cloud Storage

File Discovery

Sensitive Information Exposure
Login Pages

Sensitive Information Exposure
File Discovery

Backup Files

File Discovery

File Discovery

Cloud Storage

Backup Files

Login Pages

Sensitive Information Exposure
File Discovery

Email & Contact Discoven
Sensitive Information
File Discovery
Login Pages
Advanced Search Operators
OSINT Queries

API Keys & Credentials

File Discovery

API Keys & Credentials
Email & Contact Discovery
Basic Operators

Open Directories

Cloud Storage

Error Messages

API Keys & Credentials
Sensitive Information Exposure
File Discovery

API Keys & Credentials

OSINT Queries

Config Files

Backup Files

File Discovery

Backup Files

Admin Panels

site:example1.org inurl:login
intext:"apikey" site:pastebin.com
intext:"heroku_api_key" filetype:xml
intext:"employee list" filetype:doc
intext:"jdbc:mysql" filetype:doc
inurl:cpanel intext:"concrete5" intitle:"login"
filetype:pdf intitle:"policy”

intext:"bearer token" filetype:log
intext:"confidential” filetype:log

filetype:ods intext:"real estate" intitle:"confidential"
inurl:financial statement

inurl:dashboard intitle:"employee login"
intext:"account number" filetype:pdf

filetype:ppt intext:"hospitality" intitle:"confidential"
site:example3.edu intext:"@" intext:"phone"”
intext:"employee list" filetype:txt

filetype:db intext:"sessions"

site:sharepoint.com intext:"password"
intitle:"index of /employees"

intext:"budget"

inurl:security

intext:"firebase_apikey" site:gitlab.com
inurl:/composer.json

site:example1.gov intext:"alumni directory”
intitle:"dashboard login" inurl:secure

filetype:txt intitle:"financial statement"
filetype:ppt intitle:"syllabus"

intitle:"policy" filetype:xls

filetype:rtf intext:"insurance” intitle:"confidential”
site:hackerone.com inurl:reports
site:example1.com filetype:7z

filetype:sql intext:"users"

filetype:txt intext:"real estate" intitle:"confidential"
intext:"proposal”

filetype:backup "system backup”
site:example1.com inurl:user/login
site:example1.edu inurl:users/sign_in
filetype:out intext:"password"
intext:"warning: include” filetype:php
filetype:pptx intitle:"dissertation"

site:sharepoint.com filetype:pdf "inter se only'

filetype:ods intext:"government" i
intext:"staging environment" filetype?
inurl:cpanel intitle:"signin"
intext:"tax id" filetype:txt
filetype:rtf intitle:"press rele:
site:example1.gov filetype:

site:docs.goog|
filetype:old "sit

inurl:adminer intitle:"admin login"
site:example1.com "report" -inurl:passwd
site:vk.com intext:"phone number"
intext:"docker_password" filetype:json
filetype:rtf site:.info
intext:"mailgun_api_key" filetype:yml
site:example2.edu intitle:"staff directory”
inurl:survey

intitle:"index of /hr"
site:blob.core.windows.net filetype:xIsx
intext:"exception in thread" filetype:php
intext:"access_token" filetype:env
intext:"api_key" filetype:doc

filetype:docx intext:"healthcare" intitle:"confidential”

intext:"slack_token" site:github.com
site:example1.org intext:"staff directory”
site:example.info filetype:xml
site:example1.info filetype:7z

filetype:txt intext:"banking" intitle:"confidential"
filetype:tar "database backup"

inurl:adminpanel intext:"concrete5" intitle:"login"

:"confidential"

Finds laravel login page on example1.org

Finds Pastebin posts containing "apikey"

Finds XML files exposing heroku_api_key

Finds Word documents containing "employee list"
Finds Word documents containing "jdbc:mysql"
Finds concrete5 login pages under /cpanel

Finds pdf files titled with "policy”

Finds log files containing "bearer token"

Finds log files containing "confidential"

Google Dorks Cheat Sheet

Locate laravel-specific login endpoint Medium
Monitor public paste sites for leaked d: High
Detect leaked credentials in XML confi High
Detect sensitive data in shared docum High
Detect sensitive data in shared docum High
Identify CMS admin backend by platfol Medium
Research policy documents in pdf fornm Low
Detect sensitive data leaked in logs  High
Detect sensitive data leaked inlogs ~ High

Finds ods files marked confidential in real estate sec Sector-focused document research: re Medium

Finds pages with keyword in the URL

Locate pages by URL structure Low

Finds employee login pages under /dashboard path: Locate authentication portals for testini Medium

Finds PDF files containing "account number"

Detect sensitive data in PDF reports  High

Finds ppt files marked confidential in hospitality sect Sector-focused document research: hc Medium

Finds pages listing email and phone together
Finds text files containing "employee list"

Finds db dumps referencing "sessions" data
Finds SharePoint links containing "password"
Finds open directory listing: index of /employees
Finds pages containing exact phrase in body text
Finds pages with keyword in the URL

Finds GitLab repos exposing firebase_apikey
Finds exposed /composer.json artifact

Finds pages listing "alumni directory"

Finds secure dashboard login pages

Finds txt files titled with “financial statement"
Finds ppt files titled with "syllabus"
Combines title keyword and filetype,

example1.edu
g passwords

Finds internal-use PDFs on SharePoint

s log files containing "staging environment"
Finds signin pages under /cpanel paths

Finds text files containing "tax id"

Finds rtf files titled with "press release"

Finds .old backup files on example1.gov

Finds pptx files marked confidential in legal sector
Finds docx files titled with "press release”
Finds .zip files shared via Google Docs

Finds "site backup" files of type .old

Finds secure login pages

Finds text files containing "stack trace"

Finds pdf files titled with "meeting minutes"
Finds contact pages listing email addresses
Finds Pastebin posts containing "auth_token"

Finds odt files marked confidential in research secto

Finds admin login pages under /adminer paths
Domain search excluding a URL pattern

Finds VKontakte pages listing phone numbers
Finds JSON files exposing docker_password
Finds rtf files hosted on .info domains

Finds YAML files exposing mailgun_api_key
Finds staff directory pages

Finds pages with keyword in the URL

Finds open directory listing: index of /hr

Finds Excel files shared via Azure Blob Storage
Finds php pages showing "exception in thread"
Finds .env files exposing access_token

Finds Word documents containing "api_key"

inds ods files marked confidential in government s¢

Collect combined contact details for oo Medium
Detect accidental exposure of sensitive High
Identify exposed sessions records High
Detect leaked credentials on cloud stol High
Discover exposed file listings on web s Medium

t for a phrase Low
cture Low
| commits ¢ High
t metadata Medium

d documents of a type Low
ector-focused document research: in: Medium
tudy disclosed vulnerability reports ~ Low
Locate backup artifacts on a target dor High
Identify exposed data tables High

tate sect Sector-focused document research: re Medium

Search page content for a phrase Low
Identify categorized backup file expost High
Locate drupal-specific login endpoint  Medium
Locate rails-specific login endpoint Medium
Detect credentials leaked in logs High
Locate app errors indicating misconfigi Medium
Research dissertation documents in pf Low
Detect accidental public sharing of inte High
Sector-focused document research: g¢ Medium
Detect sensitive data leaked in logs  High
Locate authentication portals for testiny Medium
Detect accidental exposure of sensitive High
Research press release documents in Low
Locate backup artifacts on a target dor High
Sector-focused document research: le: Medium
Research press release documents in Low
Locate zip files publicly shared on Goc Medium
Identify categorized backup file expost High
Identify secure authentication endpoini Medium
Detect accidental exposure of sensitive High
Research meeting minutes documents Low
Collect public contact information Low
Monitor public paste sites for leaked d: High
Sector-focused document research: re Medium
Locate authentication portals for testiny Medium
Refine results by excluding noise Low
Locate publicly shared contact number Medium
Detect leaked credentials in config files High
Sector-specific document discovery on Low
Detect leaked credentials in YAML con High
Locate organizational contact listings Low
Locate pages by URL structure Low
Discover exposed file listings on web s High
Locate spreadsheets shared publicly Medium
Locate app errors indicating misconfigi Medium
Detect leaked API credentials High
Detect sensitive data in shared docum High

Finds docx files marked confidential in healthcare se Sector-focused document research: he Medium

Finds GitHub repos exposing slack_token
Finds pages listing "staff directory"

Finds .xml configuration files on example1.info
Finds .7z backup files on example1.info

Detect accidental credential commits High
Map organizational personnel for rese: Low
Locate configuration exposure on a tar High
Locate backup artifacts on a target dor High

Finds txt files marked confidential in banking sector Sector-focused document research: b: Medium

Finds "database backup" files of type .tar
Finds concrete5 login pages under /adminpanel

Identify categorized backup file expost High
Identify CMS admin backend by platfor Medium
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312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
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341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
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358
359
360
361
362
363
364
365
366
367
368
369
370
371
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375
376
377
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380
381
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File Discovery

Backup Files

Basic Operators

Cloud Storage

Config Files

Advanced Search Operators
Error Messages

Sensitive Information Exposure
API Keys & Credentials

API Keys & Credentials

Basic Operators

Admin Panels

Basic Operators

Advanced Search Operators
Advanced Search Operators
File Discovery

Error Messages

Advanced Search Operators
Database Files

Open Directories

Sensitive Information Exposure
File Discovery

Admin Panels

API Keys & Credentials

OSINT Queries

Backup Files

Open Directories

File Discovery

Basic Operators

File Discovery

File Discovery

Database Files

Sensitive Information Exposure
Config Files

OSINT Queries

Basic Operators

Basic Operators

Basic Operators

Backup Files

Config Files

Sensitive Information Exposure
OSINT Queries

Login Pages

Open Directories

Logs & Debug Files

Database Files

File Discovery

Sensitive Information Exposure
Backup Files

Login Pages

Advanced Search Operators
Sensitive Information Exposure
Login Pages

Open Directories
Advanced Search Operaj
Advanced Search O
Backup Files
API Keys & Credentials
File Discovery
Advanced Search Operators
File Discovery

API Keys & Credentials
Backup Files

Backup Files

OSINT Queries

Login Pages

Sensitive Information Exposure
Sensitive Information Exposure
Admin Panels

Sensitive Information Exposure
API Keys & Credentials

Error Messages

Sensitive Information Exposure
File Discovery

Error Messages

Backup Files

OSINT Queries

Admin Panels

filetype:xIsx intitle:"meeting minutes”
site:example1.net filetype:zip
filetype:doc

site:docs.google.com filetype:docx

filetype:properties intext:"db_password" OR intext:"databz

inurl:policy filetype:xls
intext:"warning: failed to open stream" filetype:php
intext:"backup password" filetype:txt
intext:"github_token" site:pastebin.com
intext:"access_token" site:github.com
intext:"whitepaper"

intitle:"admin panel" inurl:system/admin
filetype:csv

site:example1.net filetype:docx

whitepaper AROUND(5) "signin”

filetype:ppt intitle:"survey"

intext:"fatal error: uncaught exception"” filetype:asp
inurl:guide filetype:ppt

filetype:db intext:"logins"

intitle:"index of /public"

intext:"api secret" filetype:txt

filetype:docx site:.edu

inurl:cpanel intext:"drupal” intitle:"login"
intext:"sendgrid_api_key" filetype:env

site:t.me intext:"phone number"
site:example3.edu filetype:rar

intitle:"index of /.aws"

filetype:ppt intext:"technology" intitle:"confidential"
intitle:policy

filetype:xls intitle:"dissertation"

filetype:odt intitle:"financial statement"
filetype:mdb intext:"reservations"
intext:"auth_token" filetype:txt

intitle:"config.json" OR inurl:"config.json"
site:instagram.com "resume" OR "cv"
intext:"syllabus"

cache:example2.co

inurl:dissertation

filetype:gz "www backup”

filetype:xml intext:"db_password" OR int
intext:"login credentials" filetype:log
site:linkedin.com intitle:"profile"
inurl:adminer intitle:"dashboard logi
intitle:"index of /backup"
intext:"trace" filetype:log
filetype:dbf intext:"payment;

filetype:txt intitle:"press rel
intext:"auth_token" fil

filetype:backup "www backup”
intext:"stripe_api_key" filetype:log
filetype:csv site:.info

site:example1.co filetype:pptx
filetype:ods intitle:"press release”
intext:"auth_token" site:gitlab.com
site:example.co filetype:tar
filetype:zip intitle:"backup"
site:github.com intitle:"profile"
inurl:manager intitle:"dashboard login"
intext:"confidential" filetype:doc
intext:"employee list" filetype:pdf
inurl:admin_area intext:"umbraco" intitl

intext:"pwd=" filetype:pdf
intext:"aws_access_key_id" filetype:env
intext:"warning: failed to open stream"”
intext:"oauth token" filetype:xls

filetype:xIsx intext:"military" intitle:"confidential"
intext:"error on line"

site:example2.edu filetype:gz
site:pastebin.com "email" "contact"
intitle:"admin panel" inurl:sysadmin

Finds xIsx files titled with "meeting minutes"

Finds .zip backup files on example1.net

Finds files of a specific type across the web

Finds .docx files shared via Google Docs

Finds .properties files with database password fields
Combines URL keyword and filetype filters

Finds php pages showing "warning: failed to open st
Finds text files containing "backup password"

Finds pastes exposing github_token

Finds GitHub repos exposing access_token

Finds pages containing exact phrase in body text
Finds pages titled admin panel under /system/admir
Finds files of a specific type across the web
Combines domain and filetype filters

Finds pages where two terms appear near each oth
Finds ppt files titled with "survey"

Finds asp pages showing "fatal error: uncaught exce
Combines URL keyword and filetype filters
Finds db dumps referencing "logins" data
Finds open directory listing: index of /public
Finds text files containing "api secret"

Finds docx files hosted on .edu domains
Finds drupal login pages under /cpanel
Finds .env files exposing sendgrid_api_key
Finds Telegram pages listing phone numbers
Finds .rar backup files on example3.edu
Finds open directory listing: index of /.aw:
Finds ppt files marked confidential ingechnol
Finds pages with keyword in the

containing "login credentials"

inds LinkedIn profile pages

s dashboard login pages under /adminer paths
Finds open directory listing: index of /backup

Finds log files containing "trace"

Finds dbf dumps referencing "payments" data

Finds txt files titled with "press release"

Finds Word documents containing "auth_token"
Finds .gz backup files on example3.com

Finds client login pages under /backend paths
Finds pages where two terms appear near each oth:
Finds Pastebin posts containing "email list"

Finds client login pages under /administrator paths
Finds open directories listing .rar files

Combines domain and URL keyword filters

Triple filter: domain, content, filetype

Finds "www backup" files of type .backup

Finds log files exposing stripe_api_key

Finds csv files hosted on .info domains

Combines domain and filetype filters

Finds ods files titled with "press release"

Finds GitLab repos exposing auth_token

Finds .tar backup files on example1.co

Finds backup files with .zip extension

Finds GitHub profile pages

Finds dashboard login pages under /manager paths
Finds Word documents containing "confidential"
Finds PDF files containing "employee list"

Finds umbraco login pages under /admin_area
Finds PDF files containing "pwd="

Finds .env files exposing aws_access_key_id

Finds pages displaying: warning: failed to open stre:
Finds Excel files containing "oauth token"

Finds xIsx files marked confidential in military sector
Finds pages displaying: error on line

Finds .gz backup files on example2.edu

Finds Pastebin profiles listing contact emails

Finds pages titled admin panel under /sysadmin

Google Dorks Cheat Sheet

Research meeting minutes documents Low
Locate backup artifacts on a target dor High
Locate specific document formats Low
Locate docx files publicly shared on Gi Medium
Identify exposed database configuratic High
Find files under specific URL paths Low
Locate app errors indicating misconfigi Medium
Detect accidental exposure of sensitive High
Monitor for leaked credentials online  High
Detect accidental credential commits High
Search page content for a phrase Low
Locate CMS/admin backend interfaces Medium
Locate specific document formats Low
Find specific file types on a target site Low
Find contextually related terms Low
Research survey documents in ppt fori Low
Locate app errors indicating misconfigi Medium
Find files under specific URL paths Low
Identify exposed logins records High

e listings on web s Medium
e of sensitive High
iscovery on Low
d by platfor Medium
entials High
shared contact number Medium
rtifacts on a target dor High
exposed file listings on web < High
cused document research: te Medium
entify pages focused on a topic Low
esearch dissertation documents in xI: Low
Research financial statement documer Low
Identify exposed reservations records High
Detect accidental exposure of sensitive High
Identify common configuration file exp« High
Research professional background infc Low

Search page content for a phrase Low
View archived version of a page Low
Locate pages by URL structure Low

Identify categorized backup file expost High
Identify exposed database configuratic High
Detect sensitive data leaked in logs  High
Locate public profiles for background r Low

Locate authentication portals for testin Medium
Discover exposed file listings on web s Medium
Identify debug information disclosure Medium
Identify exposed payments records High
Research press release documents in Low
Detect sensitive data in shared docum High
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Find contextually related terms Low
Monitor public paste sites for leaked d: High
Locate authentication portals for testin Medium
Discover exposed .rar files via director Medium
Locate specific URL patterns on a site Low
Highly targeted document search Low
Identify categorized backup file expost High
Detect leaked credentials in log output High
Sector-specific document discovery on Low
Find specific file types on a target site Low
Research press release documents in Low
Detect accidental credential commits ¢ High
Locate backup artifacts on a target dor High
Identify exposed backup archives High
Locate public profiles for background r Low
Locate authentication portals for testin Medium
Detect sensitive data in shared docum High
Detect sensitive data in PDF reports  High
Identify CMS admin backend by platfo Medium
Detect sensitive data in PDF reports  High
Detect leaked API credentials High
Identify misconfigured or vulnerable ap Medium
Detect sensitive data in spreadsheets High
Sector-focused document research: m Medium
Identify misconfigured or vulnerable ap Medium
Locate backup artifacts on a target dor High
Gather public contact info for research Low
Locate CMS/admin backend interfaces Medium
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389 API Keys & Credentials

390 Advanced Search Operators
391 Error Messages

392 Bug Bounty / Security Testing
393 OSINT Queries

394 Admin Panels

395 Sensitive Information Exposure
396 Admin Panels

397 Basic Operators

398 OSINT Queries

399 Error Messages

400 Open Directories

401 Admin Panels

402 Login Pages

403 API Keys & Credentials

404 Advanced Search Operators
405 Error Messages

406 Sensitive Information Exposure
407 File Discovery

408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434

436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466

Config Files

API Keys & Credentials

Logs & Debug Files

File Discovery

Login Pages

Login Pages

OSINT Queries

Login Pages

File Discovery

Sensitive Information Exposure
Sensitive Information Exposure
Basic Operators

Open Directories

Login Pages

File Discovery

File Discovery

API Keys & Credentials
Sensitive Information Exposure
Error Messages

Admin Panels

Database Files

Sensitive Information Exposure
OSINT Queries

Sensitive Information Exposure
File Discovery

Config Files

Sensitive Information Exposure
Logs & Debug Files
Login Pages

Login Pages

File Discovery
Error Messages
Basic Operators
File Discovery
Error Messages
File Discovery
Config Files
Sensitive Informatiol
Config Files

Admin Panels
Sensitive Information Exposure
Sensitive Information Exposure
API Keys & Credentials

Login Pages

Login Pages

Login Pages

Backup Files

Sensitive Information Exposure
Error Messages

Basic Operators

API Keys & Credentials

Bug Bounty / Security Testing
Backup Files

Config Files

Basic Operators

Logs & Debug Files

Config Files

File Discovery

File Discovery

intext:"api_key" filetype:log

inurl:case study filetype:ods

intext:"stack trace" filetype:asp
inurl:/.svn/wc.db

site:example1.edu intext:"team members"
'admin panel" inurl:adminsuite

intext:"apikey" filetype:txt

inurl:admin intext:"opencart" intitle:"login"
intext:"meeting minutes"

site:t.me "resume" OR "cv"

intext:"stack trace" filetype:jsp

index of" "archive" -inurl:htm -inurl:html
intitle:"admin panel" inurl:admin-console
inurl:wp-login.php intitle:"system login"
intext:"api_key" filetype:json

thesis AROUND(5) "agreement”

intext:"you have an error in your sql syntax”
intext:"aws_access_key_id" filetype:pdf
filetype:ods intext:"healthcare" intitle:"confidential"
site:example1.org filetype:conf
intext:"firebase_apikey" filetype:env
site:example3.net filetype:log

filetype:csv intitle:"syllabus"

inurl:administrator intit

"user login"
inurl:phpmyadmin intitle:"secure login"
site:example1.gov intext:"about us"

inurl:admin intitle:"member login"

filetype:odt intext:"logistics" intitle:"confidential"
intext:"tax id" filetype:xls

intext:"encryption key" filetype:log
cache:example3.com

intitle:"index of" "images" -inurl:htm -inurl:html
inurl:cpanel intitle:"portal login"

filetype:csv intext:"insurance" intitle:"confidential"
filetype:rtf intext:"manufacturing” intitle:"confidential”
intext:"google_api_key" filetype:xml
intext:"sql dump" filetype:txt

intext:"notice: undefined variable" filetype:asp
inurl:adminpanel intext:"shopify" intitle:"login
filetype:accdb intext:"payments”
intext:"login credentials" filetype:pdf
site:medium.com "email" "contac
intext:"auth key" filetype:log

filetype:txt intext:"research" intitle:"confil
site:example1.net filetype:conf
intext:"api secret" filetype:p,
filetype:log intext:"error"

intext:"admin password" filetype:pdf

site:example1.net filetype:env
inurl:adminpanel intext:"umbraco" intitle:"login"
intext:"pwd=" filetype:xls

intext:"session_id" filetype:doc
intext:"firebase_apikey" filetype:log

inurl:admincp intitle:"secure login"

inurl:admin intitle:"account login"
inurl:wp-admin intitle:"login"
site:example3.com filetype:rar

intext:"do not distribute" filetype:pdf
intext:"notice: undefined variable" filetype:aspx
allintitle:thesis

intext:"sendgrid_api_key" site:github.com
inurl:.well-known/security.txt
site:example2.net filetype:zip
site:example3.com filetype:env
related:example2.info

filetype:log intext:"password"

site:example2.co filetype:config

filetype:xls intext:"logistics" intitle:"confidential"
filetype:ppt intext:"banking" intitle:"confidential"

Google Dorks Cheat Sheet

Finds log files exposing api_key
Combines URL keyword and filetype filters

Detect leaked credentials in log output High
Find files under specific URL paths Low
Finds asp pages showing "stack trace" Locate app errors indicating misconfigi Medium
Finds exposed /.svn/wc.db artifact Identify leaked development metadata Medium
Finds pages listing "team members" Map organizational personnel for rese: Low
Finds pages titled admin panel under /adminsuite  Locate CMS/admin backend interfaces Medium
Finds text files containing "apikey" Detect accidental exposure of sensitive High

Identify CMS admin backend by platfor Medium

Search page content for a phrase Low

Finds opencart login pages under /admin

Finds pages containing exact phrase in body text
Finds resumes/CVs shared on Telegram Research professional background infc Low
Finds jsp pages showing "stack trace" Locate app errors indicating misconfigi Medium
Finds directory listings related to archive Locate exposed folders excluding norn Medium
Finds pages titled admin panel under /admin-consol Locate CMS/admin backend interfaces Medium
Finds system login pages under /wp-login.php paths Locate authentication portals for testini Medium
Finds JSON files exposing api_key Detect leaked credentials in config file« High
Finds pages where two terms appear near each oth: Find contextually related terms Low
Finds pages displaying: you have an error in your sc Identify misconfigured or vulnerable ap Medium
Finds PDF files containing "aws_access_key_id"  Detect sensitive data in PDF reports  High

Finds ods files marked confidential in healthcare sec Sector-focused document research: he Medium

Finds .conf configuration files on example1.org
Finds .env files exposing firebase_apikey
Finds .log files on example3.net

Finds csv files titled with "syllabus"

Finds user login pages under /administrator paths

Finds secure login pages under /phpmyadmin,
Finds pages listing "about us"
Finds member login pages under /admin

ps referencing "payments" data
s containing "login credentials”
inds Medium profiles listing contact emails

s log files containing "auth key"

jals High
a target dc Medium
nts in csv fc Low

etect sensitive data in spreadsheets High
etect sensitive data leaked in logs  High
View archived version of a page Low
Locate exposed folders excluding norn Medium
Locate authentication portals for testin Medium

insurance sect Sector-focused document research: in: Medium

Detect leaked credentials in XML confi High
Detect accidental exposure of sensitive High

Identify CMS admin backend by platfol Medium
Identify exposed payments records High
Detect sensitive data in PDF reports  High
Gather public contact info for research Low
Detect sensitive data leaked in logs  High

Finds txt files marked confidential in research sector Sector-focused document research: re Medium

Finds .conf configuration files on example1.net
Finds PDF files containing "api secret"

Finds .log files containing errors

Finds secure remote login pages

Finds secure webmail login pages

Locate configuration exposure on a tar High
Detect sensitive data in PDF reports  High
Identify exposed application logs
Identify secure authentication endpoint Medium

Medium

Identify secure authentication endpoint Medium

Finds rtf files marked confidential in hospitality sectc Sector-focused document research: hc Medium

Finds php pages showing "undefined index"
Finds pages that link to a domain

Finds odt files hosted on .net domains

Finds php pages showing "unhandled exception"
Finds txt files hosted on .org domains

Locate app errors indicating misconfigi Medium
Backlink and reputation research Low
Sector-specific document discovery on Low
Locate app errors indicating misconfigi Medium
Sector-specific document discovery on Low

Finds configuration files via URL pattern (.properties Locate exposed app configuration files High

Finds PDF files containing "admin password"
Finds .env configuration files on example1.net
Finds umbraco login pages under /adminpanel
Finds Excel files containing "pwd="

Finds Word documents containing "session_id"
Finds log files exposing firebase_apikey

Finds secure login pages under /admincp paths
Finds account login pages under /admin paths
Finds login pages under /wp-admin paths
Finds .rar backup files on example3.com

Finds PDF files containing "do not distribute”

Detect sensitive data in PDF reports  High
Locate configuration exposure on a tar High
Identify CMS admin backend by platfol Medium
Detect sensitive data in spreadsheets High
Detect sensitive data in shared docum High
Detect leaked credentials in log output High
Locate authentication portals for testin Medium
Locate authentication portals for testiny Medium
Locate authentication portals for testin Medium
Locate backup artifacts on a target dor High
Detect sensitive data in PDF reports  High

Finds aspx pages showing "notice: undefined variab Locate app errors indicating misconfigi Medium

Finds pages where all words appear in title
Finds GitHub repos exposing sendgrid_api_key
Finds standardized security contact file

Finds .zip backup files on example2.net

Finds .env configuration files on example3.com
Finds sites related to a given domain

Finds .log files referencing passwords

Finds .config configuration files on example2.co

Narrow title-based search Low
Detect accidental credential commits High
Identify vulnerability reporting channels Low
Locate backup artifacts on a target dor High
Locate configuration exposure on a tar High
Discover similar or competitor sites Low
Detect credentials leaked in logs High
Locate configuration exposure on a tar High

Finds xIs files marked confidential in logistics sector Sector-focused document research: lo. Medium

Finds ppt files marked confidential in banking sector Sector-focused document research: b: Medium
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Login Pages

Basic Operators

Login Pages

Config Files

File Discovery

Backup Files

Backup Files

File Discovery

Admin Panels

OSINT Queries

File Discovery

Sensitive Information Exposure
Admin Panels

Backup Files

Cloud Storage

Basic Operators

Config Files

Admin Panels

Basic Operators

File Discovery

File Discovery

Sensitive Information Exposure
Open Directories

Database Files

Login Pages

Email & Contact Discovery
Admin Panels

Backup Files

Login Pages

Login Pages

Login Pages

Admin Panels

Config Files

Basic Operators

Bug Bounty / Security Testing
API Keys & Credentials
Login Pages

OSINT Queries

Error Messages

Cloud Storage

File Discovery

Database Files

Login Pages

Login Pages

Cloud Storage

Cloud Storage

File Discovery

Login Pages

Open Directories

Admin Panels

Backup Files

Database Files

File Discovery

Sensitive Information Expos|
File Discovery
Error Messages
Login Pages
Open Directories
Login Pages
Login Pages
Login Pages
Sensitive Information Exposure
File Discovery

File Discovery

API Keys & Credentials

File Discovery

Admin Panels

Sensitive Information Exposure
API Keys & Credentials

Login Pages

Advanced Search Operators
Backup Files

Basic Operators

Login Pages

API Keys & Credentials
Sensitive Information Exposure
Login Pages

Email & Contact Discovery

inurl:phpmyadmin intitle:"system login"
intext:"technical specification”

site:example1.edu inurl:login

site:example1.edu filetype:xml

filetype:odt intitle:"budget”

site:example2.info filetype:bak

site:example1.net filetype:old

filetype:doc intext:"insurance" intitle:"confidential"
inurl:admin_area intext:"username" intext:"password"
site:xing.com intext:"phone number"

filetype:pptx intext:"real estate" intitle:"confidential”
intext:"client_secret" filetype:pdf

inurl:admin1 intext:"drupal" intitle:"login"
site:example1.edu filetype:bak
site:firebaseio.com filetype:pdf
site:example1.info

site:example1.net filetype:ini

inurl:admincp intext:"sitecore" intitle:"login"
allintitle:research

filetype:pdf site:.co

filetype:docx intitle:"thesis"

intext:"api secret" site:pastebin.com

index of" "media" -inurl:htm -inurl:html
filetype:mdb intext:"invoices"
inurl:administrator intitle:"admin login"
filetype:csv intext:"@yahoo.com”
inurl:admin_area intext:"opencart” intitle:"login"
site:example2.gov filetype:rar

inurl:adminer intitl

"account login"
inurl:admincp intitle:"remote login"
site:example.io inurl:administrator/index.php

intitle:"admin panel" inurl:manager
site:example1.info filetype:config
filetype:pdf

site:bugcrowd.com inurl:programs
intext:"consumer_key" filetype:xml
inurl:manager intitle:"employee login"
site:tiktok.com "resume” OR "cv"
intext:"stack trace" filetype:php
site:gitlab.com filetype:pdf
filetype:odt site:.edu

filetype:dbf intext:"reservations”
intitle:"employee login" inurl:secure
inurl:admin2 intitle:"webmail login"
site:gitlab.com inurl:folder
site:storage.googleapis.col
filetype:xls intitle:"meeting
inurl:wp-admin intitle:"si
intitle:"index of
inurl:wp-admin;
site:example3..

inurl:adminer intitle:"webmail login"
intitle:"index of /keys"

inurl:backend intitle:"portal login"
inurl:manager intitle:"member login"
site:example1.net inurl:admin/login

intext:"auth key" filetype:pdf

filetype:odt intext:"banking" intitle:"confidential"
filetype:xIsx intext:"government"” intitle:"confidential"
intext:"client_secret" site:gitlab.com
filetype:pdf intext:"real estate" intitle:"confidential"
inurl:wp-login.php intext:"sitecore" intitle:"login"
intext:"session_id" filetype:xls
intext:"api_secret" filetype:json
site:example1.co inurl:typo3/index.php
site:example2.co intext:"thesis" filetype:docx
site:example3.com filetype:tar

intitle:case study

inurl:admin2 intitle:"vpn login"
intext:"aws_secret_access_key" filetype:log
intext:"backup password" filetype:doc
inurl:backend intitle:"system login"
filetype:docx intext:"@yahoo.com”

Finds system login pages under /phpmyadmin paths
Finds pages containing exact phrase in body text
Finds laravel login page on example1.edu

Finds .xml configuration files on example1.edu
Finds odt files titled with "budget"

Finds .bak backup files on example2.info

Finds .old backup files on example1.net

Finds doc files marked confidential in insurance sec'
Finds admin panels under /admin_area with login fie
Finds Xing pages listing phone numbers

Finds pptx files marked confidential in real estate se
Finds PDF files containing "client_secret"
Finds drupal login pages under /admin1
Finds .bak backup files on example1.edu
Finds .pdf files shared via Firebase

Restricts results to a specific domain

Finds .ini configuration files on example1.net
Finds sitecore login pages under /admincp
Finds pages where all words appear in title
Finds pdf files hosted on .co domains

Finds docx files titled with "thesis"

Finds Pastebin posts containing "api secret"
Finds directory listings related to media

Finds mdb dumps referencing "invoices" data
Finds admin login pages under /administrator
Finds csv files listing Yahoo addresses
Finds opencart login pages under /admin_%
Finds .rar backup files on example:

inds dbf dumps referencing "reservations” data

s secure employee login pages

Finds webmail login pages under /admin2 paths
Finds GitLab shared folder links

Finds .pdf files shared via Google Cloud Storage
Finds xIs files titled with "meeting minutes”

Finds sign in pages under /wp-admin paths

Finds directory listings related to uploads

Finds umbraco login pages under /wp-admin

Finds .backup backup files on example3.org

Finds mdb dumps referencing "payments" data
Finds ods files marked confidential in energy sector
Finds Pastebin posts containing "do not distribute"
Finds txt files titled with "policy"

Finds aspx pages showing "traceback (most recent «
Finds webmail login pages under /adminer paths
Finds open directory listing: index of /keys

Finds portal login pages under /backend paths
Finds member login pages under /manager paths
Finds django login page on example1.net

Finds PDF files containing "auth key"

Finds odt files marked confidential in banking sector
Finds xIsx files marked confidential in government s
Finds GitLab repos exposing client_secret

Finds pdf files marked confidential in real estate sec
Finds sitecore login pages under /wp-login.php
Finds Excel files containing "session_id"

Finds JSON files exposing api_secret

Finds typo3 login page on example1.co

Triple filter: domain, content, filetype

Finds .tar backup files on example3.com

Finds pages with keyword in the title

Finds vpn login pages under /admin2 paths

Finds log files exposing aws_secret_access_key
Finds Word documents containing "backup passwor
Finds system login pages under /backend paths
Finds docx files listing Yahoo addresses

Google Dorks Cheat Sheet

Locate authentication portals for testin Medium
Search page content for a phrase Low
Locate laravel-specific login endpoint  Medium
Locate configuration exposure on a tar High
Research budget documents in odt for Low
Locate backup artifacts on a target dor High
Locate backup artifacts on a target dor High
Sector-focused document research: in: Medium
Identify exposed administrative interfac Medium
Locate publicly shared contact number Medium
Sector-focused document research: re Medium
Detect sensitive data in PDF reports  High
Identify CMS admin backend by platfor Medium
Locate backup artifacts on a target dor High
Locate pdf files publicly shared on Fire Medium
Scope reconnaissance to a target dom Low
Locate configuration exposure on a tar High
Identify CMS admin backend by platfor Medium

Narrow title-based search Low

ment discovery on Low

ts in docx fol Low
r leaked d: High
luding norn Medium
High
ication portals for testini Medium

s records

Locate backup artifacts on a target dor High
ocate authentication portals for testint Medium
ocate authentication portals for testint Medium
Locate joomla-specific login endpoint Medium
Locate CMS/admin backend interfaces Medium
Locate configuration exposure on a tar High
Locate specific document formats
Identify active bug bounty programs

Low
Low
Detect leaked credentials in XML confi High
Locate authentication portals for testin Medium
Research professional background infc Low
Locate app errors indicating misconfigi Medium
Locate pdf files publicly shared on GitL Medium
Sector-specific document discovery on Low
Identify exposed reservations records High
Identify secure authentication endpoini Medium
Locate authentication portals for testin Medium
Discover exposed shared folders
Locate pdf files publicly shared on Goc Medium

Medium

Research meeting minutes documents Low
Locate authentication portals for testin Medium
Locate exposed folders excluding norn Medium
Identify CMS admin backend by platfol Medium
Locate backup artifacts on a target dor High
High
Sector-focused document research: er Medium

Identify exposed payments records

Monitor public paste sites for leaked d: High
Research policy documents in txt form Low
Locate app errors indicating misconfigi Medium
Locate authentication portals for testin Medium
Discover exposed file listings on web s High
Locate authentication portals for testin Medium
Locate authentication portals for testiny Medium
Locate django-specific login endpoint Medium
High
Sector-focused document research: be Medium

Detect sensitive data in PDF reports

Sector-focused document research: g¢ Medium
Detect accidental credential commits ¢ High

Sector-focused document research: re Medium
Identify CMS admin backend by platfor Medium
Detect sensitive data in spreadsheets High

Detect leaked credentials in config files High

Locate typo3-specific login endpoint  Medium
Highly targeted document search Low
Locate backup artifacts on a target dor High
Identify pages focused on a topic
Locate authentication portals for testin Medium

Low

Detect leaked credentials in log output High
Detect sensitive data in shared docum High
Locate authentication portals for testiny Medium
Gather email addresses for research  Medium



Google Dorks Cheat Sheet (3,000+ Queries) by PassITExams — Free CSV Download

545
546
547
548
549
550
551

552
553
554
555
556
557
558
559
560
561

562
563
564
565
566
567
568
569
570
571

572
573
574
575
576
577
578
579
580
581

582
583
584
585
586
587
588
589
590
591

592
593
594
595
596
597
598
599
600
601
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OSINT Queries
API Keys & Credentials

Sensitive Information Exposure

Cloud Storage
Basic Operators
File Discovery

Advanced Search Operators

Open Directories
Login Pages
Login Pages
Config Files
Logs & Debug Files
Admin Panels
Cloud Storage
Database Files
Open Directories
Cloud Storage
Login Pages
File Discovery
Basic Operators
Admin Panels
Basic Operators
File Discovery
Basic Operators
Error Messages
Basic Operators

Bug Bounty / Security Testing

Cloud Storage
Login Pages

File Discovery
File Discovery
File Discovery

Sensitive Information Exposure

API Keys & Credentials
OSINT Queries

Login Pages

API Keys & Credentials
Config Files

API Keys & Credentials
Login Pages

File Discovery

Logs & Debug Files
Admin Panels

File Discovery

Login Pages

Basic Operators

API Keys & Credentials
Basic Operators

Admin Panels

Admin Panels

Login Pages

Login Pages

Basic Operators

Sensitive Information Expos|

Error Messages
File Discovery
File Discovery
Basic Operators

Advanced Search Operator:
Email & Contact Discovery

File Discovery
Backup Files

File Discovery
File Discovery

Sensitive Information Exposure

Database Files

API Keys & Credentials
API Keys & Credentials
API Keys & Credentials
OSINT Queries

Logs & Debug Files
Basic Operators

File Discovery

Basic Operators

Advanced Search Operators

File Discovery
Login Pages
File Discovery

site:xing.com "email" "contact"
intext:"jwt_secret" filetype:xml
intext:"password" filetype:log
site:mega.nz filetype:xlsx
related:example3.org

filetype:csv site:.co
site:example1.org filetype:doc
intitle:"index of /finance"
inurl:admin1 intitle:"customer login"
site:example1.co inurl:administrator/index.php
site:example2.com filetype:config
site:example1.net filetype:log

inurl:admin_area/login intext:"username" intext:"passworc

site:storage.googleapis.com filetype:csv
filetype:sql intext:"reservations"

intitle:"index of /assets"
site:storage.googleapis.com filetype:zip
site:example2.org inurl:administrator/index.php
filetype:xls intext:"banking" intitle:"confidential"
intitle:financial statement

inurl:wp-login.php intext:"bigcommerce" intitle:"login"

intitle:survey
filetype:xls site:.info
filetype:aspx
intext:"php error" filetype:asp

inurl:budget

inurl:bugbounty

site:s3.amazonaws.com filetype:docx
inurl:cpanel intitle:"webmail login"

filetype:doc intitle:"user manual”

filetype:ods intitle:"research”

filetype:xls intext:"telecom" intitle:"confidential"
intext:"api secret" filetype:doc
intext:"consumer_secret" filetype:log
site:instagram.com intitle:"profile"
inurl:phpmyadmin intitle:"login"
intext:"bearer_token" site:pastebin.com
site:example1.co filetype:xml
intext:"client_secret" filetype:env
inurl:admin2 intitle:"log in"
filetype:txt intitle:"syllabus"
site:example1.io filetype:log
inurl:cpanel intext:"shopify" intitle:"|
filetype:odt intext:"energy" intitle:"confi
inurl:admincp intitle:"user login
filetype:xls

intext:"jwt_secret" site:gitl

allintext:"case study'

filetype:csv intitle:"research”

inurl:technology

site:example2.com intext:"financial statement" filetype:cs\ Triple filter: domain, content, filetype

site:example2.edu intext:"@" intext:"phone"
filetype:docx intext:"retail" intitle:"confidential"
site:example2.info filetype:rar

filetype:odt intext:"telecom" intitle:"confidential"
filetype:doc intitle:"technical specification"
intext:"root_password" site:pastebin.com
filetype:mdb intext:"appointments"
intext:"twilio_auth_token" site:github.com
intext:"jwt_secret" filetype:log
intext:"google_api_key" site:pastebin.com
site:reddit.com intext:"phone number”
site:example3.edu filetype:log

inurl:report

filetype:csv intitle:"policy”

inurl:manual

site:example1.co "presentation” -inurl:internal
filetype:docx intitle:"whitepaper"
inurl:wp-admin intitle:"portal login"

filetype:rtf intext:"government" intitle:"confidential"

Finds Xing profiles listing contact emails
Finds XML files exposing jwt_secret

Gather public contact info for research Low
Detect leaked credentials in XML confi High
Finds log files containing "password" Detect sensitive data leaked inlogs  High
Finds Excel files shared via Mega Locate spreadsheets shared publicly Medium
Finds sites related to a given domain Discover similar or competitor sites ~ Low
Finds csv files hosted on .co domains Sector-specific document discovery on Low
Combines domain and filetype filters Find specific file types on a target site Low
Finds open directory listing: index of /finance Discover exposed file listings on web s High

Finds customer login pages under /admin1 paths  Locate authentication portals for testini Medium
Finds joomla login page on example1.co Locate joomla-specific login endpoint Medium
Finds .config configuration files on example2.com  Locate configuration exposure on a tar High

Finds .log files on example1.net Locate exposed log files on a target dc Medium
Finds admin panels under /admin_area/login with lo: Identify exposed administrative interfac Medium
Finds .csv files shared via Google Cloud Storage  Locate csv files publicly shared on Go« Medium
Finds sql dumps referencing "reservations" data Identify exposed reservations records High
Finds open directory listing: index of /assets Discover exposed file listings on web s Medium
Finds .zip files shared via Google Cloud Storage  Locate zip files publicly shared on Goc Medium
Finds joomla login page on example2.org Locate joomla-specific login endpoint Medium

Finds xIs files marked confidential in banking sector Sector-focused document research: b: Medium

Finds pages with keyword in the title ed on a topic Low
nd by platfor Medium
Finds pages with keyword in the title
Finds xIs files hosted on .info domains
Finds files of a specific type across the web
Finds asp pages showing "php error"
Finds pages with keyword in the URL
Finds bug bounty program pages
Finds .docx files shared via Amazo Locate docx files publicly shared on Ar Medium
ocate authentication portals for testint Medium
esearch user manual documents in ¢ Low
Research research documents in ods 1 Low
ector Sector-focused document research: te Medium
Detect sensitive data in shared docum High
Detect leaked credentials in log output High
Locate public profiles for background r Low
Locate authentication portals for testiny Medium
Monitor for leaked credentials online  High
Locate configuration exposure on a tar High
Detect leaked API credentials High
Locate authentication portals for testine Medium
Finds txt files titled with "syllabus"
inds .log files on example1.io

Research syllabus documents in txt for Low
Locate exposed log files on a target dc Medium
Identify CMS admin backend by platfor Medium
Finds odt files marked confidential in energy sector Sector-focused document research: er Medium
Finds user login pages under /admincp paths Locate authentication portals for testin Medium
Finds files of a specific type across the web Locate specific document formats Low

s shopify login pages under /cpanel

Finds GitLab repos exposing jwt_secret Detect accidental credential commits ¢ High

Finds pages where all words appear in text Narrow content-based search Low

text:"password Finds admin panels under /admin/config.php with log Identify exposed administrative interfac Medium

Finds sitecore login pages under /cpanel Identify CMS admin backend by platfol Medium
Finds customer login pages under /adminpanel path Locate authentication portals for testine Medium
Finds admin login pages under /adminpanel paths Locate authentication portals for testini Medium
Finds pages where all words appear in title Narrow title-based search Low
Finds Word documents containing "passwd" Detect sensitive data in shared docum High
Finds jsp pages showing "php error"

Finds ppt files hosted on .co domains

Finds csv files titled with "research"

Locate app errors indicating misconfigi Medium
Sector-specific document discovery on Low
Research research documents in csv f Low
Finds pages with keyword in the URL Locate pages by URL structure Low
Highly targeted document search Low
Finds pages listing email and phone together Collect combined contact details for oo Medium
Finds docx files marked confidential in retail sector Sector-focused document research: re Medium
Finds .rar backup files on example2.info Locate backup artifacts on a target dor High
Finds odt files marked confidential in telecom sector Sector-focused document research: te Medium
Finds doc files titled with "technical specification”  Research technical specification docur Low
Finds Pastebin posts containing "root_password"  Monitor public paste sites for leaked d: High
Finds mdb dumps referencing "appointments" data Identify exposed appointments records High
Finds GitHub repos exposing twilio_auth_token Detect accidental credential commits High
Finds log files exposing jwt_secret Detect leaked credentials in log output High
Finds pastes exposing google_api_key
Finds Reddit pages listing phone numbers

Monitor for leaked credentials online  High

Locate publicly shared contact number Medium
Finds .log files on example3.edu Locate exposed log files on a target dc Medium
Finds pages with keyword in the URL Locate pages by URL structure Low
Finds csv files titled with "policy” Research policy documents in csv forn Low
Finds pages with keyword in the URL Locate pages by URL structure Low
Domain search excluding a URL pattern Refine results by excluding noise Low
Finds docx files titled with "whitepaper” Research whitepaper documents in do Low
Finds portal login pages under /wp-admin paths

Finds rtf files marked confidential in government sec Sector-focused document research: gc Medium

Locate authentication portals for testiny Medium

Google Dorks Cheat Sheet
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Login Pages

API Keys & Credentials
Sensitive Information Exposure
Login Pages

File Discovery

API Keys & Credentials

Login Pages

Config Files

Admin Panels

Database Files

Database Files

Admin Panels

Backup Files

Logs & Debug Files

Basic Operators

File Discovery

Config Files

Open Directories

Admin Panels

Admin Panels

Login Pages

Error Messages

API Keys & Credentials

Basic Operators

API Keys & Credentials

File Discovery

Database Files

Admin Panels

File Discovery

File Discovery

Backup Files

OSINT Queries

File Discovery

File Discovery

Cloud Storage

Basic Operators

Sensitive Information Exposure
Admin Panels

Sensitive Information Exposure
File Discovery

Login Pages

Config Files

Config Files

Admin Panels

Advanced Search Operators
Backup Files

Cloud Storage

File Discovery

File Discovery

File Discovery

Login Pages

Login Pages

Open Directories

Email & Contact Discovery
Database Files
File Discovery
Basic Operators
Basic Operators
File Discovery
Advanced Search Operators
Open Directories

Login Pages

Basic Operators

Config Files

File Discovery

Login Pages

Error Messages

Config Files

File Discovery

Email & Contact Discovery
File Discovery

Sensitive Information Exposure
Cloud Storage

Advanced Search Operators
Login Pages

API Keys & Credentials

Basic Operators

Email & Contact Discovery

inurl:phpmyadmin intitle:"client login"
intext:"consumer_secret" filetype:yml
intext:"employee list" filetype:log
site:example1.net inurl:administrator/index.php
filetype:pdf intitle:"thesis"

intext:"firebase_apikey" filetype:xml

inurl:cpanel intitle:"staff login"

site:example2.com filetype:env

inurl:admincp intext:"magento” intitle:"login"
filetype:sqlite intext:"insert into"

filetype:mdb intext:"reviews"

intitle:"admin panel" inurl:admin/index.php
sitezexample1.edu filetype:zip

site:example1.org filetype:log
related:example1.co

filetype:csv intext:"hospitality” intitle:"confidential”
site:example3.edu filetype:xml

intitle:"index of" "sqgl"

inurl:admin intitle:"magento”

inurl:admin2 intext:"wordpress" intitle:"login"
inurl:admin intitle:"admin login"

intext:"warning: mysql" filetype:php
intext:"paypal_client_id" site:pastebin.com
cache:example2.net

intext:"api_key" filetype:env

filetype:txt intitle:"research”

filetype:db intext:"create table"

inurl:administrator intext:"magento” intitle:"login"
filetype:xlsx intext:"legal" intitle:"confidential"
filetype:txt intitle:"user manual”

site:example1.edu filetype:backup

site:twitter.com intext:"phone number"
filetype:pptx intext:"education” intitle:"confidential"
filetype:doc intext:"healthcare" intitle:"confidential"
site:s3.amazonaws.com filetype:xIsx
cache:example1.io

intext:"pwd=" filetype:txt

inurl:admin1 intext:"shopify" intitle:"login"
intext:"private token" filetype:log
filetype:txt intitle:"meeting minutes”
inurl:admin_area intitle:"staff login"
site:example2.gov filetype:conf
site:example2.co filetype:conf
inurl:admincp intext:"prestashop” intitle:
site:example2.gov filetype:pdf
site:example2.com filetype:
site:trello.com filetype:zip .
filetype:docx intext:"telecom " idential"

ential”

allintext:"budget"
allintext:"meeting minutes”

filetype:ods intitle:"user manual”
site:example1.com intext:"report” filetype:pdf
intitle:"index of" " -inurl:htm -inurl:html
inurl:backend intitle:"member login"
cache:example2.edu

site:example3.net filetype:yml

filetype:pptx intitle:"policy”

inurl:admin1 intitle:"signin"

intext:"runtime error" filetype:php
site:example3.com filetype:xml

filetype:xlsx intitle:"guide”

filetype:xlsx intext:"@gmail.com"

filetype:txt intext:"government” intitle:"confidential”
intext:"internal use only" filetype:pdf
site:mega.nz filetype:pdf "internal use only"
budget AROUND(5) "summary"
site:example2.org inurl:login

intext:"api_key" filetype:xml
site:example2.edu

site:example2.com intext:"contact us" intext:"email"

Finds client login pages under /phpmyadmin paths

Finds YAML files exposing consumer_secret
Finds log files containing "employee list"

Finds joomla login page on example1.net

Finds pdf files titled with "thesis"

Finds XML files exposing firebase_apikey

Finds staff login pages under /cpanel paths

Finds .env configuration files on example2.com
Finds magento login pages under /admincp

Finds sqlite files containing SQL insert statements
Finds mdb dumps referencing "reviews" data

Google Dorks Cheat Sheet

Locate authentication portals for testin Medium
Detect leaked credentials in YAML con High
Detect sensitive data leaked in logs  High
Locate joomla-specific login endpoint Medium
Research thesis documents in pdf forn Low
Detect leaked credentials in XML confi High
Locate authentication portals for testine Medium
Locate configuration exposure on a tar High
Identify CMS admin backend by platfor Medium
Identify exposed database dumps High
Identify exposed reviews records High

Finds pages titled admin panel under /admin/index.r Locate CMS/admin backend interfaces Medium

Finds .zip backup files on example1.edu
Finds .log files on example1.org
Finds sites related to a given domain

Locate backup artifacts on a target dor High
Locate exposed log files on a target dc Medium
Discover similar or competitor sites Low

Finds csv files marked confidential in hospitality sec' Sector-focused document research: hc Medium

Finds .xml configuration files on example3.edu
Finds open directories listing .sql files

Finds magento admin login pages

Finds wordpress login pages under /admin2
Finds admin login pages under /admin paths
Finds php pages showing "warning: mysql"
Finds pastes exposing paypal_client_id
Shows Google's cached version of a page
Finds .env files exposing api_key
Finds txt files titled with "research"
Finds db files with table definitions

inds .conf configuration files on example2.gov
s .conf configuration files on example2.co
Finds prestashop login pages under /admincp
Combines domain and filetype filters

Finds .zip backup files on example2.com

Finds .zip files shared via Trello

Locate configuration exposure on a tar High
Discover exposed .sql files via director Medium

Identify CMS-specific admin panels ~ Medium

backend by platfol Medium
Is for testin: Medium
misconfigi Medium
als online  High
f a page Low
P| credentials High

MS admin backend by platfol Medium
ector-focused document research: le: Medium
esearch user manual documents in t Low
Locate backup artifacts on a target dor High
Locate publicly shared contact number Medium

Locate spreadsheets shared publicly Medium
View archived version of a page Low
Detect accidental exposure of sensitive High
Identify CMS admin backend by platfor Medium
Detect sensitive data leaked in logs  High
Research meeting minutes documents Low
Locate authentication portals for testin Medium
Locate configuration exposure on a tar High
Locate configuration exposure on a tar High
Identify CMS admin backend by platfor Medium
Find specific file types on a target site Low
Locate backup artifacts on a target dor High
Locate zip files publicly shared on Trell Medium

Finds docx files marked confidential in telecom sect« Sector-focused document research: te Medium

Finds ppt files marked confidential in education sect Sector-focused document research: ec Medium

Finds doc files titled with "thesis"

Finds secure login pages under /admin2 paths

Finds customer login pages under /manager paths

Finds open directory listing: index of /images
Finds vCard contact files
Finds mdb dumps referencing "tickets" data

Research thesis documents in doc forr Low

Locate authentication portals for testine Medium
Locate authentication portals for testin Medium
Discover exposed file listings on web s Medium

Finds pdf files marked confidential in technology sec Sector-focused document research: te Medium

Finds pages where all words appear in text
Finds pages where all words appear in text
Finds ods files titled with "user manual"

Triple filter: domain, content, filetype

Finds directory listings related to

Finds member login pages under /backend paths
Shows Google's cached version of a page
Finds .yml configuration files on example3.net
Finds pptx files titled with "policy"

Finds signin pages under /admin1 paths

Finds php pages showing "runtime error"

Finds .xml configuration files on example3.com
Finds xIsx files titled with "guide”

Finds xIsx files listing Gmail addresses

Identify exposed contact card files Medium
Identify exposed tickets records High
Narrow content-based search Low
Narrow content-based search Low

Research user manual documents in ¢ Low
Highly targeted document search Low
Locate exposed folders excluding norn Medium
Locate authentication portals for testine Medium
View archived version of a page Low
Locate configuration exposure on a tar High
Research policy documents in pptx for Low
Locate authentication portals for testin Medium
Locate app errors indicating misconfigi Medium
Locate configuration exposure on a tar High
Research guide documents in xIsx forr Low
Gather email addresses for research  Medium

Finds txt files marked confidential in government se« Sector-focused document research: gc Medium

Finds PDF files containing "internal use only"
Finds internal-use PDFs on Mega

Detect sensitive data in PDF reports  High
Detect accidental public sharing of inte High

Finds pages where two terms appear near each oth: Find contextually related terms Low

Finds laravel login page on example2.org
Finds XML files exposing api_key

Restricts results to a specific domain

Finds contact pages listing email addresses

Locate laravel-specific login endpoint Medium
Detect leaked credentials in XML confi High
Scope reconnaissance to a target dom Low
Collect public contact information Low
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728
729
730
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732
733
734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751
752
753
754
755
756
757
758
759

761
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Sensitive Information Exposure
Cloud Storage

Login Pages

File Discovery

File Discovery

Cloud Storage

File Discovery

Sensitive Information Exposure
Backup Files

Bug Bounty / Security Testing
Login Pages

Cloud Storage

Login Pages

API Keys & Credentials
Sensitive Information Exposure
Open Directories

Login Pages

Email & Contact Discovery
Admin Panels

Backup Files

File Discovery

File Discovery

Error Messages

Email & Contact Discovery
Backup Files

Login Pages

File Discovery

Sensitive Information Exposure
Admin Panels

Config Files

Backup Files

Sensitive Information Exposure
Login Pages

Admin Panels

Cloud Storage

Login Pages

Error Messages

File Discovery

Backup Files

Advanced Search Operators
Backup Files

Error Messages

Email & Contact Discovery

File Discovery

Sensitive Information Exposure
Backup Files

File Discovery

File Discovery

Sensitive Information Exposure
Admin Panels

File Discovery

API Keys & Credentials

File Discovery
Login Pages
Basic Operators
Admin Panels
Admin Panels
Sensitive Information E
Config Files

Sensitive Information Exposure
API Keys & Credentials

API Keys & Credentials

File Discovery

API Keys & Credentials
Backup Files

Sensitive Information Exposure
Open Directories

Login Pages

Logs & Debug Files

Sensitive Information Exposure
File Discovery

Basic Operators

Config Files

Cloud Storage

Admin Panels

Sensitive Information Exposure
Login Pages

Open Directories

intext:"phone numbers" filetype:txt
site:onedrive.live.com filetype:xisx
intitle:"portal login" inurl:secure

filetype:ppt intext:"finance" intitle:"confidential"
filetype:xls intitle:"presentation”
site:notion.site filetype:xIsx

filetype:pdf intitle:"research”

intext:"cvv" site:pastebin.com
site:example2.co filetype:old
inurl:actuator/health

intitle:"customer login" inurl:secure
site:box.com filetype:zip

inurl:cpanel intitle:"customer login"
intext:"google_api_key" filetype:yml
intext:"password" site:pastebin.com
intitle:"index of" "wp-content" -inurl:htm -inurl:html

inurl:adminer intitle:"vpn login"

filetype:csv intext:"email list"

inurl:wp-login.php intext:"opencart" intitle:"login"
filetype:bak "weekly backup"

filetype:docx intitle:"presentation”

filetype:doc intitle:"manual”

intext:"odbc driver error" filetype:asp
site:example2.co intext:"@" intext:"phone"
filetype:gz "full backup"

inurl:dashboard intitle:"log in"

filetype:txt site:.edu

intext:"default password" filetype:pdf
inurl:admin intitle:"opencart”

site:example3.org filetype:yml

site:example1.co filetype:zip

intext:"salary" filetype:log

site:example1.io inurl:login

intitle:"admin panel" inurl:staff/admin
site:s3.amazonaws.com filetype:zip
inurl:admin_area intitle:"customer login"
intext:"internal server error" filetype:jsp
filetype:docx intext:"government"” intitle:"confide
filetype:zip “full backup"
site:example2.com inurl:financial statem,
site:example1.edu filetype:gz
intext:"debug mode enabled" filetypeiphp
site:example2.net intitle:"staff direct
filetype:ppt intitle:"thesis"
intext:"email list" filetype:pdf
site:example1.gov filetype:
filetype:xls site:.org

intitle:"login"
"confidential"

intext:"key=" filetype:doc

filetype:config intext:"db_password" OR intext:"database_

intext:"ftp password" filetype:xls
intext:"github_token" filetype:yml

intext:"apikey" site:github.com

filetype:doc intitle:"annual report"
intext:"aws_access_key_id" site:github.com
filetype:bak "website backup"

intext:"oauth token" filetype:pdf

intitle:"index of" "downloads" -inurl:htm -inurl:html
inurl:dashboard intitle:"remote login"
site:example2.edu filetype:log

intext:"do not distribute” filetype:doc

filetype:xlsx site:.gov

intext:"presentation"

site:example1.gov filetype:conf
site:onedrive.live.com inurl:folder

inurl:admin intitle:"drupal”

intext:"backup password" filetype:log
inurl:dashboard intitle:"login"

intitle:"index of" "passwords" -inurl:htm -inurl:html

inurl:account/admin intext:"username" intext:"password"

Finds text files containing "phone numbers"
Finds Excel files shared via OneDrive
Finds secure portal login pages

Finds ppt files marked confidential in finance sector

Finds xIs files titled with "presentation”

Finds Excel files shared via Notion

Finds pdf files titled with "research”

Finds Pastebin posts containing "cvv"

Finds .old backup files on example2.co

Finds exposed Spring Boot health endpoints
Finds secure customer login pages

Finds .zip files shared via Box

Finds customer login pages under /cpanel paths
Finds YAML files exposing google_api_key
Finds Pastebin posts containing "password"
Finds directory listings related to wp-content
Finds vpn login pages under /adminer paths
Finds CSV files labeled "email list"

Finds opencart login pages under /wp-login.php
Finds "weekly backup" files of type .bak
Finds docx files titled with "presentation"
Finds doc files titled with "manual"

Finds asp pages showing "odbc driver error"
Finds pages listing email and phone together
Finds "full backup" files of type .gz

Finds log in pages under /dashboard paths
Finds txt files hosted on .edu domains
Finds PDF files containing "default

up files on example1.edu

inds php pages showing "debug mode enabled"
s staff directory pages

Finds ppt files titled with "thesis"

Finds PDF files containing "email list"

Finds .backup backup files on example1.gov
Finds xIs files hosted on .org domains

Finds xIs files titled with "thesis"

Finds Excel files containing "confidential"

Finds concrete5 login pages under /admin_area

Finds csv files marked confidential in energy sector

Finds JSON files exposing twilio_auth_token

Google Dorks Cheat Sheet

Detect accidental exposure of sensitive High
Locate spreadsheets shared publicly Medium
Identify secure authentication endpoint Medium
Sector-focused document research: fir Medium
Research presentation documents in x Low
Locate spreadsheets shared publicly Medium
Research research documents in pdf fi Low
Monitor public paste sites for leaked d: High
Locate backup artifacts on a target dor High
Check application health endpoint exp: Medium
Identify secure authentication endpoini Medium
Locate zip files publicly shared on Box Medium
Locate authentication portals for testin Medium
Detect leaked credentials in YAML con High
Monitor public paste sites for leaked d: High
Locate exposed folders excluding norn Medium
Locate authentication portals for testin Medium
Detect exposed bulk email lists High
Identify CMS admin backend by platfor Medium
backup file expost High

cuments in ¢ Low

ecific document discovery on Low
Detect Sensitive data in PDF reports  High
entify CMS-specific admin panels ~ Medium
ocate configuration exposure on a tar High
Locate backup artifacts on a target dor High
Detect sensitive data leaked in logs  High
Locate laravel-specific login endpoint Medium
Locate CMS/admin backend interfaces Medium
Locate zip files publicly shared on Amz Medium

nder /admin_area patt Locate authentication portals for testiny Medium

Locate app errors indicating misconfigi Medium

Identify categorized backup file expost High
Locate specific URL patterns on a site Low
Locate backup artifacts on a target dor High
Locate app errors indicating misconfigi Medium
Locate organizational contact listings Low
Research thesis documents in ppt forn Low
Detect sensitive data in PDF reports  High
Locate backup artifacts on a target dor High
Sector-specific document discovery on Low
Research thesis documents in xIs form Low
Detect sensitive data in spreadsheets High
Identify CMS admin backend by platfol Medium
Sector-focused document research: er Medium
Detect leaked credentials in config files High

Finds pdf files marked confidential in education sect Sector-focused document research: ec Medium

Finds signin pages under /dashboard paths
Restricts results to a specific domain

Locate authentication portals for testin Medium
Scope reconnaissance to a target dom Low

Finds pages titled admin panel under /account/admi Locate CMS/admin backend interfaces Medium
Finds admin panels under /account/admin with login Identify exposed administrative interfac Medium

Finds Word documents containing "key="

Finds .config files with database password fields
Finds Excel files containing "ftp password"

Finds YAML files exposing github_token

Finds GitHub repos exposing apikey

Finds doc files titled with "annual report"

Finds GitHub repos exposing aws_access_key_id
Finds "website backup" files of type .bak

Finds PDF files containing "oauth token"

Finds directory listings related to downloads
Finds remote login pages under /dashboard paths
Finds .log files on example2.edu

Finds Word documents containing "do not distribute'

Finds xIsx files hosted on .gov domains

Finds pages containing exact phrase in body text
Finds .conf configuration files on example1.gov
Finds OneDrive shared folder links

Finds drupal admin login pages

Finds log files containing "backup password"
Finds login pages under /dashboard paths

Finds directory listings related to passwords

Detect sensitive data in shared docum High
Identify exposed database configuratic High
Detect sensitive data in spreadsheets High
Detect leaked credentials in YAML con High
Detect accidental credential commits  High
Research annual report documents in  Low
Detect accidental credential commits High
Identify categorized backup file expost High
Detect sensitive data in PDF reports  High
Locate exposed folders excluding norn Medium
Locate authentication portals for testin Medium
Locate exposed log files on a target dc Medium
Detect sensitive data in shared docum High
Sector-specific document discovery on Low
Search page content for a phrase Low
Locate configuration exposure on a tar High
Discover exposed shared folders Medium
Identify CMS-specific admin panels ~ Medium
Detect sensitive data leaked in logs  High
Locate authentication portals for testiny Medium
Locate exposed folders excluding norn High
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779
780
781
782
783
784

786
787
788
789
790
791
792
793
794
795
796
797
798
799
800
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807
808
809
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814
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816
817
818
819
820
821
822
823
824
825
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827
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830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849
850
851
852
853
854
855
856

Basic Operators

OSINT Queries

Sensitive Information Exposure
Config Files

File Discovery

File Discovery

Admin Panels

Backup Files

Admin Panels

Open Directories

Login Pages

Login Pages

Sensitive Information Exposure
Config Files

Advanced Search Operators
File Discovery

Email & Contact Discovery
Cloud Storage

Basic Operators

Backup Files

Basic Operators

Sensitive Information Exposure
OSINT Queries

Admin Panels

Admin Panels

Config Files

Cloud Storage

Login Pages

API Keys & Credentials

Admin Panels

Login Pages

Backup Files

Database Files

Cloud Storage

File Discovery

File Discovery

Basic Operators

Sensitive Information Exposure
File Discovery

Config Files

Backup Files

API Keys & Credentials

File Discovery

Admin Panels

OSINT Queries

Sensitive Information Exposure
File Discovery

Logs & Debug Files
Backup Files

Cloud Storage

Admin Panels

Backup Files

Error Messages

Cloud Storage

Sensitive Information Exp
File Discovery
Login Pages
Sensitive Information Exp
Admin Panels

API Keys & Credentials
Login Pages

OSINT Queries

Open Directories

File Discovery

API Keys & Credentials
Admin Panels

Advanced Search Operators
File Discovery

API Keys & Credentials

Open Directories

Sensitive Information Exposure
Backup Files

Login Pages

Open Directories

Advanced Search Operators
Basic Operators

Advanced Search Operators
Database Files

allinurl:case study

filetype:doc intitle:"curriculum vitae" intext:"linkedin.com"

intext:"ftp password" filetype:log
filetype:env intext:"password"
filetype:xlsx site:.io

filetype:doc intitle:"guide”
inurl:administrator intext:"drupal" intitle:"login"
site:example3.com filetype:zip
inurl:admin intitle:"joomla"
intitle:"index of /shared"
inurl:cpanel intitle:"sign in"
inurl:adminer intitle:"client login"
intext:"salary" filetype:doc

Finds pages where all words appear in URL

Google Dorks Cheat Sheet

Narrow URL-based search Low

Finds curriculum vitae files in doc format linking Link Research professional profiles with lint Low

Finds log files containing "ftp password"
Finds .env config files referencing passwords
Finds xIsx files hosted on .io domains

Finds doc files titled with "guide”

Finds drupal login pages under /administrator
Finds .zip backup files on example3.com
Finds joomla admin login pages

Finds open directory listing: index of /shared
Finds sign in pages under /cpanel paths
Finds client login pages under /adminer paths
Finds Word documents containing "salary"

filetype:yml intext:"db_password" OR intext:"database_pz Finds .yml files with database password fields

inurl:budget filetype:txt

filetype:doc intitle:"survey"
site:example2.com filetype:vcf

site:box.com filetype:pdf "internal use only"
allintext:"technology"

site:example2.info filetype:old
allintext:"thesis"

intext:"api secret" filetype:xls
site:example1.com intext:"conference speaker"
inurl:adminpanel intext:"drupal” intitle:"login"
intitle:"admin panel" inurl:dashboard

filetype:ini intext:"db_password" OR intext:"database_pas
site:onedrive.live.com filetype:pdf "internal use only"

inurl:admin1 intitle:"intranet login"
intext:"consumer_key" site:gitlab.com
inurl:admin? intext:"concrete5" intitle:"login"
inurl:admin1 intitle:"portal login"
site:example3.org filetype:tar

filetype:sql intext:"subscriptions"
site:trello.com filetype:pdf "internal use only"
filetype:txt intext:"legal" intitle:"confidential"
filetype:csv intitle:"report"

allinurl:syllabus

intext:"smtp password" filetype:pdf
filetype:xIsx intitle:"technical specification”
site:example2.info filetype:xml
site:example.co filetype:7z
intext:"database_url" site:pastebi
filetype:xls intitle:"research"
inurl:adminpanel intext:"wordpress" inti
site:example1.com intext:"abo
intext:"passwd" filetype:txt

filetype:csv intext:"nonpro
intext:"crash report" fi

inurl:adminpanel intitle:"user login"

intext:"bearer token" site:pastebin.com
intitle:"admin panel" inurl:signin
intext:"database_url" filetype:log
site:example1.edu inurl:administrator/index.php
site:facebook.com "resume" OR "cv"
intitle:"index of" "pptx"

filetype:rtf intitle:"whitepaper"

intext:"api_key" site:gitlab.com

inurl:superadmin intext:"username"” intext:"password"

intitle:"financial statement" filetype:csv
filetype:ppt intitle:"meeting minutes”

intext:"firebase_apikey" site:pastebin.com
intitle:"index of" "txt"

intext:"passport number" site:pastebin.com
site:example2.io filetype:zip
inurl:wp-login.php intitle:"admin login"
intitle:"index of /grades"”

policy -site:example1.edu
allintext:"syllabus"

manual -site:example1.gov

filetype:sql intext:"logins"

Combines URL keyword and filetype filters
Finds doc files titled with "survey"

Finds vCard contact files

Finds internal-use PDFs on Box

Finds pages where all words appear in text
Finds .old backup files on example2.info
Finds pages where all words appear in text
Finds Excel files containing "api secret"

Finds pages listing "conference speaker"
Finds drupal login pages under /adminpanel
Finds pages titled admin panel under /dashbo;
Finds .ini files with database password field
Finds internal-use PDFs on OneDrive
Finds intranet login pages under /admin1 pat!
Finds GitLab repos exposing cq

Finds .tar backup files
Finds sgl dumps

ntial in legal sector
ort"

appear in URL

g "smtp password"

up files on example1.co

inds pastes exposing database_url

s xls files titled with "research”

Finds wordpress login pages under /adminpanel
Finds pages listing "about us"

Finds text files containing "passwd"

Detect sensitive data leaked in logs  High
Detect credentials in configuration files High
Sector-specific document discovery on Low
Research guide documents in doc forn Low
Identify CMS admin backend by platfor Medium
Locate backup artifacts on a target dor High
Identify CMS-specific admin panels ~ Medium
Discover exposed file listings on web s Medium
Locate authentication portals for testin Medium
Locate authentication portals for testin Medium
Detect sensitive data in shared docum High
Identify exposed database configuratic High
Find files under specific URL paths Low
Research survey documents in doc for Low
Identify exposed contact card files Medium
Detect accidental public sharing of inte High
Narrow content-based search Low

cts on a target dor High
Narrow c rch Low

kend by platfor Medium
min backend interfaces Medium

Locate ‘authentication portals for testin Medium
etect accidental credential commits ¢ High
entify CMS admin backend by platfor Medium
Locate authentication portals for testiny Medium
Locate backup artifacts on a target dor High
Identify exposed subscriptions records High
Detect accidental public sharing of inte High
Sector-focused document research: le: Medium
Research report documents in csv forr Low
Narrow URL-based search Low
Detect sensitive data in PDF reports  High
Research technical specification docur Low
Locate configuration exposure on a tar High
Locate backup artifacts on a target dor High
Monitor for leaked credentials online  High
Research research documents in xIs fc Low
Identify CMS admin backend by platfor Medium
Map organizational personnel for rese: Low
Detect accidental exposure of sensitive High

Finds csv files marked confidential in nonprofit sectc Sector-focused document research: nc Medium

Finds log files containing "crash report"

Finds .gz backup files on example2.io

Finds Trello links containing "password"

Finds shopify login pages under /admin_area
Finds .tar backup files on example1.net

Finds pages displaying: microsoft ole db provider

Finds Azure Blob Storage files marked confidential

Finds log files containing "default password"
Finds csv files titled with "guide”

Finds user login pages under /adminpanel paths
Finds Pastebin posts containing "bearer token"
Finds pages titled admin panel under /signin
Finds log files exposing database_url

Finds joomla login page on example1.edu
Finds resumes/CVs shared on Facebook
Finds open directories listing .pptx files

Finds rtf files titled with "whitepaper"

Finds GitLab repos exposing api_key

Finds admin panels under /superadmin with login fie

Combines title keyword and filetype filters
Finds ppt files titled with "meeting minutes"
Finds pastes exposing firebase_apikey
Finds open directories listing .txt files

Finds Pastebin posts containing "passport number"

Finds .zip backup files on example2.io

Finds admin login pages under /wp-login.php paths

Finds open directory listing: index of /grades
Excludes a domain from keyword search results
Finds pages where all words appear in text
Excludes a domain from keyword search results
Finds sql dumps referencing "logins" data

Identify debug information disclosure Medium
Locate backup artifacts on a target dor High
Detect leaked credentials on cloud stol High
Identify CMS admin backend by platfor Medium
Locate backup artifacts on a target dor High
Identify misconfigured or vulnerable ap Medium
Detect improperly shared sensitive file: High
Detect sensitive data leaked in logs ~ High
Research guide documents in csv form Low
Locate authentication portals for testin Medium
Monitor public paste sites for leaked d: High
Locate CMS/admin backend interfaces Medium
Detect leaked credentials in log output High
Locate joomla-specific login endpoint Medium
Research professional background infc Low
Discover exposed .pptx files via directc Medium
Research whitepaper documents in rtf Low
Detect accidental credential commits ¢ High
Identify exposed administrative interfac Medium
Find titled documents of a type Low
Research meeting minutes documents Low
Monitor for leaked credentials online  High
Discover exposed .txt files via directon Medium
Monitor public paste sites for leaked d: High
Locate backup artifacts on a target dor High
Locate authentication portals for testine Medium
Discover exposed file listings on web s Medium
Filter out irrelevant or known sources Low
Narrow content-based search Low
Filter out irrelevant or known sources Low
Identify exposed logins records High
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917
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930
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File Discovery
Advanced Search Operators

filetype:txt intext:"hospitality" intitle:"confidential”
site:example2.edu filetype:ods

Basic Operators allinurl:policy
Config Files site:example2.org filetype:conf
Admin Panels inurl:adminpanel intext:"typo3" intitle:"login"
Advanced Search Operators site:example2.co intitle:"thesis"
File Discovery filetype:rtf site:.co
Admin Panels inurl:cpanel intext:"wordpress" intitle:"login"
Bug Bounty / Security Testing intitle:"burp suite" filetype:log
Admin Panels inurl:console intext:"username" intext:"password"
Login Pages inurl:admin intitle:"client login"
filetype:sqlite intext:"tickets"

filetype:docx intext:"@gmail.com"

Database Files

Email & Contact Discovery
Cloud Storage

Backup Files

site:sharepoint.com inurl:folder
site:example2.net filetype:backup
Login Pages inurl:wp-login.php intitle:"dashboard login"
Error Messages intext:"warning: mysql"
Sensitive Information Exposure intext:"db_password" filetype:doc
Cloud Storage site:mega.nz filetype:docx
Email & Contact Discovery site:example2.gov intext:"contact us" intext:"email”
Bug Bounty / Security Testing inurl:graphgl intitle:"graphigl"
File Discovery

Sensitive Information Exposure

File Discovery

filetype:pdf intext:"nonprofit" intitle:"confidential”
intext:"routing number" filetype:txt

filetype:ppt site:.info

Sensitive Information Exposure intext:"private token" site:pastebin.com
Config Files site:example1.co filetype:config
Sensitive Information Exposure intext:"db_password" filetype:log
Login Pages inurl:admin intitle:"portal login"
Basic Operators related:example2.gov
Login Pages inurl:administrator intitle:"vpn login"
Config Files

OSINT Queries

Error Messages

API Keys & Credentials

Sensitive Information Exposure

inurl:config filetype:ini

site:example1.gov intext:"conference speaker"
intext:"fatal error: uncaught exception"” filetype:aspx
intext:"google_api_key" filetype:json

intext:"internal use only" filetype:txt

Admin Panels inurl:admin2 intext:"joomla" intitle:"login"
Login Pages inurl:adminer intitle:"customer login"
Sensitive Information Exposure intext:"apikey" filetype:doc
Logs & Debug Files filetype:err intext:"password"
Backup Files site:example.info filetype:tar
Login Pages inurl:wp-login.php intitle:"intranet login'
File Discovery filetype:doc intitle:"case study"
Basic Operators link:example1.co
File Discovery

Advanced Search Operators

File Discovery

filetype:ods intext:"banking" intitle:"con
intitle:"guide" filetype:ppt
filetype:pdf intext:"retail" inti

confidential"
Basic Operators site:example3.edu
Basic Operators allinurl:whitepaper
Login Pages i
Backup Files

File Discovery
Admin Panels

Login Pages

File Discovery
Database Files
Cloud Storage
Advanced Search O
Login Pages
OSINT Queries
Logs & Debug Files

site:example2.io intext:"syllabus" filetype:doc
inurl:admin1 intitle:"sign in"
site:example1.edu intext:"alumni directory"
site:example2.co filetype:log

Sensitive Information Exposure intext:"master password" site:pastebin.com
Login Pages inurl:adminpanel intitle:"staff login"
Error Messages intext:"internal server error" filetype:php
Backup Files filetype:backup "daily backup"
Backup Files site:example3.com filetype:7z
Logs & Debug Files
API Keys & Credentials

Email & Contact Discovery

inurl:log filetype:log
intext:"mailgun_api_key" filetype:json
site:example2.gov filetype:vcf
Backup Files site:example2.io filetype:rar
File Discovery filetype:odt intitle:"report"

Sensitive Information Exposure intext:"routing number" filetype:doc

Open Directories intitle:"index of" ".git" -inurl:htm -inurl:html

Open Directories intitle:"index of /wp-content/uploads"
Error Messages intext:"runtime error"
Login Pages site:example1.org inurl:admin/login
Admin Panels inurl:admincp intext:"typo3" intitle:"login"
Sensitive Information Exposure

Basic Operators

intext:"smtp password" filetype:xls
filetype:txt

Finds txt files marked confidential in hospitality sectc Sector-focused document research: hc Medium
Combines domain and filetype filters Find specific file types on a target site Low
Finds pages where all words appear in URL Narrow URL-based search Low
Finds .conf configuration files on example2.org Locate configuration exposure on a tar High

Identify CMS admin backend by platfor Medium

Locate topic-specific pages on a site  Low

Finds typo3 login pages under /adminpanel
Combines domain and title keyword filters
Finds rtf files hosted on .co domains Sector-specific document discovery on Low
Identify CMS admin backend by platfor Medium

Identify leaked pentest artifacts High

Finds wordpress login pages under /cpanel
Finds exposed Burp Suite log files

Finds admin panels under /console with login fields Identify exposed administrative interfac Medium
Finds client login pages under /admin paths
Finds sqlite dumps referencing "tickets" data
Finds docx files listing Gmail addresses

Locate authentication portals for testin Medium
Identify exposed tickets records High
Gather email addresses for research  Medium
Finds SharePoint shared folder links Discover exposed shared folders Medium
Finds .backup backup files on example2.net Locate backup artifacts on a target dor High
Finds dashboard login pages under /wp-login.php p: Locate authentication portals for testine Medium
Finds pages displaying: warning: mysql Identify misconfigured or vulnerable ap Medium
Finds Word documents containing "db_password" Detect sensitive data in shared docum High

Finds .docx files shared via Mega

Locate docx files publicly shared on M: Medium
Finds contact pages listing email addresses i ct information Low
Finds exposed GraphiQL interfaces raphQL con: Medium
search: nc Medium
of sensitive High

nt discovery on Low

Finds pdf files marked confidential in nonprofit secto Sector-fot
Finds text files containing "routing number"
Finds ppt files hosted on .info domains
aste sites for leaked d: High
tion exposure on a tar High
nsitive data leaked in logs  High
Locate ‘authentication portals for testin Medium
iscover similar or competitor sites Low
ocate authentication portals for testint Medium
Locate exposed app configuration files High
Map organizational personnel for rese: Low
Locate app errors indicating misconfigi Medium
Detect leaked credentials in config files High
Detect accidental exposure of sensitive High
Identify CMS admin backend by platfo Medium
Locate authentication portals for testin Medium
Detect sensitive data in shared docum High
Detect credentials leaked in logs High
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
inds doc files titled with "case study" Research case study documents in do Low
s pages that link to a domain Backlink and reputation research Low
Finds ods files marked confidential in banking sectol Sector-focused document research: b: Medium
Combines title keyword and filetype filters Find titled documents of a type Low
Finds pdf files marked confidential in retail sector ~ Sector-focused document research: re Medium
Restricts results to a specific domain Scope reconnaissance to a target dom Low
Finds pages where all words appear in URL Narrow URL-based search Low
Finds staff login pages under /manager paths Locate authentication portals for testine Medium
Finds backup files with .backup extension Identify exposed backup archives High
Finds xIs files marked confidential in military sector Sector-focused document research: m Medium
Finds admin panels under /staff/admin with login fiel Identify exposed administrative interfac Medium
Finds joomla login page on example1.org Locate joomla-specific login endpoint Medium

Finds csv files hosted on .net domains Sector-specific document discovery on Low

Finds dbf dumps referencing "reviews" data Identify exposed reviews records High
Finds .pdf files shared via Google Drive Locate pdf files publicly shared on Goc Medium
Triple filter: domain, content, filetype Highly targeted document search Low

Finds sign in pages under /admin1 paths Locate authentication portals for testine Medium

Finds pages listing "alumni directory" Map organizational personnel for rese: Low
Finds .log files on example2.co Locate exposed log files on a target dc Medium
Finds Pastebin posts containing "master password" Monitor public paste sites for leaked d: High
Finds staff login pages under /adminpanel paths Locate authentication portals for testine Medium
Finds php pages showing "internal server error" Locate app errors indicating misconfigi Medium
Finds "daily backup" files of type .backup Identify categorized backup file expost High
Finds .7z backup files on example3.com Locate backup artifacts on a target dor High
Finds log files via URL pattern (.log)

Finds JSON files exposing mailgun_api_key

Finds vCard contact files

Locate exposed server or app logs Medium
Detect leaked credentials in config files High
Identify exposed contact card files Medium
Finds .rar backup files on example2.io
Finds odt files titled with "report"
Finds Word documents containing "routing number" Detect sensitive data in shared docum High

Locate backup artifacts on a target dor High
Research report documents in odt forn Low
Finds directory listings related to .git Locate exposed folders excluding norn Medium
Finds open directory listing: index of /wp-content/upl Discover exposed file listings on web s Medium
Finds pages displaying: runtime error Identify misconfigured or vulnerable ap Medium
Finds django login page on example1.org Locate django-specific login endpoint Medium
Identify CMS admin backend by platfor Medium
Detect sensitive data in spreadsheets High

Locate specific document formats Low

Finds typo3 login pages under /admincp
Finds Excel files containing "smtp password"
Finds files of a specific type across the web

Google Dorks Cheat Sheet
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Backup Files
File Discovery

site:example3.net filetype:backup
filetype:rtf site:.org

Config Files

OSINT Queries

Sensitive Information Exposure

site:example2.net filetype:env
site:pastebin.com intext:"phone number"
intext:"auth key" filetype:xls

Error Messages
OSINT Queries
File Discovery

intext:"unhandled exception"

filetype:doc intitl sume" intext:"linkedin.com”
filetype:odt intitle:"presentation”

File Discovery filetype:doc intitle:"dissertation"
Database Files inurl:sqlite filetype:sqlite
File Discovery

API Keys & Credentials

Advanced Search Operators

filetype:doc intext:"retail" intitle:"confidential"
intext:"private_key" filetype:env
site:example1.org intext:"research"” filetype:doc
Basic Operators site:example3.org
Email & Contact Discovery filetype:xls intext:"@gmail.com"
Database Files filetype:db intext:"appointments"
Sensitive Information Exposure intext:"client_secret" site:pastebin.com
Sensitive Information Exposure intext:"id_rsa" filetype:doc
Database Files filetype:dbf intext:"sessions"
Config Files site:example2.co filetype:yml
File Discovery filetype:txt intitle:"thesis"
Backup Files

API Keys & Credentials

Sensitive Information Exposure

filetype:gz intitle:"backup"

intext:"paypal_client_id" filetype:json
intext:"confidential" site:pastebin.com
Logs & Debug Files site:example1.edu filetype:log
File Discovery filetype:odt intitle:"annual report”
Database Files filetype:db intext:"payments”

File Discovery filetype:csv intext:"banking” intitle:"confidential”

Login Pages site:example2.org inurl:wp-login.php
Login Pages inurl:zphpmyadmin intitle:"vpn login"
Login Pages intitle:"signin" inurl:secure

Login Pages inurl:admin_area intitle:"dashboard login"
Backup Files site:example2.com filetype:old

Bug Bounty / Security Testing
Cloud Storage

inurl:api-docs
site:drive.google.com filetype:zip
Admin Panels inurl:wp-admin intext:"shopify" intitle:"login"
Basic Operators related:example2.co

filetype:pptx intitle:"annual report"

site:example2.io intext:"@" intext:"phone"

File Discovery

Email & Contact Discovery
Error Messages intext:"error on line" filetype:aspx
Email & Contact Discovery
OSINT Queries

File Discovery

site:example.io intitle:"staff directory"
intext:"linkedin..

filetype:docx intitle:"curriculum vi
filetype:txt intitle:"report"
Sensitive Information Exposure
Config Files

Admin Panels

intext:"connection string" filetype:doc
site:example3.net filetype:conf

Open Directories

Logs & Debug Files

Backup Files

Sensitive Information Exposure
API Keys & Credentials
Sensitive Information Exposure
Error Messages

Database Files fil
Sensitive Information Ex intext:"

Admin Panels intitle:" el" inurl:administrator

File Discovery filetype:rtf intext:"healthcare" intitle:"confidential"
Open Directories intitle:"index of /passwords"
Admin Panels inurl:wp-login.php intext:"prestashop"” intitle:"login"
Email & Contact Discovery site:example1.edu filetype:vcf
Login Pages

API Keys & Credentials
API Keys & Credentials

Error Messages

site:example2.com inurl:admin
intext:"npm_token" filetype:xml
intext:"auth_token" filetype:env
intext:"warning: require_once" filetype:asp

File Discovery filetype:xIsx intext:"manufacturing" intitle:"confidential"

Login Pages inurl:admin intitle:"vpn login"
Admin Panels inurl:admin2 intext:"sitecore” intitle:"login"
Login Pages site:example.io inurl:admin/login

Basic Operators

API Keys & Credentials
OSINT Queries

Config Files

cache:example2.gov
intext:"aws_access_key_id" filetype:ym!
site:twitter.com "email" "contact"
site:example2.edu filetype:ini

Login Pages inurl:admin_area intitle:"signin”
Database Files filetype:db intext:"reviews"
File Discovery filetype:xls intext:"education” intitle:"confidential"
File Discovery filetype:doc intext:"legal" intitle:"confidential"
File Discovery

OSINT Queries

filetype:csv intext:"manufacturing" intitle:"confidential"
site:about.me "email" "contact"

Finds .backup backup files on example3.net
Finds rtf files hosted on .org domains

Finds .env configuration files on example2.net
Finds Pastebin pages listing phone numbers
Finds Excel files containing "auth key"

Finds pages displaying: unhandled exception
Finds resume files in doc format linking LinkedIn
Finds odt files titled with "presentation"

Finds doc files titled with "dissertation”

Finds files with sqlite in URL and filetype

Finds doc files marked confidential in retail sector
Finds .env files exposing private_key

Triple filter: domain, content, filetype

Restricts results to a specific domain

Finds xIs files listing Gmail addresses

Finds db dumps referencing "appointments” data
Finds Pastebin posts containing "client_secret"
Finds Word documents containing "id_rsa"
Finds dbf dumps referencing "sessions" data
Finds .yml configuration files on example2.co
Finds txt files titled with "thesis"

Finds backup files with .gz extension

Finds JSON files exposing paypal_client_id
Finds Pastebin posts containing "confidential"
Finds .log files on example1.edu

Finds odt files titled with "annual report"
Finds db dumps referencing "payments"
Finds csv files marked confidential in.ba

er /wp-admin
domain

Finds staff
inds curriculum vitae files in docx format linking Lin
s txt files titled with "report"

Finds Word documents containing "connection string
Finds .conf configuration files on example3.net
Finds magento login pages under /admin1

Finds directory listings related to backup

Finds .err files containing errors

Finds .tar backup files on example1.io

Finds Excel files containing "salary"

Finds log files exposing heroku_api_key

Finds text files containing "auth key"

Finds jsp pages showing "debug mode enabled"
Finds sql dumps referencing "tickets" data

Finds log files containing "wp-config"

Finds pages titled admin panel under /administrator
Finds rtf files marked confidential in healthcare sect
Finds open directory listing: index of /passwords
Finds prestashop login pages under /wp-login.php
Finds vCard contact files

Finds magento login page on example2.com

Finds XML files exposing npm_token

Finds .env files exposing auth_token

Finds asp pages showing "warning: require_once"
Finds xIsx files marked confidential in manufacturing
Finds vpn login pages under /admin paths

Finds sitecore login pages under /admin2

Finds django login page on example1.io

Shows Google's cached version of a page

Finds YAML files exposing aws_access_key_id
Finds Twitter/X profiles listing contact emails

Finds .ini configuration files on example2.edu

Finds signin pages under /admin_area paths

Finds db dumps referencing "reviews" data

Finds xIs files marked confidential in education sectc
Finds doc files marked confidential in legal sector
Finds csv files marked confidential in manufacturing
Finds About.me profiles listing contact emails

Google Dorks Cheat Sheet

Locate backup artifacts on a target dor High
Sector-specific document discovery on Low
Locate configuration exposure on a tar High
Locate publicly shared contact number Medium
Detect sensitive data in spreadsheets High
Identify misconfigured or vulnerable ap Medium
Research professional profiles with linl Low
Research presentation documents in ¢ Low
Research dissertation documents in dc Low
Locate database files via naming patte High
Sector-focused document research: re Medium
High
Low

Detect leaked API credentials
Highly targeted document search
Scope reconnaissance to a target dom Low
Gather email addresses for research  Medium
Identify exposed appointments records High
Monitor public paste sites for leaked d: High
Detect sensitive data in shared docum High
High
exposure on a tar High

Identify exposed sessions records

es for leaked d: High
log files on a target dc Medium
| report documents in Low
High
cused document research: b: Medium

xposed payments records

ocate wordpress-specific login endpo Medium
ocate authentication portals for testini Medium
Identify secure authentication endpoini Medium
Locate authentication portals for testin Medium
Locate backup artifacts on a target dor High
Map API surface for authorized testing Medium
Locate zip files publicly shared on Goc Medium
Identify CMS admin backend by platfo Medium
Discover similar or competitor sites Low
Research annual report documents in Low
Collect combined contact details for oo Medium
Locate app errors indicating misconfigi Medium
Locate organizational contact listings Low
Research professional profiles with lin} Low
Research report documents in txt form Low
Detect sensitive data in shared docum High
Locate configuration exposure on a tar High
Identify CMS admin backend by platfol Medium
Locate exposed folders excluding norn Medium
Identify exposed application logs Medium
Locate backup artifacts on a target dor High
Detect sensitive data in spreadsheets High
Detect leaked credentials in log output High
Detect accidental exposure of sensitive High
Locate app errors indicating misconfigi Medium
High
High
Locate CMS/admin backend interfaces Medium

Identify exposed tickets records
Detect sensitive data leaked in logs

Sector-focused document research: he Medium
Discover exposed file listings on web s High
Identify CMS admin backend by platfol Medium
Identify exposed contact card files Medium
Locate magento-specific login endpoin Medium
Detect leaked credentials in XML confi High
High
Locate app errors indicating misconfigi Medium

Detect leaked API credentials

Sector-focused document research: m Medium
Locate authentication portals for testin Medium
Identify CMS admin backend by platfor Medium
Locate django-specific login endpoint  Medium
View archived version of a page Low
Detect leaked credentials in YAML con High
Gather public contact info for research Low
Locate configuration exposure on a tar High
Locate authentication portals for testine Medium
High
Sector-focused document research: ec Medium

Identify exposed reviews records
Sector-focused document research: le: Medium

Sector-focused document research: m Medium
Gather public contact info for research Low
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File Discovery
Config Files

filetype:pdf intitle:"manual”
site:example2.gov filetype:ini
Advanced Search Operators budget OR "finance" site:example2.org
Database Files filetype:dbf intext:"appointments"
inurl:sql filetype:sql

allinurl:presentation

Database Files
Basic Operators
File Discovery filetype:rtf intitle:"manual”
Sensitive Information Exposure intext:"encryption key" filetype:txt
Admin Panels intitle:"admin panel" inurl:siteadmin
File Discovery filetype:pdf intitle:"technical specification"
Basic Operators

Sensitive Information Exposure

Login Pages

intitle:meeting minutes
intext:"secret" filetype:xls
inurl:backend intitle:"login"
Open Directories intitle:"index of /photos"
File Discovery filetype:pdf intext:"legal" intitle:"confidential"

Advanced Search Operators site:example1.edu inurl:policy

Login Pages inurl:adminer intitle:"member login

Basic Operators allintext:"policy"
Basic Operators site:example3.com
Sensitive Information Exposure intext:"passwd" filetype:log

Cloud Storage site:notion.site filetype:docx

Login Pages inurl:wp-admin intitle:"admin login"
Backup Files site:example3.net filetype:bak
API Keys & Credentials intext:"slack_token" site:gitlab.com

Basic Operators intext:"thesis"
Database Files

API Keys & Credentials
Sensitive Information Exposure
OSINT Queries

Admin Panels

filetype:db intext:"subscriptions"

intext:"jwt_secret" site:github.com
intext:"root_password" filetype:txt

site:xing.com "resume” OR "cv"

inurl:adminpanel intext:"username" intext:"password"

Open Directories intitle:"index of" "assets" -inurl:htm -inurl:html

File Discovery filetype:doc intext:"logistics" intitle:"confidential"

Login Pages site:example1.gov inurl:wp-login.php
Open Directories index of" "tmp"

Config Files site:example1.co filetype:ini

Login Pages inurl:admin intitle:"webmail login"
Login Pages site:example1.gov inurl:admin

API Keys & Credentials intext:"slack_token" filetype:yml

Cloud Storage site:docs.google.com filetype:pdf
Admin Panels
OSINT Queries

Admin Panels

inurl:adminpanel intext:"sitecore” intitle:"l
site:stackoverflow.com intext:"phone
inurl:cpanel intext:"opencart” intitl
Backup Files filetype:gz "system backup"
File Discovery
Login Pages
Open Directories

filetype:ppt intitle:"press release"
inurl:admin intitle:"sign in"
intitle:"index of" "clients" -in, m -inurl:html
Sensitive Information Exposure intext:"users table" filetyp
File Discovery

Basic Operators

Advanced Search Operators
OSINT Queries

Admin Panels

Database Files

Backup Files

Login Pages K ‘'employee login"
Cloud Storage site:bo: pe:pdf

Login Pages inurl:cpanel intitle:"intranet login"
Basic Operators allintext:"report"

Login Pages inurl:adminpanel intitle:"remote login"
Config Files intitle:"app.config" OR inurl:"app.config"
Sensitive Information Exposure intext:"wp-config" filetype:doc

Backup Files filetype:bak "www backup”

File Discovery filetype:rtf site:.gov

Cloud Storage site:pastebin.com filetype:csv

Config Files
Backup Files filetype:tar "system backup"
File Discovery filetype:xls intext:"energy" intitle:"confidential"

Admin Panels inurl:admin2 intext:"magento" intitle:"login"

Sensitive Information Exposure intext:"private_key" filetype:log

Login Pages inurl:admin intitle:"secure login"
Backup Files filetype:zip "site backup"
Error Messages intext:"fatal error: uncaught exception”

File Discovery
API Keys & Credentials
Basic Operators

filetype:xls intext:"retail" intitle:"confidential"
intext:"consumer_key" filetype:log
link:example1.com

Backup Files filetype:old "www backup"
File Discovery

File Discovery

filetype:odt intitle:"user manual”
filetype:docx intext:"manufacturing” intitle:"confidential"

Finds pdf files titled with "manual”

Finds .ini configuration files on example2.gov
Finds pages matching either keyword on a domain
Finds dbf dumps referencing "appointments" data
Finds files with sql in URL and filetype

Finds pages where all words appear in URL

Finds rtf files titled with "manual”

Finds text files containing "encryption key"

Finds pages titled admin panel under /siteadmin
Finds pdf files titled with "technical specification”
Finds pages with keyword in the title

Finds Excel files containing "secret"

Finds login pages under /backend paths

Finds open directory listing: index of /photos

Finds pdf files marked confidential in legal sector
Combines domain and URL keyword filters

Finds member login pages under /adminer paths
Finds pages where all words appear in text
Restricts results to a specific domain

Finds log files containing "passwd"

Finds .docx files shared via Notion

Finds admin login pages under /wp-admin paths
Finds .bak backup files on example3.net
Finds GitLab repos exposing slack_token
Finds pages containing exact phrase in body
Finds db dumps referencing "subscriptions"
Finds GitHub repos exposing jwt_secret
Finds text files containing "root_password"
Finds resumes/CVs shared on X

n example1.co
der /admin paths
example1.gov

Finds Stack'Overflow pages listing phone numbers
inds opencart login pages under /cpanel

s "system backup" files of type .gz

Finds ppt files titled with "press release"

Finds sign in pages under /admin paths

Finds directory listings related to clients

Finds text files containing "users table"

Finds rtf files marked confidential in retail sector
Finds pages where all words appear in URL

Finds pages matching either keyword on a domain
Finds pages listing "team members"

Finds drupal login pages under /admin_area

Finds sqlite files with table definitions

Finds "website backup" files of type .gz

Finds employee login pages under /cpanel paths
Finds .pdf files shared via Box

Finds intranet login pages under /cpanel paths
Finds pages where all words appear in text

Finds remote login pages under /adminpanel paths
Finds files related to "app.config"

Finds Word documents containing "wp-config"
Finds "www backup" files of type .bak

Finds rtf files hosted on .gov domains

Finds .csv files shared via Pastebin

filetype:yaml intext:"db_password" OR intext:"database_f Finds .yaml files with database password fields

Finds "system backup" files of type .tar

Finds xIs files marked confidential in energy sector
Finds magento login pages under /admin2

Finds log files containing "private_key"

Finds secure login pages under /admin paths
Finds "site backup" files of type .zip

Google Dorks Cheat Sheet

Research manual documents in pdf for Low
Locate configuration exposure on a tar High
Broaden search across synonyms Low
Identify exposed appointments records High
Locate database files via naming patte High
Narrow URL-based search Low
Research manual documents in rtf forr Low
Detect accidental exposure of sensitive High
Locate CMS/admin backend interfaces Medium
Research technical specification docur Low
Identify pages focused on a topic Low
Detect sensitive data in spreadsheets High
Locate authentication portals for testin Medium
Discover exposed file listings on web s Medium
Sector-focused document research: le: Medium
Locate specific URL patterns on a site Low
Locate authentication portals for testin Medium
Narrow content-based search Low
Scope reconnaissance to a target dom Low

i High
shared on N« Medium

a leaked in logs

ntial commits ¢ High

ntent for a phrase Low

Detect accidental exposure of sensitive High
esearch professional background infc Low
entify exposed administrative interfac Medium
Locate exposed folders excluding norn Medium
Sector-focused document research: lo Medium
Locate wordpress-specific login endpo Medium
Discover exposed .tmp files via directo Medium
Locate configuration exposure on a tar High
Locate authentication portals for testiny Medium
Locate magento-specific login endpoin Medium
Detect leaked credentials in YAML con High
Locate pdf files publicly shared on Goc Medium
Identify CMS admin backend by platfor Medium
Locate publicly shared contact number Medium
Identify CMS admin backend by platfor Medium
Identify categorized backup file expost High
Research press release documents in Low
Locate authentication portals for testin Medium
Locate exposed folders excluding norn Medium
Detect accidental exposure of sensitive High
Sector-focused document research: re Medium
Narrow URL-based search Low
Broaden search across synonyms Low
Map organizational personnel for rese: Low
Identify CMS admin backend by platfor Medium
Identify exposed database schema file High
Identify categorized backup file expost High
Locate authentication portals for testiny Medium
Locate pdf files publicly shared on Box Medium
Locate authentication portals for testin Medium
Narrow content-based search Low
Locate authentication portals for testin Medium
Identify common configuration file exp« High
Detect sensitive data in shared docum High
Identify categorized backup file expost High
Sector-specific document discovery on Low
Locate csv files publicly shared on Pas Medium
Identify exposed database configuratic High
Identify categorized backup file expost High
Sector-focused document research: er Medium
Identify CMS admin backend by platfol Medium
High
Locate authentication portals for testin Medium

Detect sensitive data leaked in logs

Identify categorized backup file expost High

Finds pages displaying: fatal error: uncaught except Identify misconfigured or vulnerable ap Medium

Finds xIs files marked confidential in retail sector
Finds log files exposing consumer_key

Finds pages that link to a domain

Finds "www backup" files of type .old

Finds odt files titled with "user manual"

Sector-focused document research: re Medium
Detect leaked credentials in log output High

Backlink and reputation research Low
Identify categorized backup file expost High

Research user manual documents in ¢ Low

Finds docx files marked confidential in manufacturin Sector-focused document research: m Medium
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1091
1002
1093
1004
1095
1096
1097
1098
1099
1100
1101

1102
1103
1104
1105
1106
1107
1108
1109
1110
111
112
1113
1114
1115
1116
117
1118
1119
1120
1121

1122
1123
1124
1125
1126
127
1128
1129
1130
1131

132
1133
1134
1135
1136
1137
1138
1139
1140
1141

1142
1143
1144
1145
1146
1147
1148
1149
1150
1151

1152
1153
1154
1155
1156
1157
1158
1159
1160
1161

1162
1163
1164
1165
1166
1167
1168

File Discovery

Login Pages

File Discovery

File Discovery

Login Pages

API Keys & Credentials

OSINT Queries

File Discovery

Backup Files

API Keys & Credentials

OSINT Queries

Basic Operators

Bug Bounty / Security Testing
File Discovery

Sensitive Information Exposure
OSINT Queries

Advanced Search Operators
Login Pages

Login Pages

Backup Files

Cloud Storage

Email & Contact Discovery
Backup Files

File Discovery

Admin Panels

Admin Panels

OSINT Queries

Login Pages

File Discovery

File Discovery

File Discovery

Sensitive Information Exposure
Advanced Search Operators
File Discovery

Cloud Storage

API Keys & Credentials

OSINT Queries

Database Files

Sensitive Information Exposure
Admin Panels

OSINT Queries

Login Pages

Error Messages

Config Files

File Discovery

Login Pages

Login Pages

Email & Contact Discovery
Database Files

File Discovery

Advanced Search Operators
Admin Panels

Login Pages
Database Files
Login Pages
Sensitive Information
Error Messages
Sensitive Information Exp
Cloud Storage

Basic Operators
Advanced Search Operators
Backup Files

Email & Contact Discovery
Sensitive Information Exposure
File Discovery

Open Directories

Error Messages

Config Files

File Discovery

API Keys & Credentials

Login Pages

Config Files

Sensitive Information Exposure
OSINT Queries

Open Directories

Admin Panels

Config Files

File Discovery

filetype:ppt intitle:"proposal"
inurl:dashboard intitle:"portal login"
filetype:ods intitle:"budget”

filetype:odt intitle:"whitepaper”
inurl:dashboard intitle:"admin login"
intext:"encryption_key" site:github.com
site:example1.org intext:

onference speaker"
filetype:docx intitle:"report"
site:example2.gov filetype:old
intext:"github_token" filetype:env
site:vk.com "resume" OR "cv"
intitle:technology

inurl:/.svn/entries

filetype:txt site:.gov

intext:"account number" filetype:xls
site:linkedin.com "email" "contact"
inurl:thesis filetype:docx

intitle:"intranet login" inurl:secure
site:example1.info inurl:users/sign_in
site:example1.com filetype:zip
site:s3.amazonaws.com intext:"password"
filetype:pdf intext:"@yahoo.com"
site:example2.io filetype:7z

filetype:pdf intitle:"case study”

intitle:"admin panel" inurl:admin_area/login
inurl:admincp intext:"shopify" intitle:"login"
site:about.me intitle:"profile”
inurl:adminer intitle:"remote login"
filetype:rtf site:.io

filetype:xls intitle:"proposal”

filetype:xls site:.io

intext:"token=" filetype:log
inurl:presentation filetype:pptx
filetype:ods intitle:"case study"
site:storage.googleapis.com inurl:folder
intext:"private_key" filetype:log

site:facebook.com "email" "contact"
filetype:dbf intext:"subscriptions"
intext:"key=" filetype:log

inurl:wp-admin intext:"concrete5" intitle:",

site:tiktok.com "email" "contact"
site:example2.org inurl:admin/logi
intext:"stack trace"
site:example2.info filetype:yml
filetype:rtf site:.net

inurl:wp-login.php intitle:"re|

inurl:wp-login.php intitle:"el

intitle:"login"

intext:"undefined index" filetype:aspx
intext:"account number" site:pastebin.com
site:storage.googleapis.com intitle:"confidential”
allintitle:budget

site:example2.org intitle:"meeting minutes"
filetype:bak "system backup"

site:example2.org intitle:"staff directory”
intext:"internal use only" filetype:xls

filetype:ods intext:"insurance" intitle:"confidential"
intitle:"index of /documents”

intext:"500 internal server error" filetype:aspx
site:example1.org filetype:yml

filetype:xlsx intitle:"syllabus"
intext:"bearer_token" filetype:env
site:example1.info inurl:wp-login.php
site:example1.info filetype:yml

intext:"test credentials" site:pastebin.com
site:reddit.com "resume" OR "cv"

intitle:"index of" "documents” -inurl:htm -inurl:html
inurl:admin intext:"typo3" intitle:"login"
site:example2.edu filetype:env

filetype:ods intitle:"policy"

Finds ppt files titled with "proposal”

Finds portal login pages under /dashboard paths
Finds ods files titled with "budget"

Finds odt files titled with "whitepaper"

Finds admin login pages under /dashboard paths
Finds GitHub repos exposing encryption_key
Finds pages listing "conference speaker”

Finds docx files titled with "report"

Finds .old backup files on example2.gov

Finds .env files exposing github_token

Finds resumes/CVs shared on VKontakte

Finds pages with keyword in the title

Finds exposed SVN metadata files

Finds txt files hosted on .gov domains

Finds Excel files containing "account number"
Finds LinkedIn profiles listing contact emails
Combines URL keyword and filetype filters

Finds secure intranet login pages

Finds rails login page on example1.info

Finds .zip backup files on example1.com

Finds Amazon S3 links containing "password"
Finds pdf files listing Yahoo addresses
Finds .7z backup files on example2.io

Finds pdf files titled with "case study"

Finds pages titled admin panel under /admin
Finds shopify login pages under /admincp
Finds About.me profile pages

Finds remote login pages under /ad
Finds rtf files hosted on .io dom;

rofiles listing contact emails

inds django login page on example2.org

s pages displaying: stack trace

Finds .yml configuration files on example2.info
Finds rtf files hosted on .net domains

Finds remote login pages under /wp-login.php paths
Finds employee login pages under /wp-login.php pa
Finds CSV files labeled "subscriber list"

Finds dbf dumps referencing "inventory" data

Finds docx files hosted on .net domains

Combines domain and title keyword filters

Finds joomla login pages under /adminpanel

Finds log in pages under /manager paths

Finds dbf dumps referencing "messages" data
Finds magento login page on example1.edu

Finds text files containing "private_key"

Finds aspx pages showing "undefined index"

Finds Pastebin posts containing "account number"
Finds Google Cloud Storage files marked confidenti:
Finds pages where all words appear in title
Combines domain and title keyword filters

Finds "system backup" files of type .bak

Finds staff directory pages

Finds Excel files containing "internal use only"
Finds ods files marked confidential in insurance sec'
Finds open directory listing: index of /documents
Finds aspx pages showing "500 internal server errot
Finds .yml configuration files on example1.org
Finds xIsx files titled with "syllabus"

Finds .env files exposing bearer_token

Finds wordpress login page on example1.info

Finds .yml configuration files on example1.info
Finds Pastebin posts containing "test credentials”
Finds resumes/CVs shared on Reddit

Finds directory listings related to documents

Finds typo3 login pages under /admin

Finds .env configuration files on example2.edu
Finds ods files titled with "policy”

Google Dorks Cheat Sheet

Research proposal documents in ppt fi Low
Locate authentication portals for testin Medium
Research budget documents in ods foi Low
Research whitepaper documents in od Low
Locate authentication portals for testine Medium
Detect accidental credential commits High
Map organizational personnel for rese: Low
Research report documents in docx foi Low
Locate backup artifacts on a target dor High

Detect leaked API credentials High
Research professional background infc Low
Identify pages focused on a topic Low

Identify leaked version control data High
Sector-specific document discovery on Low
Detect sensitive data in spreadsheets High
Gather public contact info for research Low
Find files under specific URL paths Low
Identify secure authentication endpoint Medium

Locate rails-specific login endpoint Medium

cts on a target dor High
on cloud stol High

Locate ‘authentication portals for testin Medium
ector-specific document discovery on Low
esearch proposal documents in xls fc Low
Sector-specific document discovery on Low
Detect sensitive data leaked in logs  High
Find files under specific URL paths Low
Research case study documents in od Low
Discover exposed shared folders Medium
Detect leaked credentials in log output High
Gather public contact info for research Low
Identify exposed subscriptions records High
Detect sensitive data leaked in logs  High
Identify CMS admin backend by platfor Medium
Gather public contact info for research Low
Locate django-specific login endpoint Medium
Identify misconfigured or vulnerable ap Medium
Locate configuration exposure on a tar High
Sector-specific document discovery on Low
Locate authentication portals for testin Medium
Locate authentication portals for testiny Medium
Detect exposed bulk email lists High
Identify exposed inventory records High
Sector-specific document discovery on Low
Locate topic-specific pages on a site  Low
Identify CMS admin backend by platfor Medium
Locate authentication portals for testiny Medium
Identify exposed messages records  High
Locate magento-specific login endpoin Medium
Detect accidental exposure of sensitive High
Locate app errors indicating misconfigi Medium
Monitor public paste sites for leaked d: High
Detect improperly shared sensitive file: High
Narrow title-based search Low
Locate topic-specific pages on a site  Low
Identify categorized backup file expost High
Locate organizational contact listings Low
Detect sensitive data in spreadsheets High
Sector-focused document research: in: Medium
Discover exposed file listings on web s Medium
Locate app errors indicating misconfigi Medium
Locate configuration exposure on a tar High
Research syllabus documents in xIsx f Low
Detect leaked API credentials High
Locate wordpress-specific login endpo Medium
Locate configuration exposure on a tar High
Monitor public paste sites for leaked d: High
Research professional background infc Low
Locate exposed folders excluding norn Medium
Identify CMS admin backend by platfor Medium
Locate configuration exposure on a tar High
Research policy documents in ods forr Low
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1177
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1184
1185
1186
1187
1188
1189
1190
1191
1192
1193
1194
1195
1196
1197
1198
1199
1200
1201
1202
1203
1204
1205
1206
1207
1208
1209
1210
1211
1212
1213
1214
1215
1216
1217
1218
1219
1220
1221
1222
1223
1224
1225
1226
1227
1228
1229
1230
1231
1232
1233
1234
1235
1236
1237
1238
1239
1240
1241
1242
1243
1244
1245
1246

File Discovery

Login Pages

Email & Contact Discovery
Basic Operators

Sensitive Information Exposure
File Discovery

Basic Operators

Database Files

File Discovery

Cloud Storage

API Keys & Credentials
Advanced Search Operators
Advanced Search Operators
Backup Files

Admin Panels

File Discovery

File Discovery

API Keys & Credentials

File Discovery

Sensitive Information Exposure
Config Files

Backup Files

Config Files

Login Pages

Login Pages

Cloud Storage

Database Files

Admin Panels

Cloud Storage

Database Files

Admin Panels

Config Files

Config Files

Login Pages

OSINT Queries

Backup Files

Cloud Storage

Email & Contact Discovery
Backup Files

Login Pages

Sensitive Information Exposure
Advanced Search Operators
Basic Operators

Error Messages

API Keys & Credentials
OSINT Queries

Open Directories

Email & Contact Discovery
Cloud Storage

Admin Panels

Basic Operators

File Discovery

API Keys & Credentials
API Keys & Credentials
Advanced Search Operaj
Login Pages
Sensitive Informatiol
Login Pages
Basic Operators
Sensitive Information Exposure
Database Files

Login Pages

Config Files

API Keys & Credentials

Login Pages

Cloud Storage

Sensitive Information Exposure
Advanced Search Operators
Login Pages

OSINT Queries

Database Files

File Discovery

Admin Panels

Backup Files

Backup Files

Config Files

File Discovery

File Discovery

filetype:odt intitle:"policy"
inurl:backend intitle:"dashboard login"
site:example2.info intext:"@" intext:"phone"”
related:example1.edu

intext:"credit card number" filetype:pdf
filetype:docx site:.info

allintitle:proposal

filetype:accdb intext:"inventory"

filetype:xls intext:"hospitality” intitle:"confidential"
site:docs.google.com filetype:xisx
intext:"sendgrid_api_key" filetype:log
site:example1.co inurl:presentation
site:example2.net filetype:odt

site:example2.gov filetype:7z

inurl:administrator intext:"prestashop” intitle:"login"
filetype:rtf intitle:"syllabus"

filetype:docx intitle:"financial statement"
intext:"api_secret" filetype:env

filetype:txt intitle:"whitepaper”

intext:"credit card number" filetype:doc
site:example2.io filetype:yml

filetype:old "database backup”

site:example2.gov filetype:config

inurl:cpanel intitle:"remote login"

site:example1.gov inurl:login

site:onedrive.live.com filetype:csv

filetype:dbf "password"

inurl:admin/home intext:"username" intext:"password"
site:box.com filetype:docx

filetype:sql intext:"students"

inurl:adminpanel intext:"opencart" intitle:"login"
site:example3.org filetype:xml

site:example1.io filetype:yml

site:example2.org inurl:admin

site:quora.com "resume" OR "cv"
site:example2.net filetype:gz
site:drive.google.com filetype:xIsx
site:example1.info intext:"contact us" intext:"em
site:example3.org filetype:rar
site:example1.gov inurl:typo3/index.php,
intext:"private token" filetype:xls
syllabus -site:example2.io
inurl:guide

intext:"php error"
intext:"session_secret" site:gitl
site:reddit.com intitle:"profil

intitle:"index of" "photos" -i
site:example1.org file
site:gitlab.com fj
intitle:"admin

inurl:proposal

intext:"license key" filetype:doc
inurl:admin1 intitle:"log in"
link:example1.gov

intext:"serial number" filetype:doc
filetype:mdb intext:"products”
inurl:admin_area intitle:"user login"
site:example3.edu filetype:config
intext:"secret_key" site:github.com
inurl:backend intitle:"account login"
site:gitlab.com intext:"password"
intext:"passport number" filetype:txt
inurl:proposal filetype:odt

inurl:administrator intitle:"member login"
site:xing.com intitle:"profile”

filetype:accdb intext:"tickets"

filetype:ods intitle:"annual report”
inurl:wp-admin intext:"joomla" intitle:"login"
site:example1.org filetype:gz
site:example2.info filetype:gz

filetype:json intext:"db_password" OR intext:"database_pi

filetype:xls site:.net
filetype:odt intitle:"proposal"

Finds odt files titled with "policy”

Finds dashboard login pages under /backend paths
Finds pages listing email and phone together

Finds sites related to a given domain

Finds PDF files containing "credit card number"
Finds docx files hosted on .info domains

Finds pages where all words appear in title

Finds accdb dumps referencing "inventory" data

Google Dorks Cheat Sheet

Research policy documents in odt fornm Low
Locate authentication portals for testin Medium
Collect combined contact details for o. Medium
Discover similar or competitor sites Low
Detect sensitive data in PDF reports  High
Sector-specific document discovery on Low
Narrow title-based search Low
Identify exposed inventory records High

Finds xIs files marked confidential in hospitality sect Sector-focused document research: hc Medium

Finds Excel files shared via Google Docs

Finds log files exposing sendgrid_api_key
Combines domain and URL keyword filters
Combines domain and filetype filters

Finds .7z backup files on example2.gov

Finds prestashop login pages under /administrator
Finds rtf files titled with "syllabus"

Finds docx files titled with "financial statement"
Finds .env files exposing api_secret

Finds txt files titled with "whitepaper”

Finds Word documents containing "credit card numt Detect sensi

Finds .yml configuration files on example2.io
Finds "database backup" files of type .old

Finds .config configuration files on example2.gov
Finds remote login pages under /cpanel paths
Finds laravel login page on example1.gov
Finds .csv files shared via OneDrive
Finds dbf files referencing passwords
Finds admin panels under /admin/home

xcludes a domain from keyword search results

s pages with keyword in the URL

Finds pages displaying: php error

Finds GitLab repos exposing session_secret

Finds Reddit profile pages

Finds directory listings related to photos

Finds vCard contact files

Finds .zip files shared via GitLab

Finds pages titled admin panel under /cpanel
Finds pages with keyword in the URL

Finds doc files marked confidential in military sector
Finds log files exposing session_secret

Finds XML files exposing access_token
Combines title keyword and filetype filters

Finds vpn login pages under /backend paths
Finds Word documents containing "license key"
Finds log in pages under /admin1 paths

Finds pages that link to a domain

Finds Word documents containing "serial number"
Finds mdb dumps referencing "products” data
Finds user login pages under /admin_area paths
Finds .config configuration files on example3.edu
Finds GitHub repos exposing secret_key

Finds account login pages under /backend paths
Finds GitLab links containing "password"

Finds text files containing "passport number"
Combines URL keyword and filetype filters

Locate spreadsheets shared publicly Medium
Detect leaked credentials in log output High
Locate specific URL patterns on a site Low
Find specific file types on a target site Low
Locate backup artifacts on a target dor High
Identify CMS admin backend by platfol Medium
Research syllabus documents in rtf for Low
Research financial statement documer Low
Detect leaked API credentials High
Research whitepaper documents in txt Low

a in shared docum High
sure on a tar High

ocate docx files publicly shared on B¢ Medium
entify exposed data tables High
Identify CMS admin backend by platfor Medium
Locate configuration exposure on a tar High
Locate configuration exposure on a tar High
Locate magento-specific login endpoin Medium
Research professional background infc Low
Locate backup artifacts on a target dor High
Locate spreadsheets shared publicly Medium
Collect public contact information Low
Locate backup artifacts on a target dor High
Locate typo3-specific login endpoint  Medium
Detect sensitive data in spreadsheets High
Filter out irrelevant or known sources Low
Locate pages by URL structure Low
Identify misconfigured or vulnerable ap Medium
Detect accidental credential commits ¢ High
Locate public profiles for background r Low
Locate exposed folders excluding norn Medium
Identify exposed contact card files Medium
Locate zip files publicly shared on GitL Medium
Locate CMS/admin backend interfaces Medium
Locate pages by URL structure Low
Sector-focused document research: m Medium
Detect leaked credentials in log output High
Detect leaked credentials in XML confi High
Find titled documents of a type Low
Locate authentication portals for testin Medium
Detect sensitive data in shared docum High
Locate authentication portals for testiny Medium
Backlink and reputation research Low
Detect sensitive data in shared docum High
Identify exposed products records High
Locate authentication portals for testine Medium
Locate configuration exposure on a tar High
Detect accidental credential commits High
Locate authentication portals for testin Medium
Detect leaked credentials on cloud stol High
Detect accidental exposure of sensitive High
Find files under specific URL paths Low

Finds member login pages under /administrator patt Locate authentication portals for testine Medium

Finds Xing profile pages

Finds accdb dumps referencing "tickets" data
Finds ods files titled with "annual report"

Finds joomla login pages under /wp-admin
Finds .gz backup files on example1.org

Finds .gz backup files on example2.info

Finds .json files with database password fields
Finds xIs files hosted on .net domains

Finds odt files titled with "proposal”

Locate public profiles for background r Low
Identify exposed tickets records High
Research annual report documents in Low
Identify CMS admin backend by platfor Medium
Locate backup artifacts on a target dor High
Locate backup artifacts on a target dor High
Identify exposed database configuratic High
Sector-specific document discovery on Low
Research proposal documents in odt fi Low
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Admin Panels
OSINT Queries
Cloud Storage

inurl:administrator intext:"sitecore" intitle:"login"
site:pastebin.com intitle:"profile"
site:blob.core.windows.net intext:"password"

Config Files site:example2.org filetype:config

API Keys & Credentials intext:"sendgrid_api_key" filetype:yml
Login Pages inurl:dashboard intitle:"sign in"

Basic Operators allintitle:report

API Keys & Credentials
Login Pages

intext:"twilio_auth_token" filetype:xml
inurl:manager intitle:"remote login"
Sensitive Information Exposure
API Keys & Credentials
Sensitive Information Exposure
API Keys & Credentials
Backup Files

OSINT Queries

Cloud Storage

intext:"api_key" filetype:pdf
intext:"consumer_key" site:pastebin.com
intext:"connection string" filetype:pdf
intext:"azure_client_secret" site:gitlab.com
filetype:tar "www backup”

site:about.me "resume" OR "cv"
site:onedrive.live.com intext:"password"

Login Pages inurl:wp-login.php intitle:"login"
Login Pages site:example2.com inurl:admin/login
Sensitive Information Exposure intext:"login credentials" site:pastebin.com

Advanced Search Operators site:example2.io filetype:doc

Cloud Storage site:trello.com filetype:docx
Sensitive Information Exposure intext:"users table" filetype:pdf
'admin panel" inurl:moderator

intext:"confidential" filetype:txt

Admin Panels
Sensitive Information Exposure

Login Pages site:example1.com inurl:typo3/index.php
File Discovery filetype:pdf intitle:"report"

Basic Operators inurl:syllabus

Config Files site:example2.info filetype:ini

Backup Files
API Keys & Credentials
Admin Panels

site:example1.org filetype:7z
intext:"secret_key" filetype:xml
inurl:admin_area intext:"magento" intitle:"login"
Database Files
OSINT Queries
Backup Files
Basic Operators

filetype:sql intext:"reviews"
site:t.me intitle:"profile"
site:example2.edu filetype:tar
intext:"report"

Config Files

API Keys & Credentials
File Discovery

intitle:"settings" OR inurl:"settings"
intext:"client_secret" site:pastebin.com
filetype:doc intitle:"research”
File Discovery filetype:odt intitle:"meeting minutes”
Basic Operators inurl:thesis
Sensitive Information Exposure intext:"credentials” filetype:xls

Basic Operators related:example1.com

Config Files site:example2.io filetype:env
Backup Files site:example1.io filetype:gz
Admin Panels inurl:signin intext:"username" i
File Discovery filetype:xls intext:"governm

Advanced Search Operators site:example2.gov "survey'

File Discovery filetype:txt site:.co
Login Pages intitle:"client logi
Admin Panels inurl:admin_ar
Basic Operators intext:"guide"
Advanced Search Operators
File Discovery

Error Messages

Backup Files

Cloud Storage

File Discovery

API Keys & Credentials

Login Pages

filetype:ppt intitle:"whitepaper”

intext:"sendgrid_api_key" site:pastebin.com
site:example1.com inurl:administrator/index.php
Database Files filetype:sqlite intext:"inventory"
File Discovery filetype:pdf intext:"manufacturing” intitle:"confidential"
File Discovery filetype:pptx intitle:"financial statement”
Open Directories intitle:"index of" "source" -inurl:htm -inurl:html

Open Directories intitle:"index of" "index of ftp" -inurl:htm -inurl:html
Login Pages

OSINT Queries

API Keys & Credentials
Open Directories
Cloud Storage

Error Messages

site:example1.edu inurl:typo3/index.php
site:quora.com intitle:"profile"
intext:"azure_client_secret" filetype:log
intitle:"index of /wp-content"
site:firebaseio.com filetype:docx
intext:"sql syntax error” filetype:aspx

Admin Panels inurl:wp-login.php intext:"joomla" intitle:"login"
OSINT Queries site:twitter.com "resume" OR "cv"

Login Pages intitle:"sign in" inurl:secure

Admin Panels intitle:"admin panel" inurl:admin/home

Basic Operators related:example2.org

Open Directories intitle:"index of" "files" -inurl:htm -inurl:html
Backup Files

Basic Operators

site:example1.co filetype:old
allintitle:presentation

Finds sitecore login pages under /administrator
Finds Pastebin profile pages

Finds Azure Blob Storage links containing "passwort
Finds .config configuration files on example2.org
Finds YAML files exposing sendgrid_api_key
Finds sign in pages under /dashboard paths

Finds pages where all words appear in title

Finds XML files exposing twilio_auth_token

Finds remote login pages under /manager paths
Finds PDF files containing "api_key"

Finds pastes exposing consumer_key

Finds PDF files containing "connection string"
Finds GitLab repos exposing azure_client_secret
Finds "www backup" files of type .tar

Finds resumes/CVs shared on About.me

Finds OneDrive links containing "password"

Finds login pages under /wp-login.php paths
Finds django login page on example2.com

Finds Pastebin posts containing "login credentials"
Combines domain and filetype filters

Finds .docx files shared via Trello

Finds PDF files containing "users table"

Finds pages titled admin panel under /moderator
Finds text files containing "confidential"
Finds typo3 login page on example1.com
Finds pdf files titled with "report"

Finds pages with keyword in the URL
Finds .ini configuration files on example2.info

Finds sql dumps refere
Finds Telegram profile

__secret
"research”

inds sites related to a given domain

s .env configuration files on example2.io
Finds .gz backup files on example1.io

Finds admin panels under /signin with login fields
Finds xIs files marked confidential in government se
Domain search excluding a URL pattern

Finds txt files hosted on .co domains

Finds secure client login pages

Finds joomla login pages under /admin_area
Finds pages containing exact phrase in body text
Combines domain and URL keyword filters

Finds pptx files hosted on .org domains

Finds pages displaying: 500 internal server error
Finds backup files with .7z extension

Finds SharePoint files marked confidential

Finds ppt files titled with "whitepaper"

Finds pastes exposing sendgrid_api_key

Finds joomla login page on example1.com

Finds sqlite dumps referencing "inventory" data
Finds pdf files marked confidential in manufacturing
Finds pptx files titled with "financial statement"
Finds directory listings related to source

Finds directory listings related to index of ftp
Finds typo3 login page on example1.edu

Finds Quora profile pages

Finds log files exposing azure_client_secret
Finds open directory listing: index of /wp-content
Finds .docx files shared via Firebase

Finds aspx pages showing "sql syntax error"
Finds joomla login pages under /wp-login.php
Finds resumes/CVs shared on Twitter/X

Finds secure sign in pages

Finds pages titled admin panel under /admin/home
Finds sites related to a given domain

Finds directory listings related to files

Finds .old backup files on example1.co

Finds pages where all words appear in title

Google Dorks Cheat Sheet

Identify CMS admin backend by platfor Medium
Locate public profiles for background r Low
Detect leaked credentials on cloud stol High
Locate configuration exposure on a tar High
Detect leaked credentials in YAML con High
Locate authentication portals for testin Medium
Narrow title-based search Low
Detect leaked credentials in XML confi High
Locate authentication portals for testiny Medium
Detect sensitive data in PDF reports  High
Monitor for leaked credentials online  High
Detect sensitive data in PDF reports  High
Detect accidental credential commits ¢ High
Identify categorized backup file expost High
Research professional background infc Low
Detect leaked credentials on cloud stol High
Locate authentication portals for testin Medium
Locate django-specific login endpoint Medium
Monitor public paste sites for leaked d: High

shared on Tr Medium
reports  High
d interfaces Medium
ure of sensitive High
ecific login endpoint  Medium
documents in pdf forn Low
ages by URL structure Low
Locate ‘Configuration exposure on a tar High
ocate backup artifacts on a target dor High
etect leaked credentials in XML confi High
Identify CMS admin backend by platfor Medium
Identify exposed reviews records High
Locate public profiles for background r Low
Locate backup artifacts on a target dor High
Search page content for a phrase Low
Identify common configuration file exp« High
Monitor for leaked credentials online  High
Research research documents in doc | Low
Research meeting minutes documents Low
Locate pages by URL structure Low
Detect sensitive data in spreadsheets High
Discover similar or competitor sites Low
Locate configuration exposure on a tar High
Locate backup artifacts on a target dor High
Identify exposed administrative interfac Medium
Sector-focused document research: gc Medium
Refine results by excluding noise Low
Sector-specific document discovery on Low
Identify secure authentication endpoint Medium
Identify CMS admin backend by platfol Medium
Search page content for a phrase Low
Locate specific URL patterns on a site Low
Sector-specific document discovery on Low
Identify misconfigured or vulnerable ap Medium
Identify exposed backup archives High
Detect improperly shared sensitive file: High
Research whitepaper documents in pp Low
Monitor for leaked credentials online  High
Locate joomla-specific login endpoint Medium
Identify exposed inventory records High
Sector-focused document research: m Medium
Research financial statement documer Low
Locate exposed folders excluding norn Medium
Locate exposed folders excluding norn Medium
Locate typo3-specific login endpoint  Medium
Locate public profiles for background r Low
Detect leaked credentials in log output High
Discover exposed file listings on web s Medium
Locate docx files publicly shared on Fii Medium
Locate app errors indicating misconfigi Medium
Identify CMS admin backend by platfo Medium
Research professional background infc Low
Identify secure authentication endpoint Medium
Locate CMS/admin backend interfaces Medium
Discover similar or competitor sites Low
Locate exposed folders excluding norn Medium
Locate backup artifacts on a target dor High
Narrow title-based search Low
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1325
1326
1327
1328
1329
1330
1331
1332
1333
1334
1335
1336
1337
1338
1339
1340
1341
1342
1343
1344
1345
1346
1347
1348
1349
1350
1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367
1368
1369
1370
1371
1372
1373
1374
1375
1376
1377
1378
1379
1380
1381
1382
1383
1384
1385
1386
1387
1388
1389
1390
1391
1392
1393
1394
1395
1396
1397
1398
1399
1400
1401
1402

Email & Contact Discovery
Login Pages

Admin Panels

File Discovery

File Discovery

OSINT Queries

Basic Operators

API Keys & Credentials

File Discovery

Advanced Search Operators
Admin Panels

Open Directories

Login Pages

Sensitive Information Exposure
File Discovery

Login Pages

Config Files

Config Files

API Keys & Credentials

Config Files

Login Pages

Sensitive Information Exposure
Sensitive Information Exposure
Config Files

File Discovery

Basic Operators

Backup Files

File Discovery

Sensitive Information Exposure
File Discovery

API Keys & Credentials
Backup Files

Sensitive Information Exposure
Email & Contact Discovery
Admin Panels

File Discovery

Backup Files

Admin Panels

API Keys & Credentials
Backup Files

File Discovery

Email & Contact Discovery
Admin Panels

Email & Contact Discovery
Database Files

Login Pages

API Keys & Credentials

Basic Operators

OSINT Queries

Cloud Storage

File Discovery

Sensitive Information Exposure
File Discovery

Login Pages

Email & Contact Discove,
Backup Files
Open Directories
API Keys & Credentials
Open Directories

File Discovery

Open Directories
Backup Files

Login Pages

Basic Operators

Email & Contact Discovery
Basic Operators

Cloud Storage

Login Pages

File Discovery

Config Files

Email & Contact Discovery
Advanced Search Operators
File Discovery

File Discovery

File Discovery

File Discovery

Config Files

Database Files

site:example1.org intext:"@" intext:"phone"
inurl:manager intitle:"signin"

inurl:admin intext:"magento” intitle:"login"
filetype:ppt intitle:"research”

filetype:ods site:.edu

filetype:pdf intitle:"cv" intext:"linkedin.com”
site:example1.edu

intext:"aws_access_key_id" site:pastebin.com
filetype:xls intext:"technology" intitle:"confidential"
manual OR "guide" site:example2.com
inurl:adminpanel intext:"magento" intitle:"login"
intitle:"index of" "doc"

inurl:admin_area intitle:"remote login"
intext:"aws_access_key_id" filetype:log
filetype:doc intext:"energy" intitle:"confidential"
inurl:administrator intitle:"dashboard login"
filetype:conf intext:"password"

site:example.io filetype:ini

intext:"stripe_api_key" filetype:xml
site:example2.io filetype:ini

inurl:admin intitle:"staff login"

intext:"secret" filetype:txt

intext:"do not distribute" filetype:txt
site:example3.org filetype:config

filetype:xIsx intitle:"press release"

intext:"survey"

site:example3.edu filetype:backup

filetype:ods intitle:"guide”

intext:"passport number" filetype:log

filetype:ppt intext:"telecom" intitle:"confidential"
intext:"sendgrid_api_key" filetype:json

filetype:orig intitle:"backup"

intext:"key=" filetype:txt

site:example.io intext:"contact us" intext:"email"
inurl:wp-admin intext:"username" intext:"password"
filetype:ppt intext:"retail" intitle:"confidential"
site:example2.info filetype:7z
inurl:admin intext:"joomla" intitle:"login"
intext:"secret_key" filetype:env
site:example3.com filetype:backup
filetype:txt intext:"energy" intitle:"confi
filetype:xls intext:"@yahoo.com"
inurl:admin/index.php intext:"usernal
site:example1.org intext:"contact us" in
filetype:dbf intext:"products”
inurl:admin2 intitle:"custom
intext:"stripe_api_key" filet}
inurl:press release

n" intitle:"confidential"
l:users/sign_in

intitle:"index of /credentials”
intext:"azure_client_secret" filetype:json

intitle:"index of" "grades" -inurl:htm -inurl:html
filetype:xIsx intitle:"case study"

intitle:"index of /scripts"

site:example.info filetype:gz

inurl:admin intitle:"login"

cache:example1.com

filetype:pdf intext:"@gmail.com”

intitle:press release

site:gitlab.com filetype:xIsx

inurl:wp-admin intitle:"client login"

filetype:xls intitle:"policy"

inurl:config filetype:cfg

site:example1.com intext:"@" intext:"phone"
report -site:example1.com

filetype:ods intext:"telecom"” intitle:"confidential"
filetype:csv intext:"logistics" intitle:"confidential”
filetype:csv intitle:"budget"

filetype:ppt intext:"government" intitle:"confidential"
site:example3.net filetype:config

filetype:accdb intext:"messages”

Finds pages listing email and phone together Collect combined contact details for oo Medium

Finds signin pages under /manager paths Locate authentication portals for testini Medium
Identify CMS admin backend by platfo Medium

Research research documents in ppt fi Low

Finds magento login pages under /admin
Finds ppt files titled with "research"
Finds ods files hosted on .edu domains Sector-specific document discovery on Low
Finds cv files in pdf format linking LinkedIn Research professional profiles with lint Low
Restricts results to a specific domain Scope reconnaissance to a target dom Low
Finds pastes exposing aws_access_key_id Monitor for leaked credentials online  High
Finds xIs files marked confidential in technology sec Sector-focused document research: te Medium
Finds pages matching either keyword on a domain Broaden search across synonyms Low
Finds magento login pages under /adminpanel Identify CMS admin backend by platfor Medium
Finds open directories listing .doc files Discover exposed .doc files via directo Medium
Finds remote login pages under /admin_area paths Locate authentication portals for testin: Medium
Finds log files containing "aws_access_key_id" Detect sensitive data leaked inlogs  High
Finds doc files marked confidential in energy sector Sector-focused document research: er Medium
Finds dashboard login pages under /administrator p: Locate authentication portals for testine Medium
Finds .conf config files referencing passwords Detect credentials in configuration files High
Finds .ini configuration files on example1.io Locate configuration exposure on a tar High

Finds XML files exposing stripe_api_key Detect leaked credentials in XML confi High

Finds .ini configuration files on example2.io exposure on a tar High

Finds staff login pages under /admin1 paths Is for testini Medium
Finds text files containing "secret"
Finds text files containing "do not distribute"

Finds .config configuration files on example3.org

of sensitiv¢ High
of sensitive High
posure on a tar High
Finds xIsx files titled with "press release” release documents in Low
Finds pages containing exact phrase in bod ch page content for a phrase Low
Finds .backup backup files on example3. ackup artifacts on a target dor High
Finds ods files titled with "guide” guide documents in ods forn Low
Finds log files containing "passp etect sensitive data leaked in logs  High
ector-focused document research: te Medium
Detect leaked credentials in config files High
Finds backup files with Identify exposed backup archives High
Finds text files containi Detect accidental exposure of sensitive High
esses Collect public contact information Low
p-admin with login field Identify exposed administrative interfac Medium
ntial in retail sector  Sector-focused document research: re Medium
mple2.info Locate backup artifacts on a target dor High
Identify CMS admin backend by platfor Medium
Detect leaked API credentials High

Locate backup artifacts on a target dor High

under /admin

Finds txt files' marked confidential in energy sector Sector-focused document research: er Medium
inds xls files listing Yahoo addresses Gather email addresses for research  Medium
s admin panels under /admin/index.php with log Identify exposed administrative interfac Medium
Finds contact pages listing email addresses Collect public contact information Low
Finds dbf dumps referencing "products" data Identify exposed products records High
Finds customer login pages under /admin2 paths  Locate authentication portals for testin: Medium
Finds JSON files exposing stripe_api_key Detect leaked credentials in config files High
Finds pages with keyword in the URL Locate pages by URL structure Low
Finds Instagram pages listing phone numbers Locate publicly shared contact number Medium
Finds Azure Blob Storage shared folder links Discover exposed shared folders Medium
Finds pptx files hosted on .info domains Sector-specific document discovery on Low
Finds PDF files containing "license key" Detect sensitive data in PDF reports  High
Finds ods files marked confidential in education sec' Sector-focused document research: ec Medium
Finds rails login page on example2.com Locate rails-specific login endpoint Medium
Finds staff directory pages

Finds backup URLs serving .tar files

Finds open directory listing: index of /credentials

Locate organizational contact listings Low
Locate backup files via URL pattern  High
Discover exposed file listings on web s High
Finds JSON files exposing azure_client_secret Detect leaked credentials in config files High
Finds directory listings related to grades Locate exposed folders excluding norn Medium
Finds xIsx files titled with "case study" Research case study documents in xIs Low
Finds open directory listing: index of /scripts Discover exposed file listings on web s Medium
Finds .gz backup files on example1.info Locate backup artifacts on a target dor High
Finds login pages under /admin paths Locate authentication portals for testin Medium
Shows Google's cached version of a page View archived version of a page Low
Finds pdf files listing Gmail addresses Gather email addresses for research  Medium
Finds pages with keyword in the title Identify pages focused on a topic Low

Locate spreadsheets shared publicly Medium

Locate authentication portals for testin Medium

Finds Excel files shared via GitLab

Finds client login pages under /wp-admin paths
Finds xIs files titled with "policy" Research policy documents in xls form Low
Finds configuration files via URL pattern (.cfg) Locate exposed app configuration files High
Finds pages listing email and phone together Collect combined contact details for oo Medium
Excludes a domain from keyword search results Filter out irrelevant or known sources Low
Finds ods files marked confidential in telecom sectol Sector-focused document research: te Medium
Finds csv files marked confidential in logistics sector Sector-focused document research: lo. Medium
Finds csv files titled with "budget” Research budget documents in csv for Low
Finds ppt files marked confidential in government se Sector-focused document research: gc Medium
Finds .config configuration files on example3.net

Finds accdb dumps referencing "messages” data  Identify exposed messages records ~ High

Locate configuration exposure on a tar High

Google Dorks Cheat Sheet
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1403
1404
1405
1406
1407
1408
1409
1410
1411
1412
1413
1414
1415
1416
1417
1418
1419
1420
1421
1422
1423
1424
1425
1426
1427
1428
1429
1430
1431
1432
1433
1434
1435
1436
1437
1438
1439
1440
1441
1442
1443
1444
1445
1446
1447
1448
1449
1450
1451
1452
1453
1454
1455
1456
1457
1458
1459
1460
1461
1462
1463
1464
1465
1466
1467
1468
1469
1470
1471
1472
1473
1474
1475
1476
1477
1478
1479
1480

API Keys & Credentials intext:"api_secret" site:gitlab.com

Login Pages inurl:admin1 intitle:"remote login"
Admin Panels inurl:wp-login.php intext:"concrete5" intitle:"login"
Bug Bounty / Security Testing inurl:/.git/logs/HEAD

Open Directories intitle:"index of" "old" -inurl:htm -inurl:html

Sensitive Information Exposure intext:"pwd=" filetype:doc
Sensitive Information Exposure intext:"salary" site:pastebin.com
Basic Operators intext:"technology”
File Discovery filetype:pptx intitle:"research”
Logs & Debug Files site:example1.gov filetype:log
Sensitive Information Exposure
File Discovery

Advanced Search Operators

intext:"stack trace" filetype:doc
filetype:ppt intext:"real estate" intitle:"confidential"
inurl:report filetype:pdf

Login Pages inurl:administrator intitle:"sign in"
Login Pages inurl:backend intitle:"intranet login"
Sensitive Information Exposure intext:"default password" filetype:doc

Sensitive Information Exposure intext:"account number" filetype:doc

File Discovery filetype:rtf intitle:"presentation”

Cloud Storage site:docs.google.com intitle:"confidential"

Config Files site:example2.co filetype:xml
Config Files site:example1.org filetype:ini

Backup Files site:example1.info filetype:rar
Open Directories index of /videos"

File Discovery filetype:doc intext:"nonprofit" intitle:"confidential"

File Discovery filetype:pptx intext:"banking" intitle:"confidential"
Backup Files site:example1.net filetype:bak
Sensitive Information Exposure intext:"master password" filetype:pdf
File Discovery filetype:rtf intext:"research” intitle:"confidential”
File Discovery filetype:xlsx intitle:"financial statement”
Sensitive Information Exposure intext:"password" filetype:doc
File Discovery filetype:rtf intitle:"survey"
Sensitive Information Exposure intext:"employee list" filetype:xls
Login Pages

File Discovery

Sensitive Information Exposure

inurl:wp-login.php intitle:"account login"
filetype:xIsx intitle:"dissertation"
inte

"internal use only" site:pastebin.com

Open Directories intitle:"index of" "config" -inurl:htm -inurl:html

Backup Files filetype:tar "website backup"
File Discovery filetype:doc intext:"research" intitle:"confidential’,
Open Directories intitle:"index of" "xIsx"
Advanced Search Operators inurl:financial statement filetype:csv
Cloud Storage site:box.com intext:"password"
Sensitive Information Exposure intext:"key=" site:pastebin.com
File Discovery filetype:xIsx intext:"telecom" intitle:"
Sensitive Information Exposure
Advanced Search Operators
OSINT Queries

Admin Panels

intext:"cvv" filetype:pdf
thesis -site:example2.co
site:stackoverflow.com "res

Advanced Search Operators
Sensitive Information Exposure
File Discovery

API Keys & Credentials

filetype:txt site:

intext:"google

Config Files site:g;

API Keys & Credentials intg ite:github.com
Login Pages si ;login

Cloud Storage site:drg

Config Files

File Discovery filetype:odt intitle:"thesis"

Backup Files site:example1.com filetype:old
API Keys & Credentials intext:"auth_token" filetype:yml
Backup Files site:example2.net filetype:old

Database Files filetype:sql intext:"transactions"

File Discovery filetype:pdf intitle:"whitepaper"

Config Files site:example2.net filetype:yml
File Discovery filetype:csv site:.gov
Backup Files site:example2.org filetype:backup

Sensitive Information Exposure intext:"secret" filetype:pdf

Config Files site:example2.org filetype:xml
Config Files filetype:cfg intext:"db_password" OR intext:"database_pa:
Basic Operators intitle:report

API Keys & Credentials intext:"apikey" site:pastebin.com

Login Pages inurl:admin1 intitle:"vpn login"
Config Files site:example3.net filetype:xml
Email & Contact Discovery site:example1.net intext:"contact us" intext:"email"

Config Files site:example.io filetype:conf

Basic Operators allintitle:training

Open Directories intitle:"index of" "gz"
intext:"encryption key" site:pastebin.com

filetype:mdb intext:"create table"

Sensitive Information Exposure
Database Files

Finds GitLab repos exposing api_secret
Finds remote login pages under /admin1 paths

Detect accidental credential commits ¢ High

Locate authentication portals for testin Medium
Identify CMS admin backend by platfor Medium
Identify leaked development metadata Medium

Finds concrete5 login pages under /wp-login.php
Finds exposed /.git/logs/HEAD artifact

Finds directory listings related to old Locate exposed folders excluding norn Medium
Finds Word documents containing "pwd=" Detect sensitive data in shared docum High
Finds Pastebin posts containing "salary" Monitor public paste sites for leaked d: High

Finds pages containing exact phrase in body text ~ Search page content for a phrase Low

Finds pptx files titled with "research" Research research documents in pptx Low
Finds .log files on example1.gov Locate exposed log files on a target dc Medium
Finds Word documents containing "stack trace"
Finds ppt files marked confidential in real estate sec Sector-focused document research: re Medium

Combines URL keyword and filetype filters

Detect sensitive data in shared docum High
Find files under specific URL paths Low
Finds sign in pages under /administrator paths Locate authentication portals for testine Medium
Finds intranet login pages under /backend paths Locate authentication portals for testin Medium
Finds Word documents containing "default passworc Detect sensitive data in shared docum High

Finds Word documents containing "account number Detect sensitive data in shared docum High

Finds rtf files titled with "presentation” Research presentation documents in r Low

Finds Google Docs files marked confidential Detect improperly shared sensitive file: High

Finds .xml configuration files on example2.co exposure on a tar High

Finds .ini configuration files on example1.org sure on a tar High
Finds .rar backup files on example1.info

Finds open directory listing: index of /videos

Finds doc files marked confidential in nonprofit sects
Finds pptx files marked confidential in bankin,
Finds .bak backup files on example1.net rtifacts on a target dor High

Finds PDF files containing "master pass' nsitive data in PDF reports  High

etect sensitive data in shared docum High
Research survey documents in rtf form Low
Detect sensitive data in spreadsheets High
-php path Locate authentication portals for testini Medium
Research dissertation documents in xI: Low

Locate exposed folders excluding norn Medium
Identify categorized backup file expost High

Discover exposed .xIsx files via directc Medium
Find files under specific URL paths Low
Detect leaked credentials on cloud stol High
inds Pastebin posts containing "key=" Monitor public paste sites for leaked d: High
Sector-focused document research: te Medium
High
Filter out irrelevant or known sources Low

s xIsx files marked confidential in telecom secto
Finds PDF files containing "cvv"

Excludes a domain from keyword search results
Finds resumes/CVs shared on Stack Overflow

Detect sensitive data in PDF reports

Research professional background infc Low
Finds admin panels under /admin1 with login fields Identify exposed administrative interfac Medium

Combines domain and title keyword filters Locate topic-specific pages on a site  Low

Finds Word documents containing "access_token" Detect sensitive data in shared docum High
Finds txt files hosted on .net domains

Finds GitHub repos exposing google_api_key
Finds .yml configuration files on example2.edu

Sector-specific document discovery on Low
Detect accidental credential commits  High
Locate configuration exposure on a tar High
Finds GitHub repos exposing docker_password Detect accidental credential commits High
Finds laravel login page on example1.co Locate laravel-specific login endpoint Medium
Finds Dropbox links containing "password"
Finds .env configuration files on example1.info
Finds odt files titled with "thesis"

Finds .old backup files on example1.com

Detect leaked credentials on cloud sto High
Locate configuration exposure on a tar High
Research thesis documents in odt forn Low
Locate backup artifacts on a target dor High
Finds YAML files exposing auth_token Detect leaked credentials in YAML con High
Finds .old backup files on example2.net Locate backup artifacts on a target dor High
High
Research whitepaper documents in pd Low

Finds SQL dumps referencing "transactions" table  Identify exposed data tables
Finds pdf files titled with "whitepaper”

Finds .yml configuration files on example2.net Locate configuration exposure on a tar High
Finds csv files hosted on .gov domains Sector-specific document discovery on Low
Finds .backup backup files on example2.org Locate backup artifacts on a target dor High
Detect sensitive data in PDF reports  High
Locate configuration exposure on a tar High
Identify exposed database configuratic High
Identify pages focused on a topic

Monitor for leaked credentials online

Finds PDF files containing "secret"

Finds .xml configuration files on example2.org
Finds .cfg files with database password fields
Low
High
Locate authentication portals for testiny Medium

Finds pages with keyword in the title

Finds pastes exposing apikey

Finds vpn login pages under /admin1 paths
Finds .xml configuration files on example3.net Locate configuration exposure on a tar High

Finds contact pages listing email addresses Collect public contact information Low

Finds .conf configuration files on example1.io Locate configuration exposure on a tar High

Finds pages where all words appear in title Narrow title-based search Low

Finds open directories listing .gz files Discover exposed .gz files via directory Medium
Finds Pastebin posts containing "encryption key"  Monitor public paste sites for leaked d: High

Finds mdb files with table definitions Identify exposed database schema file High
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1481
1482
1483
1484
1485
1486
1487
1488
1489
1490
1491
1492
1493
1494
1495
1496
1497
1498
1499
1500
1501
1502
1503
1504
1505
1506
1507
1508
1509
1510
1511
1512
1513
1514
1515
1516
1517
1518
1519
1520
1521
1522
15623
1524
1525
1526
1527
1528
1529
1530
1531
1632
1533
1534
1535
1536
1537
1538
1539
1540
1541
1542
1543
1544
1545
1546
1547
1548
1549
1550
1551
1652
1553
1554
1555
1556
1557
1558

Backup Files

Advanced Search Operators
Admin Panels

Admin Panels

Open Directories

API Keys & Credentials

Config Files

Sensitive Information Exposure
Config Files

Error Messages

API Keys & Credentials

Open Directories

Database Files

Sensitive Information Exposure
Email & Contact Discovery

API Keys & Credentials

File Discovery

Advanced Search Operators
File Discovery

Error Messages

Basic Operators

Cloud Storage

Sensitive Information Exposure
Error Messages

API Keys & Credentials

Login Pages

File Discovery

File Discovery

Database Files

API Keys & Credentials

Admin Panels

Basic Operators

Backup Files

File Discovery

File Discovery

Sensitive Information Exposure
Sensitive Information Exposure
Backup Files

Error Messages

Sensitive Information Exposure
File Discovery

Login Pages

Open Directories

File Discovery

Backup Files

Open Directories

Advanced Search Operators
Error Messages

Login Pages

Database Files

Login Pages

API Keys & Credentials

OSINT Queries

File Discovery
Backup Files
Advanced Search Opg
Sensitive Informatiol
File Discovery
Basic Operators
OSINT Queries

File Discovery

File Discovery
Login Pages

Basic Operators
File Discovery

File Discovery
Config Files

Admin Panels

File Discovery
Advanced Search Operators
Sensitive Information Exposure
API Keys & Credentials

Login Pages

Sensitive Information Exposure
Backup Files

Logs & Debug Files

Error Messages

Open Directories

filetype:zip "website backup"

site:example.io intitle:"guide"

inurl:admin intitle:"django admin"

intitle:"admin panel" inurl:useradmin

intitle:"index of /secrets"

intext:"bearer_token" filetype:json
site:example1.com filetype:config
intext:"auth_token" filetype:pdf

site:example2.org filetype:env

intext:"traceback (most recent call last)" filetype:asp

intext:"private_key" site:pastebin.com

intitle:"index of /media"

filetype:dbf intext:"logins"

intext:"routing number" site:pastebin.com
site:example2.com intitle:"staff directory”
intext:"stripe_api_key" site:pastebin.com

[o]

filetype:odt sit
backup OR "archive" site:example1.edu
filetype:pptx intext:"finance" intitle:"confidential"
intext:"500 internal server error" filetype:asp
link:example3.org

site:notion.site intitle:"confidential"

intext:"credit card number" filetype:xis

intext:"you have an error in your sql syntax” filetype:aspx

intext:"auth_token" filetype:xml

site:example.info inurl:user/login

filetype:pptx intitle:"guide"

filetype:rtf intitle:"proposal”

filetype:accdb intext:"subscriptions”
intext:"firebase_apikey" site:github.com
inurl:admincp intext:"wordpress" intitle:"login"
allinurl:report

filetype:bak "database backup"

filetype:csv intext:"real estate" intitle:"confidential"
filetype:pptx site:.co

intext:"database dump" site:pastebin.com
intext:"admin password" filetype:xls
site:example1.info filetype:bak
intext:"django debug" filetype:aspx
intext:"master password" filetype:log
filetype:txt site:.io

inurl:adminer intitle:"log in"
intitle:"index of /.git"

filetype:rtf intitle:"financial statement”
filetype:backup "full backup”
intitle:"index of /config"

intitle:"meeting minutes" fil

intext:"database dump" filetype:txt

filetype:odt intext:"nonprofit" intitle:"confidential"
allintitle:policy

site:github.com "email" "contact"

filetype:rtf site:.com

filetype:rtf intext:"real estate” intitle:"confidential"
inurl:admin2 intitle:"client login"
cache:example3.org

filetype:csv intext:"finance" intitle:"confidential"
filetype:odt intext:"retail" intitle:"confidential"
site:example2.gov filetype:xml

intitle:"admin panel" inurl:admincp

filetype:ods intext:"legal" intitle:"confidential"
site:example2.org intext:"meeting minutes" filetype:rtf
intext:"phone numbers" site:pastebin.com
intext:"secret_key" site:gitlab.com

inurl:admin1 intitle:"client login"

intext:"passwd" filetype:pdf

filetype:tar "full backup”

filetype:out intext:"error"

intext:"internal server error" filetype:asp
intitle:"index of" "mdb"

Finds "website backup" files of type .zip

Combines domain and title keyword filters

Finds django admin admin login pages

Finds pages titled admin panel under /useradmin
Finds open directory listing: index of /secrets

Finds JSON files exposing bearer_token

Finds .config configuration files on example1.com
Finds PDF files containing "auth_token"

Finds .env configuration files on example2.org
Finds asp pages showing "traceback (most recent c.
Finds pastes exposing private_key

Finds open directory listing: index of /media

Finds dbf dumps referencing "logins" data

Finds Pastebin posts containing "routing number"
Finds staff directory pages

Finds pastes exposing stripe_api_key

Finds odt files hosted on .io domains

Finds pages matching either keyword on a domain
Finds pptx files marked confidential in finance sectol
Finds asp pages showing "500 internal server error"
Finds pages that link to a domain

Finds Notion files marked confidential

Finds Excel files containing "credit card number"
Finds aspx pages showing "you have an error in yo
Finds XML files exposing auth_token
Finds drupal login page on example1.info
Finds pptx files titled with "guide"
Finds rtf files titled with "proposal”
Finds accdb dumps referencing
Finds GitHub repos exposing
Finds wordpress login pages und

eal estate sec

inds log in pages under /adminer paths

s open directory listing: index of /.git

Finds rtf files titled with "financial statement"

Finds "full backup" files of type .backup

Finds open directory listing: index of /config
Combines title keyword and filetype filters

Finds asp pages showing "access denied for user"
Finds intranet login pages under /admin_area paths
Finds dbf dumps referencing "tickets" data

Finds laravel login page on example1.net

Finds log files exposing github_token

Finds LinkedIn pages listing phone numbers

Finds ppt files titled with "annual report"

Finds .backup backup files on example1.co
Domain search excluding a URL pattern

Finds text files containing "database dump"

Finds odt files marked confidential in nonprofit secto
Finds pages where all words appear in title

Finds GitHub profiles listing contact emails

Finds rtf files hosted on .com domains

Finds rtf files marked confidential in real estate sectc
Finds client login pages under /admin2 paths
Shows Google's cached version of a page

Finds csv files marked confidential in finance sector
Finds odt files marked confidential in retail sector
Finds .xml configuration files on example2.gov
Finds pages titled admin panel under /admincp
Finds ods files marked confidential in legal sector
Triple filter: domain, content, filetype

Finds Pastebin posts containing "phone numbers"
Finds GitLab repos exposing secret_key

Finds client login pages under /admin1 paths
Finds PDF files containing "passwd"

Finds "full backup" files of type .tar

Finds .out files containing errors

Finds asp pages showing "internal server error"
Finds open directories listing .mdb files

Google Dorks Cheat Sheet

Identify categorized backup file expost High
Locate topic-specific pages on a site  Low
Identify CMS-specific admin panels ~ Medium
Locate CMS/admin backend interfaces Medium
Discover exposed file listings on web < High
Detect leaked credentials in config file« High
Locate configuration exposure on a tar High
Detect sensitive data in PDF reports  High
Locate configuration exposure on a tar High
Locate app errors indicating misconfigi Medium
Monitor for leaked credentials online  High
Discover exposed file listings on web s Medium
Identify exposed logins records High
Monitor public paste sites for leaked d: High
Locate organizational contact listings Low
Monitor for leaked credentials online  High
Sector-specific document discovery on Low
Broaden search across synonyms Low
Sector-focused document research: fir Medium

Locate app, dicating misconfigi Medium
i search Low
nsitive file: High
eadsheets High
-ating misconfigl Medium
redentials in XML confi High
ecific login endpoint  Medium
guide documents in pptx fori Low
proposal documents in rtf for Low
entify exposed subscriptions records High
etect accidental credential commits  High
Identify CMS admin backend by platfor Medium
Narrow URL-based search Low
Identify categorized backup file expost High
Sector-focused document research: re Medium
Sector-specific document discovery on Low
Monitor public paste sites for leaked d: High
Detect sensitive data in spreadsheets High
Locate backup artifacts on a target dor High
Locate app errors indicating misconfigi Medium
Detect sensitive data leaked in logs  High
Sector-specific document discovery on Low
Locate authentication portals for testiny Medium
Discover exposed file listings on web s Medium
Research financial statement documer Low
Identify categorized backup file expost High
Discover exposed file listings on web s Medium
Find titled documents of a type Low
Locate app errors indicating misconfigi Medium
Locate authentication portals for testiny Medium
Identify exposed tickets records High
Locate laravel-specific login endpoint  Medium
Detect leaked credentials in log output High
Locate publicly shared contact number Medium
Research annual report documents in Low
Locate backup artifacts on a target dor High
Refine results by excluding noise Low
Detect accidental exposure of sensitive High
Sector-focused document research: nc Medium
Narrow title-based search Low
Gather public contact info for research Low
Sector-specific document discovery on Low
Sector-focused document research: re Medium
Locate authentication portals for testin Medium
View archived version of a page Low
Sector-focused document research: fir Medium
Sector-focused document research: re Medium
Locate configuration exposure on a tar High
Locate CMS/admin backend interfaces Medium
Sector-focused document research: le: Medium
Highly targeted document search Low
Monitor public paste sites for leaked d: High
Detect accidental credential commits ¢ High
Locate authentication portals for testine Medium
Detect sensitive data in PDF reports  High
Identify categorized backup file expost High
Identify exposed application logs Medium
Locate app errors indicating misconfigi Medium
Discover exposed .mdb files via directt Medium
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1589
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1595
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Cloud Storage

Login Pages

Error Messages

Sensitive Information Exposure
Basic Operators

Config Files

Basic Operators

File Discovery

Sensitive Information Exposure
Basic Operators

Basic Operators

Sensitive Information Exposure
Login Pages

Config Files

File Discovery

Sensitive Information Exposure
Backup Files

Basic Operators

File Discovery

File Discovery

File Discovery

Sensitive Information Exposure
Backup Files

Login Pages

Basic Operators

Login Pages

Advanced Search Operators
File Discovery

Database Files

Backup Files

Sensitive Information Exposure
Sensitive Information Exposure
Database Files

Sensitive Information Exposure
Backup Files

Login Pages

Error Messages

Cloud Storage

Backup Files

Backup Files

Login Pages

Login Pages

Backup Files

Cloud Storage

Advanced Search Operators
Basic Operators

Sensitive Information Exposure
Login Pages

File Discovery

Advanced Search Operators
Error Messages

Advanced Search Operators
File Discovery

File Discovery
Advanced Search Operaj
API Keys & Credenti
Cloud Storage
Admin Panels
Sensitive Information Exposl|
Login Pages

Database Files

File Discovery

Cloud Storage

Config Files

Login Pages

API Keys & Credentials

API Keys & Credentials

API Keys & Credentials
Backup Files

Database Files

Advanced Search Operators
Backup Files

File Discovery

Admin Panels

File Discovery

Email & Contact Discovery

File Discovery

Sensitive Information Exposure

site:s3.amazonaws.com filetype:pdf
inurl:admincp intitle:"vpn login"
intext:"traceback (most recent call last)"
intext:"auth_token" filetype:xls
allintitle:dissertation

inurl:config filetype:yml
link:example2.com

filetype:rtf intitle:"annual report"
intext:"ssh private key" filetype:xls
cache:example1.info

inurl:annual report

intext:"oauth token" filetype:doc
inurl:backend intitle:"staff login"
site:example3.org filetype:env

filetype:pptx intext:"government" intitle:"confidential”

intext:"ssh private key" filetype:pdf

inurl:backup filetype:7z

cache:example1.co

filetype:doc intext:"real estate" intitle:"confidential"
filetype:csv intitle:"case study"

filetype:ods intitle:"meeting minutes"
intext:"aws_access_key_id" filetype:txt
site:example2.edu filetype:bak

sitezexample1.net inurl:typo3/index.php
related:example2.net

inurl:backend intitle:"user login"

financial statement -site:example2.com
filetype:docx intext:"research” intitle:"confidential”
filetype:sqlite intext:"logins"

site:example.co filetype:bak

intext:"api_key" filetype:log
intext:"db_password" site:pastebin.com
filetype:accdb intext:"insert into"
intext:"password" filetype:xls
site:example1.info filetype:old

inurl:adminpanel intitle:"client login"
intext:"internal server error"
site:storage.googleapis.com filetype:pdf "intern
site:example2.com filetype:rar
inurl:backup filetype:old
inurl:admin_area intitle:"employee log
inurl:admin1 intitle:"admin login"
site:example2.co filetype:rar
site:s3.amazonaws.com inurl:folder
research AROUND(5) "cv"
link:example1.io

intext:"jdbc:mysql" filetype:
site:example1.info in

site:notion.site filetype:zip
inurl:admin intitle:"prestashop”
intext:"cvv" filetype:log
site:example2.com inurl:wp-login.php
filetype:sqlite intext:"invoices"
filetype:odt site:.gov

site:box.com filetype:xIsx
site:example2.gov filetype:yml
inurl:wp-login.php intitle:"vpn login"
intext:"jwt_secret" site:pastebin.com
intext:"mailgun_api_key" filetype:env
intext:"encryption_key" site:pastebin.com
site:example3.edu filetype:gz
filetype:sqlite intext:"messages"”
inurl:syllabus filetype:doc
site:example2.co filetype:bak
filetype:pptx site:.edu

inurl:system/admin intext:"username" intext:"password"

filetype:xls intext:"real estate" intitle:"confidential"
site:example2.org intext:"contact us" intext:"email"
filetype:pdf site:.gov

intext:"root_password" filetype:xls

Finds .pdf files shared via Amazon S3
Finds vpn login pages under /admincp paths

Google Dorks Cheat Sheet

Locate pdf files publicly shared on Am: Medium
Locate authentication portals for testin Medium

Finds pages displaying: traceback (most recent call Identify misconfigured or vulnerable af Medium

Finds Excel files containing "auth_token"
Finds pages where all words appear in title
Finds configuration files via URL pattern (.yml)
Finds pages that link to a domain

Finds rtf files titled with "annual report"

Finds Excel files containing "ssh private key"
Shows Google's cached version of a page
Finds pages with keyword in the URL

Finds Word documents containing "oauth token"
Finds staff login pages under /backend paths
Finds .env configuration files on example3.org

Detect sensitive data in spreadsheets High
Narrow title-based search Low
Locate exposed app configuration files High
Backlink and reputation research Low
Research annual report documents in Low
Detect sensitive data in spreadsheets High
View archived version of a page Low
Locate pages by URL structure Low
Detect sensitive data in shared docum High
Locate authentication portals for testin Medium
Locate configuration exposure on a tar High

Finds pptx files marked confidential in government s Sector-focused document research: g¢ Medium

Finds PDF files containing "ssh private key"
Finds backup URLs serving .7z files
Shows Google's cached version of a page

Detect sensitive data in PDF reports  High
Locate backup files via URL pattern  High
View archived version of a page Low

Finds doc files marked confidential in real estate sec Sector-focused document research: re Medium

Finds csv files titled with "case study"

Finds ods files titled with "meeting minutes"
Finds text files containing "aws_access_key_id"
Finds .bak backup files on example2.edu
Finds typo3 login page on example1.net
Finds sites related to a given domain

Finds user login pages under /backend path:
Excludes a domain from keyword search
Finds docx files marked confidentiaLi

Finds Pastebin posts c:
Finds accdb files,

inds admin login pages under /admin1 paths
s .rar backup files on example2.co

y documents in cs' Low

s documents Low
of sensitiv¢ High
a target dor High
gin endpoint  Medium
or competitor sites Low

cused document research: re Medium
entify exposed logins records High
ocate backup artifacts on a target dor High
Detect sensitive data leaked inlogs ~ High
Monitor public paste sites for leaked d: High

atements |dentify exposed database dumps High

Detect sensitive data in spreadsheets High
Locate backup artifacts on a target dor High
Locate authentication portals for testiny Medium
Identify misconfigured or vulnerable ap Medium

Locate backup artifacts on a target dor High
Locate backup files via URL pattern  High

Locate authentication portals for testiny Medium
Locate backup artifacts on a target dor High

Finds Amazon S3 shared folder links Discover exposed shared folders Medium
Finds pages where two terms appear near each oth: Find contextually related terms Low
Finds pages that link to a domain Backlink and reputation research Low

Finds log files containing "jdbc:mysql"
Finds laravel login page on example1.info

Detect sensitive data leaked in logs  High
Locate laravel-specific login endpoint  Medium

Finds ppt files marked confidential in healthcare sec Sector-focused document research: he Medium

Excludes a domain from keyword search results

Filter out irrelevant or known sources Low

Finds asp pages showing "you have an error in your Locate app errors indicating misconfigi Medium

Domain search excluding a URL pattern

Finds pdf files titled with "syllabus"

Finds pptx files titled with "syllabus"

Finds pages matching either keyword on a domain
Finds GitLab repos exposing apikey

Finds .zip files shared via Notion

Finds prestashop admin login pages

Finds log files containing "cvv"

Finds wordpress login page on example2.com
Finds sglite dumps referencing "invoices" data
Finds odt files hosted on .gov domains

Finds Excel files shared via Box

Finds .yml configuration files on example2.gov
Finds vpn login pages under /wp-login.php paths
Finds pastes exposing jwt_secret

Finds .env files exposing mailgun_api_key
Finds pastes exposing encryption_key

Finds .gz backup files on example3.edu

Finds sglite dumps referencing "messages"” data
Combines URL keyword and filetype filters
Finds .bak backup files on example2.co

Finds pptx files hosted on .edu domains

Refine results by excluding noise Low
Research syllabus documents in pdf fc Low
Research syllabus documents in pptx 1 Low
Broaden search across synonyms Low
Detect accidental credential commits ¢ High
Locate zip files publicly shared on Noti Medium
Identify CMS-specific admin panels ~ Medium
Detect sensitive data leaked in logs ~ High
Locate wordpress-specific login endpo Medium
Identify exposed invoices records High
Sector-specific document discovery on Low
Locate spreadsheets shared publicly Medium
Locate configuration exposure on a tar High
Locate authentication portals for testin Medium
Monitor for leaked credentials online  High
Detect leaked API credentials High
Monitor for leaked credentials online  High
Locate backup artifacts on a target dor High
Identify exposed messages records  High
Find files under specific URL paths Low
Locate backup artifacts on a target dor High
Sector-specific document discovery on Low

Finds admin panels under /system/admin with login Identify exposed administrative interfac Medium

Finds xIs files marked confidential in real estate sect Sector-focused document research: re Medium

Finds contact pages listing email addresses
Finds pdf files hosted on .gov domains
Finds Excel files containing "root_password"

Collect public contact information Low
Sector-specific document discovery on Low
Detect sensitive data in spreadsheets High
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File Discovery

Cloud Storage

API Keys & Credentials
Error Messages

filetype:pdf intext:"logistics" intitle:"confidential"
site:firebaseio.com filetype:csv
intext:"session_secret" site:pastebin.com
intext:"warning: include"

Admin Panels inurl:wp-admin intext:"prestashop" intitle:"login"
File Discovery filetype:xlsx intext:"logistics" intitle:"confidential"

Basic Operators allinurl:conference

Login Pages inurl:wp-login.php intitle:"user login"
Backup Files site:example1.co filetype:rar
Admin Panels inurl:admin2 intext:"shopify" intitle:"login"

Sensitive Information Exposure
API Keys & Credentials
Login Pages

intext:"auth key" site:pastebin.com
intext:"npm_token" filetype:log
site:example1.io inurl:admin
Sensitive Information Exposure intext:"wp-config" filetype:xls

Advanced Search Operators site:example1.io "guide" -inurl:receipt

Backup Files site:example2.info filetype:tar

Basic Operators intitle:guide

Login Pages inurl:adminpanel intitle:"log in"

Backup Files filetype:bak intitle:"backup"

API Keys & Credentials intext:"consumer_secret" site:pastebin.com
Login Pages inurl:backend intitle:"signin"

Sensitive Information Exposure intext:"salary" filetype:txt

Cloud Storage
Login Pages

site:mega.nz filetype:zip
inurl:admincp intitle:"log in"

Error Messages intext:"odbc driver error" filetype:aspx

Login Pages inurl:wp-login.php intitle:"member login"
Backup Files site:example.io filetype:rar
Sensitive Information Exposure intext:"ssn" filetype:pdf

Basic Operators link:example2.net

Login Pages inurl:phpmyadmin intitle:"staff login"

File Discovery filetype:docx intext:"hospitality" intitle:"confidential”

Login Pages inurl:wp-admin intitle:"user login"

Config Files site:example2.info filetype:env

Admin Panels intitle:"admin panel" inurl:admin/dashboard
Login Pages inurl:admincp intitle:"login"

API Keys & Credentials intext:"stripe_api_key" site:gitlab.com
Backup Files site:example1.org filetype:zip

API Keys & Credentials intext:"access_token" filetype:json

Sensitive Information Exposure intext:"bearer token" filetype:txt

Error Messages intext:"fatal error” filetype:aspx
File Discovery filetype:docx intext:"insurance" intitle:"

Email & Contact Discovery filetype:csv intext:"mailing list"

Backup Files site:example3.org filetype:gz
Login Pages inurl:cpanel intitle:"system login"
File Discovery filetype:doc intext:"governmen

Advanced Search Operators
Advanced Search Operators
Admin Panels

Config Files

Logs & Debug Files

API Keys & Credentials
Advanced Search Operators
File Discovery

Backup Files

File Discovery

Cloud Storage

Admin Panels inurl:admin intext:"shopify" intitle:"login"

Admin Panels inurl:admin1 intext:"joomla" intitle:"login"
Login Pages site:example.io inurl:typo3/index.php
Admin Panels intitle:"admin panel" inurl:superadmin
Cloud Storage site:storage.googleapis.com filetype:docx

Basic Operators site:example2.info

Basic Operators cache:example1.edu

Error Messages intext:"asp.net error" filetype:php

Open Directories intitle:"index of" "shared" -inurl:htm -inurl:html
File Discovery
Basic Operators

File Discovery

filetype:xls intitle:"report"
intext:"financial statement"
filetype:pdf site:.com

Backup Files site:example1.co filetype:gz
Login Pages inurl:dashboard intitle:"intranet login"
Sensitive Information Exposure intext:"auth key" filetype:doc

Error Messages intext:"exception in thread" filetype:aspx

Config Files site:example.info filetype:ini
Sensitive Information Exposure intext:"proprietary and confidential" site:pastebin.com
File Discovery filetype:rtf intitle:"meeting minutes"
Basic Operators allintext:"proposal"
Backup Files

File Discovery

filetype:backup "config backup”
filetype:rtf site:.edu

Finds pdf files marked confidential in logistics sector
Finds .csv files shared via Firebase

Finds pastes exposing session_secret

Finds pages displaying: warning: include

Finds prestashop login pages under /wp-admin
Finds xIsx files marked confidential in logistics secto
Finds pages where all words appear in URL

Finds user login pages under /wp-login.php paths
Finds .rar backup files on example1.co

Finds shopify login pages under /admin2
Finds Pastebin posts containing "auth key"
Finds log files exposing npm_token

Finds magento login page on example1.io
Finds Excel files containing "wp-config"
Domain search excluding a URL pattern
Finds .tar backup files on example2.info
Finds pages with keyword in the title

Finds log in pages under /adminpanel paths
Finds backup files with .bak extension

Finds pastes exposing consumer_secret
Finds signin pages under /backend paths
Finds text files containing "salary"

Finds .zip files shared via Mega

Finds log in pages under /admincp paths
Finds aspx pages showing "odbc driver error”
Finds member login pages under /wp-login.
Finds .rar backup files on example1.io
Finds PDF files containing "ssn"
Finds pages that link to a domai

e

“info
'admin/dashbc

Finds docx filfes marked confidential in insurance se:
inds CSV files labeled "mailing list"

s .gz backup files on example3.org

Finds system login pages under /cpanel paths
Finds doc files marked confidential in government s¢
Combines domain and title keyword filters

Domain search excluding a URL pattern

Finds admin panels under /admincp with login fields
Finds .conf configuration files on example3.org
Finds .log files on example1.co

Finds GitLab repos exposing database_url
Combines domain and filetype filters

Finds ppt files hosted on .com domains

Finds .rar backup files on example1.gov

Finds pptx files titled with "survey"

Finds Google Drive files marked confidential

Finds shopify login pages under /admin

Finds joomla login pages under /admin1

Finds typo3 login page on example1.io

Finds pages titled admin panel under /superadmin
Finds .docx files shared via Google Cloud Storage
Restricts results to a specific domain

Shows Google's cached version of a page

Finds php pages showing "asp.net error"

Finds directory listings related to shared

Finds xIs files titled with "report"

Finds pages containing exact phrase in body text
Finds pdf files hosted on .com domains

Finds .gz backup files on example1.co

Finds intranet login pages under /dashboard paths
Finds Word documents containing "auth key"

Finds aspx pages showing "exception in thread"
Finds .ini configuration files on example1.info

Finds Pastebin posts containing "proprietary and coi
Finds rtf files titled with "meeting minutes"

Finds pages where all words appear in text

Finds "config backup" files of type .backup

Finds rtf files hosted on .edu domains

Google Dorks Cheat Sheet

Sector-focused document research: lo Medium
Locate csv files publicly shared on Fire Medium
Monitor for leaked credentials online  High
Identify misconfigured or vulnerable ap Medium
Identify CMS admin backend by platfor Medium
Sector-focused document research: lo Medium
Narrow URL-based search Low
Locate authentication portals for testin Medium
Locate backup artifacts on a target dor High
Identify CMS admin backend by platfor Medium
Monitor public paste sites for leaked d: High
Detect leaked credentials in log output High
Locate magento-specific login endpoin Medium
Detect sensitive data in spreadsheets High
Refine results by excluding noise Low
Locate backup artifacts on a target dor High
Identify pages focused on a topic Low
Locate authentication portals for testine Medium
Identify exposed backup archives High

Monitor for redentials online  High
Is for testin: Medium
of sensitiv¢ High

red on Me¢ Medium

ackup artifacts on a target dor High
Detect Sensitive data in PDF reports  High
acklink and reputation research Low
ocate authentication portals for testini Medium
Sector-focused document research: hc Medium
Locate authentication portals for testin Medium
Locate configuration exposure on a tar High
Locate CMS/admin backend interfaces Medium
Locate authentication portals for testin Medium
Detect accidental credential commits ¢ High
Locate backup artifacts on a target dor High
Detect leaked credentials in config file« High
Detect accidental exposure of sensitive High
Locate app errors indicating misconfigi Medium
Sector-focused document research: in: Medium
Detect exposed bulk email lists High
Locate backup artifacts on a target dor High
Locate authentication portals for testiny Medium
Sector-focused document research: g¢ Medium
Locate topic-specific pages on a site  Low
Refine results by excluding noise Low
Identify exposed administrative interfac Medium
Locate configuration exposure on a tar High
Locate exposed log files on a target dc Medium
Detect accidental credential commits ¢ High
Find specific file types on a target site Low
Sector-specific document discovery on Low
Locate backup artifacts on a target dor High
Research survey documents in pptx fo Low
Detect improperly shared sensitive file: High
Identify CMS admin backend by platfol Medium
Identify CMS admin backend by platfo Medium
Locate typo3-specific login endpoint  Medium
Locate CMS/admin backend interfaces Medium
Locate docx files publicly shared on Gi Medium
Scope reconnaissance to a target dom Low
View archived version of a page Low
Locate app errors indicating misconfigi Medium
Locate exposed folders excluding norn Medium
Research report documents in xls form Low
Search page content for a phrase Low
Sector-specific document discovery on Low
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Detect sensitive data in shared docum High
Locate app errors indicating misconfigi Medium
Locate configuration exposure on a tar High
Monitor public paste sites for leaked d: High
Research meeting minutes documents Low
Narrow content-based search Low
Identify categorized backup file expost High
Sector-specific document discovery on Low
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1736
1737
1738
1739
1740
1741
1742
1743
1744
1745
1746
1747
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1750
1751
1752
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1759
1760
1761
1762
1763
1764
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Basic Operators

Admin Panels

Bug Bounty / Security Testing
File Discovery

Database Files

Login Pages

Login Pages

Error Messages

Admin Panels

Sensitive Information Exposure
API Keys & Credentials
Sensitive Information Exposure
File Discovery

Basic Operators

Sensitive Information Exposure
Backup Files

File Discovery

File Discovery

API Keys & Credentials
Advanced Search Operators
Email & Contact Discovery
Basic Operators

Error Messages

Config Files

Cloud Storage

File Discovery

OSINT Queries

File Discovery

Open Directories

Logs & Debug Files

File Discovery

Backup Files

Login Pages

Open Directories

Admin Panels

Cloud Storage

OSINT Queries

Config Files

File Discovery

Admin Panels

Admin Panels

Email & Contact Discovery
Basic Operators

Login Pages

Sensitive Information Exposure
Sensitive Information Exposure
Advanced Search Operators
Advanced Search Operators
Basic Operators

File Discovery

Open Directories

File Discovery

Database Files

Sensitive Information Expos|
Sensitive Information Exp
Email & Contact Discg
Basic Operators
File Discovery
Sensitive Information Exposu
API Keys & Credentials
Sensitive Information Exposure
Error Messages

Basic Operators

Config Files

Sensitive Information Exposure
Admin Panels

Error Messages

Sensitive Information Exposure
API Keys & Credentials

Email & Contact Discovery
Error Messages

API Keys & Credentials

Login Pages

Backup Files

File Discovery

API Keys & Credentials

File Discovery

Backup Files

allintext:"annual report"

inurl:admin1 intext:"prestashop" intitle:"login"
inurl:swagger.json

filetype:docx intitle:"proposal”

filetype:mdb "password"

inurl:wp-admin intitle:"signin"
inurl:admin_area intitle:"account login"
intext:"runtime error" filetype:asp
inurl:wp-admin intext:"magento” intitle:"login"
intext:"passport number" filetype:pdf
intext:"access_token" site:gitlab.com
intext:"token=" filetype:xls

filetype:csv intitle:"presentation”
link:example3.net

intext:"staging environment" filetype:txt
site:example1.org filetype:tar

filetype:pdf intext:"hospitality" intitle:"confidential”
filetype:txt intext:"finance" intitle:"confidential"
intext:"database_url" filetype:json
intitle:"whitepaper” filetype:docx
site:example1.com filetype:vcf
allintitle:manual

intext:"django debug"

site:example2.org filetype:yml

site:box.com intitle:"confidential"

filetype:xlsx site:.org

site:medium.com intext:"phone number"
filetype:pdf site:.info

intitle:"index of /tmp"

site:example2.com filetype:log

filetype:csv site:.edu

site:example2.io filetype:backup
inurl:adminpanel intitle:"sign in"

intitl dex of" "keys" -inurl:htm -inurl:html
intitle:"admin panel" inurl:root
site:docs.google.com filetype:csv
site:example1.gov intext:"staff directory”

inurl:config filetype:config
filetype:ppt intext:"nonprofit" intitle:"confidenti
inurl:wp-login.php intext:"username" inte;

inurl:wp-admin intext:"drupal" intitle:"
site:example2.com intext:"@" int
related:example2.io
inurl:cpanel intitle:"login"
intext:"smtp password" site:pa

intitle:training

filetype:txt intitle:"annual report"
intext:"pwd=" filetype:log
intext:"slack_token" filetype:env

intext:"ftp password" filetype:txt
intext:"access denied for user" filetype:php
intitle:annual report

site:example3.net filetype:ini

intext:"ssn" site:pastebin.com
inurl:admincp intext:"bigcommerce” intitle:"login"
intext:"warning: require_once"
intext:"credentials" filetype:log
intext:"bearer_token" site:github.com
site:example.info intext:"@" intext:"phone"
intext:"unhandled exception” filetype:asp
intext:"heroku_api_key" filetype:env
inurl:wp-admin intitle:"member login"
site:example3.org filetype:bak

filetype:xls intitle:"survey"
intext:"encryption_key" filetype:yml
filetype:csv intitle:"technical specification"
site:example2.gov filetype:zip

Finds pages where all words appear in text
Finds prestashop login pages under /admin1
Finds exposed Swagger API definition files
Finds docx files titled with "proposal”

Finds mdb files referencing passwords
Finds signin pages under /wp-admin paths

Google Dorks Cheat Sheet

Narrow content-based search Low
Identify CMS admin backend by platfor Medium
Identify API endpoints for authorized te Medium
Research proposal documents in docx Low
Detect credential exposure in databas¢ High
Locate authentication portals for testin Medium

Finds account login pages under /admin_area paths Locate authentication portals for testine Medium

Finds asp pages showing "runtime error"

Finds magento login pages under /wp-admin
Finds PDF files containing "passport number"
Finds GitLab repos exposing access_token
Finds Excel files containing "token="

Finds csv files titled with "presentation”

Finds pages that link to a domain

Finds text files containing "staging environment"
Finds .tar backup files on example1.org

Locate app errors indicating misconfigi Medium
Identify CMS admin backend by platfor Medium
Detect sensitive data in PDF reports  High
Detect accidental credential commits ¢ High
Detect sensitive data in spreadsheets High
Research presentation documents in ¢ Low
Backlink and reputation research Low
Detect accidental exposure of sensitive High
Locate backup artifacts on a target dor High

Finds pdf files marked confidential in hospitality sect Sector-focused document research: hc Medium

Finds txt files marked confidential in finance sector

Finds JSON files exposing database_url
Combines title keyword and filetype filters
Finds vCard contact files

Finds pages where all words appear in title
Finds pages displaying: django debug

Finds .yml configuration files on example2.org
Finds Box files marked confidential
Finds xIsx files hosted on .org domains
Finds Medium pages listing phone numbel
Finds pdf files hosted on .info domain

Finds open directory listing: indg
Finds .log files on example2.c

Finds drupalogin pages under /wp-admin

inds pages listing email and phone together

s sites related to a given domain

Finds login pages under /cpanel paths

Finds Pastebin posts containing "smtp password"
Finds PDF files containing "staging environment"

Finds pages matching either keyword on a domain
Finds pages where two terms appear near each oth

Restricts results to a specific domain
Finds odt files hosted on .info domains
Finds open directories listing .dbf files

Finds ppt files marked confidential in manufacturing

Finds SQL dumps referencing "patients" table
Finds Pastebin posts containing "license key"
Finds Excel files containing "db_password"
Finds contact pages listing email addresses
Finds pages with keyword in the title

Finds txt files titled with "annual report"

Finds log files containing "pwd="

Finds .env files exposing slack_token

Finds text files containing "ftp password"

Finds php pages showing "access denied for user"

Finds pages with keyword in the title

Finds .ini configuration files on example3.net
Finds Pastebin posts containing "ssn"

Finds bigcommerce login pages under /admincp
Finds pages displaying: warning: require_once
Finds log files containing "credentials"

Finds GitHub repos exposing bearer_token
Finds pages listing email and phone together
Finds asp pages showing "unhandled exception”
Finds .env files exposing heroku_api_key

Finds member login pages under /wp-admin paths
Finds .bak backup files on example3.org

Finds xIs files titled with "survey"

Finds YAML files exposing encryption_key

Finds csv files titled with "technical specification"
Finds .zip backup files on example2.gov

Sector-focused document research: fir Medium
Detect leaked credentials in config files High

ts of a type Low
Medium
Low
Inerable ap Medium
posure on a tar High
ly shared sensitive file: High
locument discovery on Low
ublicly shared contact number Medium
ecific document discovery on Low
iscover exposed file listings on web s Medium
ocate exposed log files on a target dc Medium
Sector-specific document discovery on Low
Locate backup artifacts on a target dor High
Locate authentication portals for testiny Medium
Locate exposed folders excluding norn High
Locate CMS/admin backend interfaces Medium
Locate csv files publicly shared on Goc Medium
Map organizational personnel for rese: Low
Locate exposed app configuration files High
Sector-focused document research: nc Medium
Identify exposed administrative interfac Medium
Identify CMS admin backend by platfor Medium
Collect combined contact details for oo Medium
Discover similar or competitor sites Low
Locate authentication portals for testiny Medium
Monitor public paste sites for leaked d: High
Detect sensitive data in PDF reports  High
Broaden search across synonyms Low
Find contextually related terms Low
Scope reconnaissance to a target dom Low
Sector-specific document discovery on Low
Discover exposed .dbf files via director Medium
Sector-focused document research: m Medium
Identify exposed data tables High
Monitor public paste sites for leaked d: High
Detect sensitive data in spreadsheets High
Collect public contact information Low
Identify pages focused on a topic Low
Research annual report documents in  Low
Detect sensitive data leaked in logs ~ High
Detect leaked API credentials High
Detect accidental exposure of sensitive High
Locate app errors indicating misconfigi Medium
Identify pages focused on a topic Low
Locate configuration exposure on a tar High
Monitor public paste sites for leaked d: High
Identify CMS admin backend by platfor Medium
Identify misconfigured or vulnerable ap Medium
Detect sensitive data leaked in logs ~ High
Detect accidental credential commits  High
Collect combined contact details for oo Medium
Locate app errors indicating misconfigi Medium
Detect leaked API credentials High
Locate authentication portals for testine Medium
Locate backup artifacts on a target dor High
Research survey documents in xls forr Low
Detect leaked credentials in YAML con High
Research technical specification docur Low
Locate backup artifacts on a target dor High
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Basic Operators

Sensitive Information Exposure
Backup Files

Cloud Storage

File Discovery

Backup Files

File Discovery

File Discovery

Login Pages

Database Files

Email & Contact Discovery
Open Directories

Login Pages

Error Messages

Basic Operators

API Keys & Credentials

File Discovery

Error Messages

File Discovery

API Keys & Credentials

Admin Panels

File Discovery

Admin Panels

OSINT Queries

Sensitive Information Exposure
Database Files

File Discovery

Login Pages

Sensitive Information Exposure
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File Discovery

Backup Files

Error Messages

File Discovery

Email & Contact Discovery

File Discovery

Admin Panels
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Open Directories

Backup Files

OSINT Queries

Basic Operators

Login Pages

Basic Operators

Basic Operators

API Keys & Credentials
Sensitive Information Exposure
Basic Operators

Config Files

Sensitive Information Exposure
Advanced Search Operators
Open Directories

Admin Panels

Sensitive Information Expos|
Backup Files
Login Pages
File Discovery
Basic Operators
File Discovery
Sensitive Information Exposure
Admin Panels

Login Pages

API Keys & Credentials

File Discovery

API Keys & Credentials
Sensitive Information Exposure
Backup Files

Backup Files

Login Pages

File Discovery

Database Files

OSINT Queries

Login Pages

Cloud Storage

Backup Files

Sensitive Information Exposure
Admin Panels

API Keys & Credentials

allintext:"user manual"
intext:"client_secret" filetype:xls
filetype:zip "database backup"
site:pastebin.com filetype:pdf

filetype:xls intext:"manufacturing" intitle:"confidential"

site:example3.net filetype:gz

filetype:docx intext:"real estate” intitle:"confidential"

filetype:xls intitle:"financial statement"
inurl:adminer intitle:"portal login"

filetype:accdb intext:"invoices"

filetype:doc intext:"@gmail.com”

intitle:"index of" "bak"

inurl:adminpanel intitle:"vpn login"
intext:"syntax error near" filetype:asp
allinurl:technical specification
intext:"github_token" filetype:xml

filetype:doc site:.com

intext:"asp.net error" filetype:aspx

filetype:rtf intitle:"user manual"
intext:"mailgun_api_key" filetype:xml
inurl:backend intext:"username" intext:"password"
filetype:xIsx intext:"energy" intitle:"confidential"
inurl:admin? intext:"bigcommerce" intitle:"login"
site:example1.net intext:"about us"
intext:"salary" filetype:pdf

filetype:sql intext:"clients"

filetype:ods site:.io

inurl:admin intitle:"signin"

intext:"license key" filetype:xls
intext:"heroku_api_key" filetype:yml
filetype:ppt site:.gov

filetype:backup "database backup"
intext:"unhandled exception"” filetype:jsp
filetype:xIsx intext:"finance" intitle:"confidential"
site:example1.net inte:

'@" intext:"phone”
filetype:ods intext:"hospitality" intitle:"confidential"
intitle:"admin panel" inurl:secure/login
intext:"aws_secret_access_key" filetype:env
intitle:"index of /source"
site:example2.edu filetype:zip
site:example1.com intext:"staff directol
allinurl:manual

inurl:dashboard intitle:"member logil
allintitle:technology
allintitle:guide
intext:"access_token" filety

intext:"bearer token" filety,
related:example2.co

intext:"secret
case study -site?
itm -inurl:html
co” intitle:"login"

filetype:doc site:.org

allinurl:research

filetype:pdf intext:"research" intitle:"confidential"
intext:"database dump" filetype:pdf
inurl:admin2 intext:"typo3" intitle:"login"
inurl:manager intitle:"client login"
intext:"twilio_auth_token" filetype:env
filetype:txt site:.info

intext:"api_secret" filetype:log
intext:"wp-config" filetype:pdf
filetype:backup "website backup”
site:example2.edu filetype:old
inurl:cpanel intitle:"member login"
filetype:docx intitle:"meeting minutes”
filetype:sqlite "password"
site:medium.com "resume" OR "cv"
intitle:"system login" inurl:secure
site:dropbox.com filetype:xlsx
inurl:backup filetype:backup
intext:"phone numbers" filetype:log
inurl:admin2 intext:"bigcommerce" intitle:"login"
intext:"jwt_secret" filetype:env

Finds pages where all words appear in text
Finds Excel files containing "client_secret"
Finds "database backup" files of type .zip
Finds .pdf files shared via Pastebin

Google Dorks Cheat Sheet

Narrow content-based search Low
Detect sensitive data in spreadsheets High
Identify categorized backup file expost High
Locate pdf files publicly shared on Pas Medium

Finds xIs files marked confidential in manufacturing Sector-focused document research: m Medium

Finds .gz backup files on example3.net

Locate backup artifacts on a target dor High

Finds docx files marked confidential in real estate se Sector-focused document research: re Medium

Finds xIs files titled with "financial statement"
Finds portal login pages under /adminer paths
Finds accdb dumps referencing "invoices" data
Finds doc files listing Gmail addresses

Finds open directories listing .bak files

Finds vpn login pages under /adminpanel paths
Finds asp pages showing "syntax error near"
Finds pages where all words appear in URL
Finds XML files exposing github_token

Finds doc files hosted on .com domains

Finds aspx pages showing "asp.net error"
Finds rtf files titled with "user manual”

Finds XML files exposing mailgun_api_key

Finds admin panels under /backend with login fields
Finds xIsx files marked confidential in energy sector

Finds bigcommerce login pages under /admin1
Finds pages listing "about us"

Finds PDF files containing "salary"

Finds SQL dumps referencing "clients" table:
Finds ods files hosted on .io domains
Finds signin pages under /admin path
Finds Excel files containing "licel

Research financial statement documer Low
Locate authentication portals for testiny Medium
Identify exposed invoices records High
Gather email addresses for research  Medium
Discover exposed .bak files via directo Medium
Locate authentication portals for testin Medium
Locate app errors indicating misconfigi Medium
Narrow URL-based search Low
Detect leaked credentials in XML confi High
Sector-specific document discovery on Low
Locate app errors indicating misconfigi Medium
Research user manual documents in r Low
ntials in XML confi High
ative interfac Medium

search: er Medium
d by platfor Medium
onnel for rese: Low
data in PDF reports  High
data tables High
ecific document discovery on Low
Locate ‘authentication portals for testin Medium
etect sensitive data in spreadsheets High
etect leaked credentials in YAML con High
Sector-specific document discovery on Low
Identify categorized backup file expost High
Locate app errors indicating misconfigi Medium

in finance sector Sector-focused document research: fir Medium

phone together

Collect combined contact details for o. Medium

ential in hospitality sec Sector-focused document research: hc Medium

aws_secret_access_key Detect leaked API credentials High

inds pages where all words appear in URL

Finds pages where all words appear in title
Finds pages where all words appear in title
Finds YAML files exposing access_token

Finds PDF files containing "bearer token"

Finds sites related to a given domain

Finds .config configuration files on example2.info
Finds Pastebin posts containing "secret key"
Excludes a domain from keyword search results
Finds directory listings related to scripts

Finds umbraco login pages under /admincp
Finds text files containing "session_id"

Finds "site backup" files of type .backup

Finds member login pages under /adminpanel paths

Finds doc files hosted on .org domains
Finds pages where all words appear in URL

Finds pdf files marked confidential in research secto

Finds PDF files containing "database dump”
Finds typo3 login pages under /admin2

Finds client login pages under /manager paths
Finds .env files exposing twilio_auth_token
Finds txt files hosted on .info domains

Finds log files exposing api_secret

Finds PDF files containing "wp-config"

Finds "website backup" files of type .backup
Finds .old backup files on example2.edu

Finds member login pages under /cpanel paths
Finds docx files titled with "meeting minutes"
Finds sqlite files referencing passwords

Finds resumes/CVs shared on Medium

Finds secure system login pages

Finds Excel files shared via Dropbox

Finds backup URLs serving .backup files

Finds log files containing "phone numbers"
Finds bigcommerce login pages under /admin2
Finds .env files exposing jwt_secret

s member login pages under /dashboard paths

Discover exposed file listings on web s Medium
Locate backup artifacts on a target dor High
Map organizational personnel for rese: Low
Narrow URL-based search Low
Locate authentication portals for testin Medium
Narrow title-based search Low
Narrow title-based search Low
Detect leaked credentials in YAML con High
Detect sensitive data in PDF reports  High
Discover similar or competitor sites Low
Locate configuration exposure on a tar High
Monitor public paste sites for leaked d: High
Filter out irrelevant or known sources Low
Locate exposed folders excluding norn Medium
Identify CMS admin backend by platfor Medium
Detect accidental exposure of sensitive High
Identify categorized backup file expost High
Locate authentication portals for testin Medium
Sector-specific document discovery on Low
Narrow URL-based search Low
Sector-focused document research: re Medium
Detect sensitive data in PDF reports  High
Identify CMS admin backend by platfol Medium
Locate authentication portals for testine Medium
Detect leaked API credentials High
Sector-specific document discovery on Low
Detect leaked credentials in log output High
Detect sensitive data in PDF reports  High
Identify categorized backup file expost High
Locate backup artifacts on a target dor High
Locate authentication portals for testiny Medium
Research meeting minutes documents Low
Detect credential exposure in databas¢ High
Research professional background infc Low
Identify secure authentication endpoint Medium
Locate spreadsheets shared publicly Medium
Locate backup files via URL pattern  High
Detect sensitive data leaked in logs  High
Identify CMS admin backend by platfor Medium
Detect leaked API credentials High
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Open Directories

Sensitive Information Exposure
Admin Panels

Config Files

Cloud Storage

Backup Files

Login Pages

Email & Contact Discovery

API Keys & Credentials
Backup Files

OSINT Queries

Cloud Storage

Backup Files

Admin Panels

Sensitive Information Exposure
Error Messages

Sensitive Information Exposure
Sensitive Information Exposure
File Discovery

Email & Contact Discovery
Basic Operators

Backup Files

Logs & Debug Files

File Discovery

Basic Operators

Backup Files

API Keys & Credentials

Email & Contact Discovery
Config Files

OSINT Queries

Login Pages

Config Files

Sensitive Information Exposure
Backup Files

API Keys & Credentials

API Keys & Credentials
Sensitive Information Exposure
Backup Files

Basic Operators

Sensitive Information Exposure
Login Pages

API Keys & Credentials

Login Pages

Sensitive Information Exposure
Admin Panels

Backup Files

Cloud Storage

OSINT Queries

Basic Operators

Sensitive Information Exposure
File Discovery

Login Pages

Login Pages

Sensitive Information Expos|
Backup Files
Login Pages
Open Directories
Cloud Storage
Admin Panels
Login Pages
Email & Contact Discovery
OSINT Queries

Login Pages

Login Pages

Backup Files

OSINT Queries

Advanced Search Operators
Basic Operators

File Discovery

Email & Contact Discovery
Backup Files

File Discovery

Sensitive Information Exposure
File Discovery

Cloud Storage

Cloud Storage

Open Directories

Basic Operators

intitle:"index of" "zip"
intext:"license key" filetype:txt

inurl:administrator intext:"opencart" intitle:"login"
filetype:cfg intext:"password"
site:blob.core.windows.net filetype:pdf
site:example2.net filetype:7z

inurl:backend intitle:"webmail login"
site:example1.net filetype:vcf
intext:"google_api_key" filetype:log
site:example2.gov filetype:backup
filetype:docx intitle:"cv" intext:"linkedin.com"
site:trello.com filetype:csv
site:example1.org filetype:rar

intitle:"admin panel" inurl:backend
intext:"sql dump" filetype:xls
intext:"undefined index" filetype:asp
intext:"aws_secret_access_key" filetype:txt
intext:"api_key" filetype:txt

filetype:csv intitle:"survey"
site:example1.info filetype:vcf
related:example1.io

site:example1.io filetype:bak
site:example2.org filetype:log

filetype:xls site:.gov

link:example3.com

filetype:old "weekly backup”
intext:"slack_token" filetype:xml
site:example1.gov filetype:vcf
site:example1.org filetype:env

site:instagram.com "email" "contact"
inurl:dashboard intitle:"secure login"
site:example2.com filetype:xml
intext:"secret key" filetype:log
site:example2.gov filetype:gz
intext:"docker_password" filetype:xml
intext:"npm_token" filetype:json
intext:"encryption key" filetype:doc
site:example3.edu filetype:tar
inurl:whitepaper

intext:"credit card number" filetype:txt
site:example1.co inurl:admin/login
intext:"aws_access_key_id" site:gil

filetype:tar "config backup”
site:storage.googleapis.col
site:youtube.com intext:

intext:"policy”
intext:"private,

intitle:"index of /db"
site:mega.nz intext:"password"
inurl:administrator intext:"shopify" intitle:"login"
inurl:backend intitle:"customer login"
site:example1.edu intext:"@" intext:"phone"
site:example1.edu intext:"staff directory"
site:example2.com inurl:typo3/index.php
inurl:adminer intitle:"intranet login"
site:example2.com filetype:gz
site:example1.com intext:"alumni directory"
site:example1.edu intitle:"policy”
intext:"training"

filetype:txt intitle:"survey"

sitezexample1.co intext:"@" intext:"phone"
site:example2.net filetype:tar

filetype:xlsx site:.com

intext:"token=" filetype:doc

filetype:xIsx intitle:"annual report"
site:pastebin.com filetype:xIsx
site:pastebin.com inurl:folder

intitle:"index of /private"

filetype:odt

Finds open directories listing .zip files

Finds text files containing "license key"

Finds opencart login pages under /administrator
Finds .cfg config files referencing passwords
Finds .pdf files shared via Azure Blob Storage
Finds .7z backup files on example2.net

Finds webmail login pages under /backend paths
Finds vCard contact files

Finds log files exposing google_api_key

Finds .backup backup files on example2.gov
Finds cv files in docx format linking LinkedIn
Finds .csv files shared via Trello

Finds .rar backup files on example1.org

Finds pages titled admin panel under /backend
Finds Excel files containing "sql dump"

Finds asp pages showing "undefined index"

Finds text files containing "aws_secret_access_key"

Finds text files containing "api_key"
Finds csv files titled with "survey"
Finds vCard contact files

Finds sites related to a given domain
Finds .bak backup files on example1.io
Finds .log files on example2.org

Finds xIs files hosted on .gov domains
Finds pages that link to a domain
Finds "weekly backup" files of type .old
Finds XML files exposing slack_token
Finds vCard contact files
Finds .env configuration files ol

example3.edu
ord in the URL

Finds djangd'login page on example1.co
inds GitLab repos exposing aws_access_key_id

Finds Pastebin posts containing "ftp password"
Finds joomla login pages under /cpanel
Finds "config backup" files of type .tar

Finds Excel files shared via Google Cloud Storage

Finds YouTube pages listing phone numbers
Finds pages containing exact phrase in body text
Finds Word documents containing "private_key"
Finds xIs files titled with "whitepaper"

Google Dorks Cheat Sheet

Discover exposed .zip files via director Medium
Detect accidental exposure of sensitive High
Identify CMS admin backend by platfo Medium
Detect credentials in configuration files High
Locate pdf files publicly shared on Azu Medium
Locate backup artifacts on a target dor High
Locate authentication portals for testine Medium
Identify exposed contact card files Medium
Detect leaked credentials in log output High
Locate backup artifacts on a target dor High
Research professional profiles with lint Low
Locate csv files publicly shared on Trel Medium
Locate backup artifacts on a target dor High
Locate CMS/admin backend interfaces Medium
Detect sensitive data in spreadsheets High
Locate app errors indicating misconfigi Medium
Detect accidental exposure of sensitive High
Detect accidental exposure of sensitive High
Research survey documents in csv for Low

ntact card files Medium
titor sites  Low
target dor High
a target dc Medium
nt discovery on Low

utation research Low

ocate configuration exposure on a tar High
ather public contact info for research Low
Locate authentication portals for testiny Medium
Locate configuration exposure on a tar High
Detect sensitive data leaked in logs ~ High
Locate backup artifacts on a target dor High
Detect leaked credentials in XML confi High
Detect leaked credentials in config files High
Detect sensitive data in shared docum High
Locate backup artifacts on a target dor High
Locate pages by URL structure Low
Detect accidental exposure of sensitive High
Locate django-specific login endpoint Medium
Detect accidental credential commits ¢ High

s intranet login pages under /administrator path: Locate authentication portals for testini Medium

Monitor public paste sites for leaked d: High
Identify CMS admin backend by platfor Medium
Identify categorized backup file expost High
Locate spreadsheets shared publicly Medium
Locate publicly shared contact number Medium
Search page content for a phrase Low
Detect sensitive data in shared docum High
Research whitepaper documents in xls Low

Finds webmail login pages under /phpmyadmin patt Locate authentication portals for testini Medium

Finds client login pages under /cpanel paths
Finds Word documents containing "bearer token"
Finds .7z backup files on example3.edu

Finds remote login pages under /admin paths
Finds open directory listing: index of /db

Finds Mega links containing "password"

Finds shopify login pages under /administrator
Finds customer login pages under /backend paths
Finds pages listing email and phone together
Finds pages listing "staff directory"

Finds typo3 login page on example2.com

Finds intranet login pages under /adminer paths
Finds .gz backup files on example2.com

Finds pages listing "alumni directory"

Combines domain and title keyword filters

Finds pages containing exact phrase in body text
Finds txt files titled with "survey"

Finds pages listing email and phone together
Finds .tar backup files on example2.net

Finds xIsx files hosted on .com domains

Finds Word documents containing "token="
Finds xIsx files titled with "annual report"

Finds Excel files shared via Pastebin

Finds Pastebin shared folder links

Finds open directory listing: index of /private
Finds files of a specific type across the web

Locate authentication portals for testiny Medium
Detect sensitive data in shared docum High
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Discover exposed file listings on web s Medium
Detect leaked credentials on cloud stol High
Identify CMS admin backend by platfol Medium
Locate authentication portals for testiny Medium
Collect combined contact details for oo Medium
Map organizational personnel for rese: Low
Locate typo3-specific login endpoint  Medium
Locate authentication portals for testiny Medium
Locate backup artifacts on a target dor High
Map organizational personnel for rese: Low
Locate topic-specific pages on a site  Low
Search page content for a phrase Low
Research survey documents in txt forn Low
Collect combined contact details for oo Medium
Locate backup artifacts on a target dor High
Sector-specific document discovery on Low
Detect sensitive data in shared docum High
Research annual report documents in Low
Locate spreadsheets shared publicly Medium
Discover exposed shared folders Medium
Discover exposed file listings on web s Medium
Locate specific document formats Low
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1949
1950
1951
1952
1953
1954
1955
1956
1957
1958
1959
1960
1961
1962
1963
1964
1965
1966
1967
1968
1969
1970
1971
1972
1973
1974
1975
1976
1977
1978
1979
1980
1981
1982
1983
1984
1985
1986
1987
1988
1989
1990
1991
1992
1993
1994
1995
1996
1997
1998
1999
2000
2001
2002
2003
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024
2025
2026

Advanced Search Operators
Basic Operators

Database Files

Config Files

Basic Operators

Advanced Search Operators
Login Pages

File Discovery

File Discovery

Advanced Search Operators
Advanced Search Operators
Database Files

File Discovery

Basic Operators

Error Messages

Backup Files

Cloud Storage

API Keys & Credentials
Cloud Storage

File Discovery

Email & Contact Discovery
Database Files

API Keys & Credentials
Admin Panels

Cloud Storage

Backup Files

API Keys & Credentials
Cloud Storage

File Discovery

Basic Operators

Sensitive Information Exposure
Error Messages

API Keys & Credentials
Advanced Search Operators
File Discovery

File Discovery

Cloud Storage

Basic Operators

Basic Operators

File Discovery

API Keys & Credentials
Sensitive Information Exposure
File Discovery

Sensitive Information Exposure
Cloud Storage

File Discovery

File Discovery

API Keys & Credentials
Admin Panels

Advanced Search Operators
Logs & Debug Files
Advanced Search Operators
File Discovery

File Discovery

Basic Operators

Cloud Storage

Sensitive Informatiol o
Config Files

Config Files

Sensitive Information Exposure
Open Directories

Backup Files

Config Files

Basic Operators

Open Directories

Backup Files

File Discovery

API Keys & Credentials
Login Pages

Login Pages

Database Files

Admin Panels

File Discovery

Basic Operators

File Discovery

Admin Panels

File Discovery

Login Pages

site:example2.io intitle:"syllabus"
intitle:dissertation

filetype:dbf intext:"insert into"
site:example2.io filetype:config
allintext:"financial statement”
site:example2.edu "case study” -inurl:cv
site:example2.com inurl:user/login
filetype:pptx intitle:"whitepaper"
filetype:xls intext:"legal” intitle:"confidential"
site:example2.net intitle:"proposal"
password OR "passwd" site:example2.net
filetype:sql intext:"insert into"

filetype:csv intitle:"annual report"
site:example1.io

intext:"traceback (most recent call last)" filetype:jsp

filetype:gz "weekly backup"
site:pastebin.com intitle:"confidential"
intext:"bearer_token" filetype:log
site:onedrive.live.com intitle:"confidential"
filetype:ppt site:.org

site:example.co intitle:"staff directory"
inurl:accdb filetype:accdb

intext:"aws_secret_access_key" site:pastebin.com

inurl:wp-admin intext:"opencart" intitle:"login"
site:onedrive.live.com filetype:docx
site:example2.org filetype:rar
intext:"bearer_token" site:gitlab.com
site:drive.google.com inurl:folder

filetype:txt intext:"technology" intitle:"confidential”
related:example2.edu

intext:"session_id" filetype:pdf

intext:"debug mode enabled"
intext:"bearer_token" filetype:xml
site:example1.org intitle:"research"
filetype:ppt intitle:"budget”

filetype:pptx site:.gov

site:blob.core.windows.net filetype:pdf “internal use onl

intext:"user manual"
intitle:presentation
filetype:txt intext:"retail" intitle:"confidenti
intext:"aws_secret_access_key" site:
intext:"ssn" filetype:txt
filetype:docx intitle:"policy”
intext:"ssh private key" filetype:log
site:dropbox.com filetype:docx

intext:"secret" filetype:doc

filetype:yml intext:"password"
sitezexample1.com filetype:xml
intext:"access_token" filetype:xls

intitle:"index of" "music" -inurl:htm -inurl:html
site:example2.com filetype:tar

filetype:json intext:"password"
allinurl:proposal

intitle:"index of" "db" -inurl:htm -inurl:html
site:example1.io filetype:zip

filetype:xIsx intitle:"survey"
intext:"paypal_client_id" filetype:log
inurl:cpanel intitle:"account login"
inurl:wp-admin intitle:"account login"
filetype:sqlite intext:"appointments”
inurl:wp-admin intext:"wordpress" intitle:"login"
filetype:txt intext:"education" intitle:"confidential"
inurl:presentation

filetype:pdf intext:"government" intitle:"confidential"
inurl:siteadmin intext:"username" intext:"password"

filetype:ppt intext:"insurance" intitle:"confidential"
inurl:cpanel intitle:"log in"

Combines domain and title keyword filters

Finds pages with keyword in the title

Finds dbf files containing SQL insert statements
Finds .config configuration files on example2.io
Finds pages where all words appear in text
Domain search excluding a URL pattern

Finds drupal login page on example2.com

Finds pptx files titled with "whitepaper"

Finds xIs files marked confidential in legal sector
Combines domain and title keyword filters

Finds pages matching either keyword on a domain

Finds sql files containing SQL insert statements
Finds csv files titled with "annual report"
Restricts results to a specific domain

Finds jsp pages showing "traceback (most recent ce

Finds "weekly backup" files of type .gz

Finds Pastebin files marked confidential

Finds log files exposing bearer_token

Finds OneDrive files marked confidential

Finds ppt files hosted on .org domains

Finds staff directory pages

Finds files with accdb in URL and filetype

Finds pastes exposing aws_secret_access_key
Finds opencart login pages under /wp-admin
Finds .docx files shared via OneDrive
Finds .rar backup files on example2.org
Finds GitLab repos exposing bearer_tokel
Finds Google Drive shared folder link

ure Blob Storage

ord in the title

Finds GitLab'repos exposing aws_secret_access_ki

inds text files containing "ssn"

s docx files titled with "policy"

Finds log files containing "ssh private key"
Finds .docx files shared via Dropbox

Finds xIsx files marked confidential in nonprofit sect(
Finds xIs files marked confidential in nonprofit sectol

Finds GitHub repos exposing npm_token
Finds pages titled admin panel under /console
Combines domain and filetype filters

Finds log files containing "exception"

Triple filter: domain, content, filetype

Finds csv files titled with "thesis"

Finds docx files marked confidential in military secto

Shows Google's cached version of a page
Finds .csv files shared via GitLab

Finds Word documents containing "secret"
Finds .yml config files referencing passwords
Finds .xml configuration files on example1.com
Finds Excel files containing "access_token"
Finds directory listings related to music

Finds .tar backup files on example2.com

Finds .json config files referencing passwords
Finds pages where all words appear in URL
Finds directory listings related to db

Finds .zip backup files on example1.io

Finds xIsx files titled with "survey"

Finds log files exposing paypal_client_id

Finds account login pages under /cpanel paths

Finds account login pages under /wp-admin paths

xact phrase in body text

Google Dorks Cheat Sheet

Locate topic-specific pages on a site  Low
Identify pages focused on a topic Low
Identify exposed database dumps High
Locate configuration exposure on a tar High
Narrow content-based search Low
Refine results by excluding noise Low
Locate drupal-specific login endpoint  Medium
Research whitepaper documents in pp Low
Sector-focused document research: le; Medium
Locate topic-specific pages on a site  Low
Broaden search across synonyms Low
Identify exposed database dumps High
Research annual report documents in Low
Scope reconnaissance to a target dom Low
Locate app errors indicating misconfigi Medium
Identify categorized backup file expost High
Detect improperly shared sensitive file: High
Detect leaked credentials in log output High
Detect improperly shared sensitive file: High
i ment discovery on Low

tact listings Low
ming patte High
als online  High
kend by platfor Medium
s publicly shared on O1 Medium
rtifacts on a target dor High
ccidental credential commits ¢ High
exposed shared folders Medium
ector-focused document research: te Medium
iscover similar or competitor sites Low
Detect sensitive data in PDF reports  High
Identify misconfigured or vulnerable ap Medium
Detect leaked credentials in XML confi High
Locate topic-specific pages on a site  Low
Research budget documents in ppt for Low
Sector-specific document discovery on Low
Detect accidental public sharing of inte High
Search page content for a phrase Low
Identify pages focused on a topic Low
Sector-focused document research: re Medium
Detect accidental credential commits ¢ High
Detect accidental exposure of sensitive High
Research policy documents in docx for Low
Detect sensitive data leaked in logs  High
Locate docx files publicly shared on Di Medium
Sector-focused document research: nc Medium
Sector-focused document research: nc Medium
Detect accidental credential commits High
Locate CMS/admin backend interfaces Medium
Find specific file types on a target site Low
Identify debug information disclosure  Medium
Highly targeted document search Low
Research thesis documents in csv forr Low
Sector-focused document research: m Medium
View archived version of a page Low
Locate csv files publicly shared on Gitl Medium
Detect sensitive data in shared docum High
Detect credentials in configuration files High
Locate configuration exposure on a tar High
Detect sensitive data in spreadsheets High
Locate exposed folders excluding norn Medium
Locate backup artifacts on a target dor High
Detect credentials in configuration files High
Narrow URL-based search Low
Locate exposed folders excluding norn Medium
Locate backup artifacts on a target dor High
Research survey documents in xlIsx for Low
Detect leaked credentials in log output High
Locate authentication portals for testin Medium
Locate authentication portals for testin Medium

Finds sqlite dumps referencing "appointments" data Identify exposed appointments records High

Finds wordpress login pages under /wp-admin

Identify CMS admin backend by platfol Medium

Finds txt files marked confidential in education sectc Sector-focused document research: ec Medium

Finds pages with keyword in the URL

Locate pages by URL structure Low

Finds pdf files marked confidential in government se Sector-focused document research: gc Medium

Finds admin panels under /siteadmin with login field Identify exposed administrative interfac Medium

Finds ppt files marked confidential in insurance sect Sector-focused document research: in: Medium

Finds log in pages under /cpanel paths

Locate authentication portals for testiny Medium
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2027 Error Messages

2028 API Keys & Credentials

2029 API Keys & Credentials

2030 Basic Operators

2031 Sensitive Information Exposure
2032 Login Pages

2033 Sensitive Information Exposure
2034 Advanced Search Operators
2035 OSINT Queries

2036 OSINT Queries

2037 Open Directories

2038 OSINT Queries

2039 Login Pages

2040 File Discovery

2041 Sensitive Information Exposure
2042 API Keys & Credentials

2043 API Keys & Credentials

2044 Sensitive Information Exposure
2045 Open Directories

2046 Login Pages

2047 Sensitive Information Exposure
2048 Admin Panels

2049 File Discovery

2050 File Discovery

2051 File Discovery

2052 Config Files

2053 Error Messages

2054 Basic Operators

2055 Basic Operators

2056 File Discovery

2057 File Discovery

2058 File Discovery

2059 File Discovery

2060 Admin Panels

2061 Advanced Search Operators
2062 Login Pages

2063 Sensitive Information Exposure

intext:"warning: require_once" filetype:jsp
intext:"paypal_client_id" site:gitlab.com
intext:"firebase_apikey" filetype:json
allinurl:meeting minutes

intext:"jdbc:mysql" filetype:txt

inurl:wp-login.php intitle:"signin"

intext:"phone numbers" filetype:xls

intitle:"report” filetype:pdf

site:youtube.com "resume" OR "cv"
site:example1.org intext:"alumni directory"
intitle:"index of" "orig"

filetype:pdf intitle:"curriculum vitae" intext:"linkedin.com”
site:example.io inurl:users/sign_in

filetype:pptx intext:"retail" intitle:"confidential"
intext:"account number" filetype:log
intext:"consumer_secret" filetype:xml
intext:"consumer_key" filetype:yml

intext:"sql dump" site:pastebin.com

intitle:"index of /old"

inurl:dashboard intitle:"client login"

intext:"staging environment" filetype:xls
inurl:admincp intext:"concrete5" intitle:"login"
filetype:xIsx intext:"technology" intitle:"confidential”
filetype:pdf intitl

filetype:xlsx intitle:"manual”
intitle:"wp-config" OR inurl:"wp-config"
intext:"access denied for user"
link:example1.edu

allintitle:annual report

filetype:rtf intitle:"research"
filetype:xIsx intitle:"presentation”
filetype:ods intext:"manufacturing" intitle:"confidential"
filetype:docx intext:"legal" intitle:"confidential"
intitle:"admin panel" inurl:controlpanel
site:example1.net intitle:"whitepaper"
inurl:admin1 intitle:"account login"
intext:"jdbc:mysql" site:pastebin.com

2064 Email & Contact Discovery
2065 Admin Panels

2066 Login Pages

2067 File Discovery

2068 OSINT Queries

2069 Bug Bounty / Security Testing
2070 Login Pages

2071 OSINT Queries

2072 File Discovery

2073 File Discovery

2074 Sensitive Information Exposure

site:example3.org intext:"@" intext:"phone"
intitle:"admin panel" inurl:admin/config.php
inurl:adminer intitle:"employee login"
filetype:docx intitle:"survey"
site:example1.net intext:"alumni
inurl:/package.json
inurl:wp-admin intitle:"intranet login"
site:about.me intext:"phone nu

2075 Sensitive Information Exposure
2076 Cloud Storage

2077 File Discovery

2078 File Discovery

2079 Cloud Storage

2080 Sensitive Information Expos

internal use only"
:"confidential"
:"confidential"

2081 File Discovery

2082 Backup Files

2083 Admin Panels

2084 File Discovery

2085 Sensitive Information Expos
2086 File Discovery

2087 Logs & Debug Files

2088 Login Pages

2089 File Discovery

2090 Login Pages

2091 Email & Contact Discovery
2092 OSINT Queries

2093 Config Files

2094 Login Pages

2095 File Discovery

2096 File Discovery

2097 Admin Panels

2098 Error Messages

2099 Advanced Search Operators
2100 File Discovery

2101 OSINT Queries

2102 Basic Operators

2103 Backup Files

2104 Error Messages

inurl:private/admin intext:"username" intext:"password"
filetype:xlsx intitle:"report"

intext:"proprietary and confidential” filetype:log
filetype:pdf intext:"energy" intitle:"confidential"
inurl:log filetype:logs

inurl:administrator intitle:"remote login"
filetype:ppt site:.net

intitle:"user login" inurl:secure

site:example1.co intext:"contact us" intext:"email"
site:vk.com "email" "contact"

site:example2.edu filetype:xml

inurl:adminer intitle:"login"

filetype:ods site:.com

filetype:csv intext:"retail" intitle:"confidential”
inurl:adminpanel intext:"bigcommerce" intitle:"login"
intext:"warning: include” filetype:asp

financial statement AROUND(5) "guide"
filetype:txt intitle:"budget"

filetype:docx intitle:"resume” intext:"linkedin.com"
related:example1.info

inurl:backup filetype:rar

intext:"fatal error: uncaught exception” filetype:jsp

Free CSV Download

Finds jsp pages showing "warning: require_once"  Locate app errors indicating misconfigi Medium
Finds GitLab repos exposing paypal_client_id Detect accidental credential commits ¢ High
Finds JSON files exposing firebase_apikey Detect leaked credentials in config files High
Finds pages where all words appear in URL Narrow URL-based search Low
Finds text files containing "jdbc:mysql" Detect accidental exposure of sensitive High
Finds signin pages under /wp-login.php paths Locate authentication portals for testin Medium
Finds Excel files containing "phone numbers" Detect sensitive data in spreadsheets High
Combines title keyword and filetype filters Find titled documents of a type Low
Finds resumes/CVs shared on YouTube Research professional background infc Low
Finds pages listing "alumni directory" Map organizational personnel for rese: Low
Finds open directories listing .orig files
Finds curriculum vitae files in pdf format linking Link: Research professional profiles with linl Low

Finds rails login page on example1.io

Discover exposed .orig files via directo Medium

Locate rails-specific login endpoint Medium
Finds pptx files marked confidential in retail sector Sector-focused document research: re Medium
Finds log files containing "account number" Detect sensitive data leaked in logs ~ High
Finds XML files exposing consumer_secret Detect leaked credentials in XML confi High
Finds YAML files exposing consumer_key Detect leaked credentials in YAML con High
Finds Pastebin posts containing "sql dump" Monitor public paste sites for leaked d: High

Finds open directory listing: index of /old Discover exposed file listings on web s Medium

Finds client login pages under /dashboard paths n portals for testini Medium

Finds Excel files containing "staging environment" Detect s readsheets High
Finds concrete5 login pages under /admincp Identify Cl
Finds xIsx files marked confidential in technology se
Finds pdf files titled with "budget"

Finds xIsx files titled with "manual”

d by platfor Medium
esearch: te Medium
ents in pdf for Low

al documents in xlsx fc Low

Finds files related to "wp-config"
Finds pages displaying: access denied foi
Finds pages that link to a domain

configuration file expc High
isconfigured or vulnerable ap Medium
and reputation research Low

Finds pages where all words ap arrow title-based search Low

esearch research documents in rtf fo Low

Research presentation documents in x Low

turing Sector-focused document research: m Medium
gal sector Sector-focused document research: le: Medium
‘controlpanel Locate CMS/admin backend interfaces Medium
eyword filters Locate topic-specific pages on a site  Low
der /admin1 paths Locate authentication portals for testiny Medium
ing "jdbc:mysql" Monitor public paste sites for leaked d: High
and phone together Collect combined contact details for oo Medium
min panel under /admin/config. Locate CMS/admin backend interfaces Medium
ogin pages under /adminer paths Locate authentication portals for testiny Medium
Finds docx

s titled with "survey" Research survey documents in docx fc Low

inds pages listing "alumni directory” Map organizational personnel for rese: Low
s exposed /package.json artifact Identify leaked development metadata Medium
Finds intranet login pages under /wp-admin paths  Locate authentication portals for testini Medium
Finds About.me pages listing phone numbers Locate publicly shared contact number Medium
Finds odt files marked confidential in real estate sec Sector-focused document research: re Medium
Finds ppt files titled with "dissertation” Research dissertation documents in py Low
Finds Word documents containing "root_password" Detect sensitive data in shared docum High
Finds Excel files containing "stack trace" Detect sensitive data in spreadsheets High
Finds internal-use PDFs on Pastebin Detect accidental public sharing of inte High

Finds pdf files marked confidential in telecom sector Sector-focused document research: te Medium
Finds pdf files marked confidential in military sector Sector-focused document research: m Medium
Finds Trello shared folder links Discover exposed shared folders Medium
Finds Word documents containing "email list"
Finds rtf files titled with "guide" Research guide documents in rtf formz Low
Finds .old backup files on example1.io Locate backup artifacts on a target dor High

Finds admin panels under /private/admin with login 1 Identify exposed administrative interfac Medium

Detect sensitive data in shared docum High

Finds xIsx files titled with "report" Research report documents in xIsx fori Low

Finds log files containing "proprietary and confidenti. Detect sensitive data leaked in logs ~ High

Finds pdf files marked confidential in energy sector Sector-focused document research: er Medium
Finds log files via URL pattern (.logs) Locate exposed server or app logs Medium
Finds remote login pages under /administrator paths Locate authentication portals for testine Medium
Finds ppt files hosted on .net domains Sector-specific document discovery on Low
Finds secure user login pages Identify secure authentication endpoini Medium
Finds contact pages listing email addresses Collect public contact information Low
Finds VKontakte profiles listing contact emails
Finds .xml configuration files on example2.edu

Finds login pages under /adminer paths

Gather public contact info for research Low
Locate configuration exposure on a tar High
Locate authentication portals for testin Medium
Finds ods files hosted on .com domains Sector-specific document discovery on Low
Finds csv files marked confidential in retail sector  Sector-focused document research: re Medium
Finds bigcommerce login pages under /adminpanel Identify CMS admin backend by platfoi Medium
Finds asp pages showing "warning: include" Locate app errors indicating misconfigi Medium
Finds pages where two terms appear near each oth: Find contextually related terms Low
Finds txt files titled with "budget"

Finds resume files in docx format linking LinkedIn  Research professional profiles with linl Low

Research budget documents in txt forr Low
Finds sites related to a given domain Discover similar or competitor sites Low
Finds backup URLs serving .rar files
Finds jsp pages showing "fatal error: uncaught exce Locate app errors indicating misconfigi Medium

Locate backup files via URL pattern  High

Google Dorks Cheat Sheet
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2105 Basic Operators link:example2.gov

2106 Config Files site:example2.net filetype:conf

2107 File Discovery filetype:csv intitle:"meeting minutes”
2108 Login Pages inurl:admin1 intitle:"webmail login"

2109 Database Files filetype:mdb intext:"messages”

2110 Login Pages inurl:adminer intitle:"user login"

2111 Sensitive Information Exposure intext:"private token" filetype:txt

2112 Config Files site:example2.info filetype:conf

2113 Error Messages intext:"odbc driver error" filetype:php
2114 Email & Contact Discovery filetype:doc intext:"@yahoo.com"

2115 Basic Operators allinurl:budget

2116 Basic Operators filetype:asp

2117 API Keys & Credentials intext:"auth_token" filetype:log

2118 Backup Files site:example2.co filetype:tar

2119 Basic Operators intext:"manual”

2120 Error Messages intext:"warning: include"” filetype:aspx
2121 Database Files filetype:sql intext:"appointments"

2122 Cloud Storage site:sharepoint.com filetype:docx

2123 Bug Bounty / Security Testing inurl:/appsettings.json

2124 Login Pages inurl:zphpmyadmin intitle:"customer login"
2125 Config Files site:example1.gov filetype:ini

2126 Logs & Debug Files inurl:log filetype:err

2127 Cloud Storage site:dropbox.com intitle:"confidential"
2128 API Keys & Credentials intext:"google_api_key" site:gitlab.com
2129 Error Messages intext:"supplied argument is not a valid" filetype:php
2130 File Discovery filetype:ppt intext:"research" intitle:"confidential"
2131 Login Pages inurl:adminpanel intitle:"webmail login"
2132 API Keys & Credentials intext:"npm_token" site:pastebin.com
2133 Error Messages intext:"django debug" filetype:jsp

2134 Database Files filetype:sqlite intext:"sessions"

2135 API Keys & Credentials intext:"database_url" filetype:yml

2136 Advanced Search Operators research -site:example1.org

2137 Open Directories intitle:"index of" "swp"

2138 Error Messages intext:"microsoft ole db provider" filetype:asp
2139 Admin Panels intitle:"admin panel" inurl:portal

2140 Backup Files site:example2.io filetype:tar

2141 Login Pages inurl:cpanel intitle:"vpn login"

2142 Admin Panels inurl:admin2 intext:"username” intext:"passwort
2143 Login Pages inurl:admin_area intitle:"vpn login"

2144 Admin Panels inurl:cpanel intext:"username" intext:"pa:
2145 Login Pages inurl:admin1 intitle:"employee login"
2146 File Discovery filetype:rtf intitle:"dissertation”

2147 Email & Contact Discovery site:example1.com intitle:"staff dire A
2148 Logs & Debug Files site:example2.net filetype:log

2149 Backup Files site:example1.com filetype:bac]

2150 Advanced Search Operators intitle:"budget” filetype:txt

2151 Sensitive Information Exposure intext:"jdbc:mysql" filetype:

2152 File Discovery filetype:csv site:.org

2153 Open Directories intitle:"index of /fi

2154 API Keys & Credentials intext:"consu

2155 Backup Files site:example2..

2156 File Discovery filetyp i

2157 Database Files fil

2158 OSINT Queries sif

2159 OSINT Queries site:pag

2160 Error Messages intext:"

2161 Login Pages site:example.info inurl:admin/login
2162 Login Pages site:example1.com inurl:login

2163 Basic Operators allintitle:technical specification

2164 File Discovery filetype:rtf intext:"banking" intitle:"confidential"
2165 Backup Files site:example2.net filetype:bak

2166 Config Files site:example1.edu filetype:env

2167 Backup Files filetype:old "website backup"

2168 Sensitive Information Exposure intext:"master password" filetype:doc
2169 Config Files site:example2.com filetype:conf

2170 Database Files inurl:dbf filetype:dbf

2171 Advanced Search Operators meeting minutes AROUND(5) "finance"
2172 Sensitive Information Exposure intext:"test credentials" filetype:doc
2173 Error Messages intext:"microsoft ole db provider" filetype:php
2174 Login Pages inurl:admin intitle:"customer login"

2175 Backup Files site:example3.org filetype:zip

2176 Backup Files site:example1.gov filetype:zip

2177 Config Files inurl:config filetype:env

2178 Sensitive Information Exposure intext:"aws_secret_access_key" filetype:log
2179 Cloud Storage site:drive.google.com filetype:docx

2180 Sensitive Information Exposure intext:"smtp password" filetype:log

2181 Backup Files site:example3.org filetype:7z

2182 Cloud Storage site:notion.site intext:"password"

Free CSV Download

Finds pages that link to a domain

Finds .conf configuration files on example2.net
Finds csv files titled with "meeting minutes"

Finds webmail login pages under /admin1 paths
Finds mdb dumps referencing "messages" data
Finds user login pages under /adminer paths
Finds text files containing "private token"

Finds .conf configuration files on example2.info
Finds php pages showing "odbc driver error"
Finds doc files listing Yahoo addresses

Finds pages where all words appear in URL
Finds files of a specific type across the web
Finds log files exposing auth_token

Finds .tar backup files on example2.co

Finds pages containing exact phrase in body text
Finds aspx pages showing "warning: include"
Finds sql dumps referencing "appointments" data
Finds .docx files shared via SharePoint

Finds exposed /appsettings.json artifact

Finds customer login pages under /phpmyadmin pat Locate aut

Finds .ini configuration files on example1.gov
Finds log files via URL pattern (.err)

Finds Dropbox files marked confidential

Finds GitLab repos exposing google_api_key
Finds php pages showing "supplied argument
Finds ppt files marked confidential in resear
Finds webmail login pages under /adminp:
Finds pastes exposing npm_token

inds rtf files titled with "dissertation”

s staff directory pages

Finds .log files on example2.net

Finds .backup backup files on example1.com
Combines title keyword and filetype filters
Finds PDF files containing "jdbc:mysql"

Finds csv files hosted on .org domains

Finds open directory listing: index of /files
Finds JSON files exposing consumer_secret
Finds .rar backup files on example2.edu

Finds odt files titled with "guide"

Finds db files referencing passwords

Finds pages listing "about us"

Finds resumes/CVs shared on Pastebin

Finds pages displaying: notice: undefined variable
Finds django login page on example1.info
Finds laravel login page on example1.com
Finds pages where all words appear in title
Finds rtf files marked confidential in banking sector
Finds .bak backup files on example2.net
Finds .env configuration files on example1.edu
Finds "website backup" files of type .old

Google Dorks Cheat Sheet

Backlink and reputation research Low
Locate configuration exposure on a tar High
Research meeting minutes documents Low
Locate authentication portals for testin Medium
High
Locate authentication portals for testin Medium

Identify exposed messages records

Detect accidental exposure of sensitive High

Locate configuration exposure on a tar High

Locate app errors indicating misconfigi Medium
Gather email addresses for research  Medium
Narrow URL-based search Low
Locate specific document formats
Detect leaked credentials in log output High

Low

Locate backup artifacts on a target dor High
Search page content for a phrase Low
Locate app errors indicating misconfigi Medium
Identify exposed appointments records High
Locate docx files publicly shared on St Medium

Identify leaked development metadata Medium

n portals for testini Medium
sure on a tar High

o

°
o

<Q
@

ntial commits ¢ High
rs indicating misconfigi Medium

Monitorfor leaked credentials online  High
ocate app errors indicating misconfigi Medium
entify exposed sessions records High

Detect leaked credentials in YAML con High
Filter out irrelevant or known sources Low
Discover exposed .swp files via directc Medium
Locate app errors indicating misconfigi Medium
Locate CMS/admin backend interfaces Medium
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Identify exposed administrative interfac Medium
Locate authentication portals for testin Medium
Identify exposed administrative interfac Medium
Locate authentication portals for testin Medium
Research dissertation documents in rtf Low
Locate organizational contact listings Low
Locate exposed log files on a target dc Medium
Locate backup artifacts on a target dor High
Find titled documents of a type Low
High
Sector-specific document discovery on Low

Detect sensitive data in PDF reports

Discover exposed file listings on web s Medium
Detect leaked credentials in config file« High
Locate backup artifacts on a target dor High
Research guide documents in odt form Low
Detect credential exposure in databas¢ High
Map organizational personnel for rese: Low
Research professional background infc Low
Identify misconfigured or vulnerable ap Medium
Locate django-specific login endpoint  Medium
Locate laravel-specific login endpoint Medium
Narrow title-based search Low
Sector-focused document research: be Medium
Locate backup artifacts on a target dor High
Locate configuration exposure on a tar High
Identify categorized backup file expost High

Finds Word documents containing "master passwor Detect sensitive data in shared docum High

Finds .conf configuration files on example2.com
Finds files with dbf in URL and filetype

Finds pages where two terms appear near each oth: Find contextually related terms
Finds Word documents containing "test credentials"

Locate configuration exposure on a tar High
Locate database files via naming patte High
Low
Detect sensitive data in shared docum High

Finds php pages showing "microsoft ole db provider Locate app errors indicating misconfigi Medium

Finds customer login pages under /admin paths
Finds .zip backup files on example3.org

Finds .zip backup files on example1.gov

Finds configuration files via URL pattern (.env)

Finds log files containing "aws_secret_access_key"

Finds .docx files shared via Google Drive
Finds log files containing "smtp password"
Finds .7z backup files on example3.org
Finds Notion links containing "password"

Locate authentication portals for testin Medium
Locate backup artifacts on a target dor High
Locate backup artifacts on a target dor High
Locate exposed app configuration files High

Detect sensitive data leaked in logs  High
Locate docx files publicly shared on Gt Medium
Detect sensitive data leaked in logs  High

Locate backup artifacts on a target dor High
Detect leaked credentials on cloud stol High
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2183
2184
2185
2186
2187
2188
2189
2190
2191
2192
2193
2194
2195
2196
2197
2198
2199
2200
2201
2202
2203
2204
2205
2206
2207
2208
2209
2210
2211
2212
2213
2214
2215
2216
2217
2218
2219
2220
2221
2222
2223
2224
2225
2226
2227
2228
2229
2230
2231
2232
2233
2234
2235
2236
2237
2238
2239
2240
2241
2242
2243
2244
2245
2246
2247
2248
2249
2250
2251
2252
2253
2254
2255
2256
2257
2258
2259
2260

Sensitive Information Exposure
Config Files

Admin Panels

Advanced Search Operators
File Discovery

API Keys & Credentials

File Discovery

Basic Operators

Admin Panels

File Discovery

File Discovery

Backup Files

Email & Contact Discovery
Sensitive Information Exposure
Email & Contact Discovery
Sensitive Information Exposure
Basic Operators

Email & Contact Discovery

File Discovery

Cloud Storage

Bug Bounty / Security Testing
Config Files

Sensitive Information Exposure
Basic Operators

API Keys & Credentials
Sensitive Information Exposure
API Keys & Credentials

Login Pages

Open Directories

Sensitive Information Exposure
API Keys & Credentials

Bug Bounty / Security Testing
Sensitive Information Exposure
Sensitive Information Exposure
Sensitive Information Exposure
File Discovery

Backup Files

File Discovery

Config Files

Open Directories

Sensitive Information Exposure
Sensitive Information Exposure
Login Pages

Open Directories

Sensitive Information Exposure
API Keys & Credentials
Sensitive Information Exposure
Advanced Search Operators
File Discovery

Email & Contact Discovery
Open Directories
Cloud Storage

File Discovery
Admin Panels
Database Files
Admin Panels

Logs & Debug Files
API Keys & Credentials
Login Pages

Email & Contact Discovery
Error Messages

Sensitive Information Exposure
File Discovery

File Discovery

Admin Panels

File Discovery

Sensitive Information Exposure
Sensitive Information Exposure
API Keys & Credentials

Basic Operators

Sensitive Information Exposure
File Discovery

Logs & Debug Files

Admin Panels

API Keys & Credentials

Logs & Debug Files

Cloud Storage

Error Messages

intext:"proprietary and confidential" filetype:txt
site:example3.edu filetype:ini

intitle:"admin panel" inurl:adm

guide -site:example1.io

filetype:pdf site:.org

intext:"private_key" filetype:json

filetype:rtf intitle:"technical specification”
inurl:research

intitle:"admin panel" inurl:admin

filetype:xls intext:"research” intitle:"confidential"
filetype:pdf intitle:"press release"

inurl:backup filetype:zip

site:example1.io intext:"@" intext:"phone"”
intext:"oauth token" filetype:txt
site:example1.co filetype:vcf
intext:"client_secret" filetype:doc
link:example1.net

filetype:xlsx intext:"@yahoo.com”

filetype:ods intitle:"survey"

site:s3.amazonaws.com filetype:pdf "internal use only’

inurl:/web.config

site:example2.net filetype:xml
intext:"root_password" filetype:log
allintitle:meeting minutes
intext:"consumer_key" filetype:env
intext:"root_password" filetype:pdf
intext:"aws_access_key_id" filetype:xml
inurl:admincp intitle:"portal login"

index of" "secrets" -inurl:htm -inurl:html
intext:"credit card number" filetype:log
intext:"mailgun_api_key" site:gitlab.com
intext:"vulnerability disclosure policy"
intext:"oauth token" site:pastebin.com
intext:"token=" filetype:txt

intext:"proprietary and confidential” filetype:xls
filetype:pptx intext:"telecom" intitle:"confidential"
filetype:old "full backup”
filetype:odt intitle:"press release"
filetype:yaml intext:"password"

index of" "odt"
intext:"confidential" filetype:pdf
intext:"ssn" filetype:doc
inurl:dashboard intitle:"system login
intitle:"index of" "csv"
intext:"admin password" filetypes
intext:"client_secret" filetyp

intext:"routing number" file

inurl:log filetype:out

intext:"slack_token" site:pastebin.com
intitle:"staff login" inurl:secure

filetype:csv intext:"contact list"

intext:"500 internal server error” filetype:jsp
intext:"bearer token" filetype:xls
filetype:ods intitl

"technical specification”
filetype:xIsx intitle:"proposal”

inurl:zphpmyadmin intext:"username" intext:"password"

filetype:xls intitle:"syllabus"
intext:"aws_secret_access_key" filetype:pdf
intext:"token=" filetype:pdf
intext:"auth_token" filetype:json
intitle:technical specification
intext:"credentials” filetype:txt

filetype:docx site:.org

site:example2.gov filetype:log
inurl:wp-login.php intext:"umbraco" intitle:"login"
intext:"twilio_auth_token" site:gitlab.com
intext:"error_log" filetype:log
site:dropbox.com filetype:zip

intext:"microsoft ole db provider" filetype:aspx

Google Dorks Cheat Sheet

Finds text files containing "proprietary and confident Detect accidental exposure of sensitive High

Finds .ini configuration files on example3.edu
Finds pages titled admin panel under /adm
Excludes a domain from keyword search results
Finds pdf files hosted on .org domains

Finds JSON files exposing private_key

Finds rtf files titled with "technical specification”
Finds pages with keyword in the URL

Finds pages titled admin panel under /admin

Finds xIs files marked confidential in research sectol

Finds pdf files titled with "press release"
Finds backup URLs serving .zip files
Finds pages listing email and phone together
Finds text files containing "oauth token"

Finds vCard contact files

Finds Word documents containing "client_secret"
Finds pages that link to a domain

Finds xIsx files listing Yahoo addresses

Finds ods files titled with "survey"

Finds internal-use PDFs on Amazon S3

Finds exposed /web.config artifact

Finds .xml configuration files on example2.net
Finds log files containing "root_password"
Finds pages where all words appear in title
Finds .env files exposing consumer_key
Finds PDF files containing "root_password"
Finds XML files exposing aws_access_ke

s containing "confidential”

inds Word documents containing "ssn"

s system login pages under /dashboard paths
Finds open directories listing .csv files

Finds text files containing "admin password"
Finds XML files exposing client_secret

Finds PDF files containing "routing number"
Combines domain and URL keyword filters

Finds csv files titled with "financial statement"
Finds vCard contact files

Finds directory listings related to contracts

Finds internal-use PDFs on Google Docs

Finds odt files titled with "research”

Finds admin panels under /admin with login fields
Finds sqlite dumps referencing "payments" data

board intext:"username" intext:"passworc Finds admin panels under /admin/dashboard with lo

Finds log files via URL pattern (.out)
Finds pastes exposing slack_token
Finds secure staff login pages

Finds CSV files labeled "contact list"

Finds jsp pages showing "500 internal server error"

Finds Excel files containing "bearer token"
Finds ods files titled with "technical specification"
Finds xIsx files titled with "proposal"

Locate configuration exposure on a tar High
Locate CMS/admin backend interfaces Medium
Filter out irrelevant or known sources Low
Sector-specific document discovery on Low
Detect leaked credentials in config file« High
Research technical specification docur Low
Locate pages by URL structure Low
Locate CMS/admin backend interfaces Medium
Sector-focused document research: re Medium
Research press release documents in Low
Locate backup files via URL pattern  High
Collect combined contact details for o. Medium
Detect accidental exposure of sensitive High
Identify exposed contact card files Medium
Detect sensitive data in shared docum High
Backlink and reputation research Low
Gather email addresses for research  Medium
Research survey documents in ods for Low

blic sharing of inte High
nt metadata Medium
re on a tar High
d inlogs  High
Low
P| credentials High
data in PDF reports  High
aked credentials in XML confi High
Locate ‘authentication portals for testin Medium
ocate exposed folders excluding norn High
etect sensitive data leaked in logs  High
Detect accidental credential commits ¢ High
Locate legal terms for testing scope  Low
Monitor public paste sites for leaked d: High
Detect accidental exposure of sensitive High

ential in telecom sectc Sector-focused document research: te Medium

Identify categorized backup file expost High
Research press release documents in Low
Detect credentials in configuration files High
Discover exposed .odt files via director Medium
Detect sensitive data in PDF reports  High
Detect sensitive data in shared docum High
Locate authentication portals for testin Medium
Discover exposed .csv files via directo Medium
Detect accidental exposure of sensitive High
Detect leaked credentials in XML confi High
Detect sensitive data in PDF reports  High
Locate specific URL patterns on a site Low
Research financial statement documer Low
Identify exposed contact card files Medium
Locate exposed folders excluding norn Medium
Detect accidental public sharing of inte High
Research research documents in odt fi Low
Identify exposed administrative interfac Medium
Identify exposed payments records High
Identify exposed administrative interfac Medium
Locate exposed server or app logs Medium
Monitor for leaked credentials online  High
Identify secure authentication endpoint Medium
Detect exposed bulk email lists High
Locate app errors indicating misconfigi Medium
Detect sensitive data in spreadsheets High
Research technical specification docur Low
Research proposal documents in xIsx - Low

Finds admin panels under /phpmyadmin with login fi Identify exposed administrative interfac Medium

Finds xIs files titled with "syllabus"

Research syllabus documents in xls fo Low

Finds PDF files containing "aws_secret_access_key Detect sensitive data in PDF reports  High

Finds PDF files containing "token="

Finds JSON files exposing auth_token

Finds pages with keyword in the title

Finds text files containing "credentials"

Finds docx files hosted on .org domains

Finds .log files on example2.gov

Finds umbraco login pages under /wp-login.php
Finds GitLab repos exposing twilio_auth_token
Finds log files containing "error_log"

Finds .zip files shared via Dropbox

Detect sensitive data in PDF reports  High
Detect leaked credentials in config files High
Identify pages focused on a topic Low
Detect accidental exposure of sensitive High
Sector-specific document discovery on Low
Locate exposed log files on a target dc Medium
Identify CMS admin backend by platfor Medium
Detect accidental credential commits ¢ High
Identify debug information disclosure Medium
Locate zip files publicly shared on Droj Medium

Finds aspx pages showing "microsoft ole db provide Locate app errors indicating misconfigi Medium
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2261
2262
2263
2264
2265
2266
2267
2268
2269
2270
2271
2272
2273
2274
2275
2276
2277
2278
2279
2280
2281
2282
2283
2284
2285
2286
2287
2288
2289
2290
2291
2292
2293
2294
2295
2296
2297
2298
2299
2300
2301
2302
2303
2304
2305
2306
2307
2308
2309
2310
2311
2312
2313
2314
2315
2316
2317
2318
2319
2320
2321
2322
2323
2324
2325
2326
2327
2328
2329
2330
2331
2332
2333
2334
2335
2336
2337
2338

Backup Files

File Discovery

OSINT Queries

Backup Files

Basic Operators

Backup Files

Email & Contact Discovery
Cloud Storage

File Discovery

Open Directories

Basic Operators

API Keys & Credentials
Admin Panels

Open Directories

Basic Operators

File Discovery

API Keys & Credentials

File Discovery

Sensitive Information Exposure
Open Directories

Login Pages

Advanced Search Operators
API Keys & Credentials
Basic Operators

File Discovery

API Keys & Credentials
Sensitive Information Exposure
Email & Contact Discovery
Backup Files

Sensitive Information Exposure
File Discovery

File Discovery

Sensitive Information Exposure
Sensitive Information Exposure
Database Files

Sensitive Information Exposure
Admin Panels

Advanced Search Operators
Sensitive Information Exposure
Admin Panels

Open Directories

Admin Panels

API Keys & Credentials

File Discovery

Backup Files

File Discovery

Database Files

Login Pages

Basic Operators

Email & Contact Discovery
Advanced Search Operators
Admin Panels

Login Pages

Admin Panels

Database Files

Backup Files

Advanced Search O
Backup Files

Config Files

File Discovery

Email & Contact Discovery
Backup Files

Database Files

Error Messages

Admin Panels

File Discovery

Backup Files

Error Messages

Logs & Debug Files

File Discovery

Advanced Search Operators
Login Pages

File Discovery

Login Pages

Backup Files

API Keys & Credentials

File Discovery

File Discovery

site:example2.co filetype:backup

filetype:rtf intext:"finance" intitle:"confidential”
filetype:pdf intitle:"resume"” intext:"linkedin.com”
site:example2.com filetype:backup

allinurl:user manual

filetype:swp intitle:"backup”

site:example1.org intitle:"staff directory”
site:s3.amazonaws.com filetype:csv
filetype:docx intext:"finance" intitle:"confidential"

intitle:"index of" "credentials” -inurl:htm -inurl:html
allintext:"guide"

intext:"stripe_api_key" site:github.com
inurl:adminer intext:"username" intext:"password"
intitle:"index of" "rtf"

site:example1.gov

filetype:doc intext:"education” intitle:"confidential"
intext:"client_secret" filetype:json

filetype:xlsx intitle:"policy”

intext:"database dump" filetype:log

intitle:"index of" "ods"

site:example1.info inurl:typo3/index.php
site:example2.co "thesis" -inurl:agreement
intext:"bearer_token" filetype:yml
link:example1.org

filetype:rtf intext:"military" intitle:"confidential"
intext:"api_key" site:github.com
intext:"do not distribute" filetype:xls
filetype:csv intext:"@gmail.com"
site:example1.org filetype:bak
intext:"wp-config" filetype:txt

filetype:xls site:.edu

filetype:doc intitle:"press release"
intext:"ssn" filetype:log
intext:"client_secret" filetype:txt
filetype:sql intext:"products”
intext:"account number" filetype:txt
intitle:"admin panel" inurl:management
survey AROUND(5) "signin”

intext:"ftp password" filetype:pdf
inurl:admin intext:"sitecore" intitle:"login”.
intitle:"index of /logs"

inurl:admin intext:"bigcommerce" ififitle: "login"
intext:"docker_password" site:gitlab
filetype:docx intext:"education" intitle:"c:
site:example1.com filetype:bal
filetype:odt site:.co

filetype:db intext:"reservati

5 mail login
ordpress" intitle:"login"

intitle:"syllabus" filetype:doc
inurl:backup filetype:bak
intitle:"config.php" OR inurl:"config.php"

filetype:pptx intext:"hospitality" intitle:"confidential”
site:example1.gov intext:"contact us" intext:"email"

site:example2.com filetype:7z
filetype:sql intext:"inventory"
intext:"runtime error" filetype:jsp

intitle:"admin panel" inurl:private/admin
filetype:ppt intitle:"user manual”
filetype:tar intitle:"backup”

intext:"syntax error near" filetype:php
site:example2.io filetype:log

filetype:pptx site:.com

site:example1.edu filetype:xis
site:example1.co inurl:users/sign_in
filetype:rtf intitle:"case study"
inurl:wp-admin intitle:"system login"
site:example1.gov filetype:7z
intext:"azure_client_secret" filetype:yml|
filetype:txt intext:"logistics" intitle:"confidential"
filetype:xls intitle:"technical specification”

Finds .backup backup files on example2.co

Finds rtf files marked confidential in finance sector

Finds resume files in pdf format linking LinkedIn
Finds .backup backup files on example2.com
Finds pages where all words appear in URL
Finds backup files with .swp extension

Finds staff directory pages

Finds .csv files shared via Amazon S3

Finds docx files marked confidential in finance sectc

Finds directory listings related to credentials
Finds pages where all words appear in text
Finds GitHub repos exposing stripe_api_key

Finds admin panels under /adminer with login fields

Finds open directories listing .rtf files
Restricts results to a specific domain

Finds doc files marked confidential in education sec’

Finds JSON files exposing client_secret
Finds xIsx files titled with "policy"

Finds log files containing "database dump"
Finds open directories listing .ods files

Finds typo3 login page on example1.info
Domain search excluding a URL pattern
Finds YAML files exposing bearer_token
Finds pages that link to a domain

Finds rtf files marked confidential in military st
Finds GitHub repos exposing api_key
Finds Excel files containing "do not distrib
Finds csv files listing Gmail addressg
Finds .bak backup files on exam

"products” data
count number”

Finds open directory listing: index of /logs
inds bigcommerce login pages under /admin

s GitLab repos exposing docker_password

Finds docx files marked confidential in education se

Finds .bak backup files on example1.com
Finds odt files hosted on .co domains
Finds db dumps referencing "reservations" data

Finds dashboard login pages under /wp-admin path:

Finds pages with keyword in the URL
Finds pages listing email and phone together

Finds pages where two terms appear near each oth:

Finds opencart login pages under /admin1

Finds webmail login pages under /admin_area paths

Finds wordpress login pages under /admin1
Finds files with mdb in URL and filetype
Finds .tar backup files on example1.edu
Combines title keyword and filetype filters
Finds backup URLs serving .bak files

Finds files related to "config.php"

Finds pptx files marked confidential in hospitality sec

Finds contact pages listing email addresses
Finds .7z backup files on example2.com
Finds sql dumps referencing "inventory" data
Finds jsp pages showing "runtime error"

Finds pages titled admin panel under /private/admin

Finds ppt files titled with "user manual"

Finds backup files with .tar extension

Finds php pages showing "syntax error near"
Finds .log files on example2.io

Finds pptx files hosted on .com domains
Combines domain and filetype filters

Finds rails login page on example1.co

Finds rtf files titled with "case study"

Finds system login pages under /wp-admin paths
Finds .7z backup files on example1.gov

Finds YAML files exposing azure_client_secret

Finds txt files marked confidential in logistics sector

Finds xIs files titled with "technical specification"

Google Dorks Cheat Sheet

Locate backup artifacts on a target dor High
Sector-focused document research: fir Medium
Research professional profiles with linl Low
Locate backup artifacts on a target dor High
Narrow URL-based search Low
Identify exposed backup archives High
Locate organizational contact listings Low
Locate csv files publicly shared on Am: Medium
Sector-focused document research: fir Medium
Locate exposed folders excluding norn High
Narrow content-based search Low
Detect accidental credential commits High
Identify exposed administrative interfac Medium
Discover exposed rff files via directory Medium
Scope reconnaissance to a target dom Low
Sector-focused document research: ec Medium
Detect leaked credentials in config files High
Research policy documents in xIsx forr Low
Detect sensitive data leaked in logs  High

"ods files via directo Medium
in endpoint  Medium
noise Low

| credential commits  High
nsitive data in spreadsheets High
Gather'email addresses for research  Medium
ocate backup artifacts on a target dor High
etect accidental exposure of sensitive High
Sector-specific document discovery on Low
Research press release documents in Low
Detect sensitive data leaked in logs ~ High
Detect accidental exposure of sensitive High
Identify exposed products records High
Detect accidental exposure of sensitive High
Locate CMS/admin backend interfaces Medium
Find contextually related terms Low
Detect sensitive data in PDF reports  High
Identify CMS admin backend by platfor Medium
Discover exposed file listings on web s Medium
Identify CMS admin backend by platfor Medium
Detect accidental credential commits ¢ High
Sector-focused document research: ec Medium
Locate backup artifacts on a target dor High
Sector-specific document discovery on Low
Identify exposed reservations records High
Locate authentication portals for testin Medium
Locate pages by URL structure Low
Collect combined contact details for oo Medium
Find contextually related terms Low
Identify CMS admin backend by platfor Medium
Locate authentication portals for testiny Medium
Identify CMS admin backend by platfor Medium
Locate database files via naming patte High
Locate backup artifacts on a target dor High
Find titled documents of a type Low
Locate backup files via URL pattern  High
Identify common configuration file exp« High
Sector-focused document research: hc Medium
Collect public contact information Low
Locate backup artifacts on a target dor High
Identify exposed inventory records High
Locate app errors indicating misconfigi Medium
Locate CMS/admin backend interfaces Medium
Research user manual documents in g Low
Identify exposed backup archives High
Locate app errors indicating misconfigi Medium
Locate exposed log files on a target dc Medium
Sector-specific document discovery on Low
Find specific file types on a target site Low
Locate rails-specific login endpoint Medium
Research case study documents in rtf Low
Locate authentication portals for testin Medium
Locate backup artifacts on a target dor High
Detect leaked credentials in YAML con High
Sector-focused document research: lo, Medium
Research technical specification docur Low
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2339 API Keys & Credentials intext:"github_token" site:gitlab.com Finds GitLab repos exposing github_token Detect accidental credential commits ¢ High
2340 Open Directories site:example1.com intitle:"index of" Finds open directory listings on a specific domain  Check a target domain for exposed dir Medium
2341 Config Files site:example2.edu filetype:config Finds .config configuration files on example2.edu  Locate configuration exposure on a tar High
2342 Login Pages inurl:zphpmyadmin intitle:"employee login" Finds employee login pages under /phpmyadmin pa Locate authentication portals for testin: Medium
2343 Advanced Search Operators invoice OR "receipt" site:example1.io Finds pages matching either keyword on a domain Broaden search across synonyms Low
2344 Backup Files filetype:old "config backup” Finds "config backup" files of type .old Identify categorized backup file expost High
2345 Error Messages intext:"debug mode enabled" filetype:asp Finds asp pages showing "debug mode enabled"  Locate app errors indicating misconfigi Medium
2346 Error Messages intext:"microsoft ole db provider" filetype:jsp Finds jsp pages showing "microsoft ole db provider" Locate app errors indicating misconfigi Medium
2347 Login Pages inurl:admincp intitle:"employee login" Finds employee login pages under /admincp paths Locate authentication portals for testini Medium
2348 Basic Operators related:example1.gov Finds sites related to a given domain Discover similar or competitor sites Low
2349 Error Messages intext:"500 internal server error" filetype:php Finds php pages showing "500 internal server error" Locate app errors indicating misconfigi Medium

Google Dorks Cheat Sheet

2350 Admin Panels inurl:management intext:"username" intext:"password”  Finds admin panels under /management with login f Identify exposed administrative interfac Medium

2351 Admin Panels inurl:admin2 intext:"opencart" intitle:"login" Finds opencart login pages under /admin2 Identify CMS admin backend by platfol Medium
2352 API Keys & Credentials intext:"auth_token" site:pastebin.com Finds pastes exposing auth_token Monitor for leaked credentials online  High
2353 Basic Operators site:example2.net Restricts results to a specific domain Scope reconnaissance to a target dom Low
2354 File Discovery filetype:doc site:.net Finds doc files hosted on .net domains Sector-specific document discovery on Low
2355 Advanced Search Operators presentation -site:example1.co Excludes a domain from keyword search results Filter out irrelevant or known sources Low
2356 File Discovery filetype:rtf intext:"telecom" intitle:"confidential” Finds rtf files marked confidential in telecom sector Sector-focused document research: te Medium
2357 File Discovery filetype:odt site:.com Finds odt files hosted on .com domains Sector-specific document discovery on Low
2358 Login Pages inurl:admin2 intitle:"portal login" Finds portal login pages under /admin2 paths Locate autl n portals for testini Medium
2359 File Discovery filetype:doc site:.gov Finds doc files hosted on .gov domains Sector-s| discovery on Low
2360 Advanced Search Operators inurl:research filetype:doc Combines URL keyword and filetype filters L paths Low
2361 Backup Files site:example2.org filetype:gz Finds .gz backup files on example2.org a target dor High
2362 Login Pages sitezexample1.com inurl:admin/login Finds django login page on example1.com login endpoint  Medium
2363 Login Pages inurl:phpmyadmin intitle:"signin” Finds signin pages under /phpmyadmin paths, ication portals for testin Medium
2364 File Discovery filetype:pdf intitle:"dissertation” Finds pdf files titled with "dissertation" ation documents in pc Low
2365 Advanced Search Operators site:example.io filetype:ppt Combines domain and filetype filters cific file types on a target site Low
2366 Sensitive Information Exposure intext:"private_key" filetype:pdf Finds PDF files containing "private_k Detect Sensitive data in PDF reports  High
2367 Database Files filetype:accdb intext:"appointments” Finds accdb dumps referencing entify exposed appointments records High
2368 API Keys & Credentials intext:"session_secret" site:github.com Finds GitHub repos exposing etect accidental credential commits  High
2369 Error Messages intext:"traceback (most recent call last)" filetype:php c Locate app errors indicating misconfigi Medium
2370 Backup Files inurl:backup filetype:tmp Locate backup files via URL pattern ~ High
2371 Backup Files filetype:zip "weekly backup" Identify categorized backup file expost High
2372 API Keys & Credentials intext:"apikey" filetype:yml Detect leaked credentials in YAML con High
2373 File Discovery filetype:docx intext:"logistics” intitle:"confidential” idential in logistics sect Sector-focused document research: lo: Medium
2374 Login Pages inurl:wp-login.php intitle:"client login" r /wp-login.php paths Locate authentication portals for testini Medium
2375 API Keys & Credentials intext:"github_token" site:github.com github_token Detect accidental credential commits High
2376 File Discovery filetype:ods intext:"finance" intitle:"confidential" onfidential in finance sector Sector-focused document research: fir Medium
2377 File Discovery filetype:xlsx intitle:"thesis" ith "thesis" Research thesis documents in xIsx fori Low
2378 Backup Files site:example1.com filetype:rar files on example1.com Locate backup artifacts on a target dor High
2379 Advanced Search Operators site:example1.net "whitepaper" -inurl: Domain search excluding a URL pattern Refine results by excluding noise Low
2380 API Keys & Credentials intext:"encryption_key" filetype:xi inds XML files exposing encryption_key Detect leaked credentials in XML confi High
2381 Sensitive Information Exposure intext:"password" filetype:pdf s PDF files containing "password" Detect sensitive data in PDF reports  High
2382 File Discovery filetype:ods intitle:"report" Finds ods files titled with "report" Research report documents in ods forr Low
2383 File Discovery filetype:ods intitle:"proposal” Finds ods files titled with "proposal” Research proposal documents in ods { Low
2384 Basic Operators allintext:"whitepaper" Finds pages where all words appear in text Narrow content-based search Low
2385 Sensitive Information Exposure intext:"users table" filetyp Finds Excel files containing "users table" Detect sensitive data in spreadsheets High
2386 Advanced Search Operators whitepaper -site:example1.n Excludes a domain from keyword search results Filter out irrelevant or known sources Low
2387 Config Files filetype:properti "passwor Finds .properties config files referencing passwords Detect credentials in configuration files High
2388 API Keys & Credentials intext:"api_key! Finds pastes exposing api_key Monitor for leaked credentials online  High
2389 Advanced Search Operators site:example2.. udy” Combines domain and title keyword filters Locate topic-specific pages on a site  Low
2390 File Discovery filetyp i Finds xIs files titled with "annual report" Research annual report documents in Low
2391 Admin Panels in Finds admin panels under /secure/login with login fi¢ Identify exposed administrative interfac Medium
2392 Login Pages ind Finds webmail login pages under /dashboard paths Locate authentication portals for testini Medium
2393 Basic Operators allinurl Finds pages where all words appear in URL Narrow URL-based search Low
2394 Open Directories intitle: Finds open directory listing: index of /downloads Discover exposed file listings on web s Medium
2395 Sensitive Informatio intext:"default password" filetype:txt Finds text files containing "default password" Detect accidental exposure of sensitive High
2396 Backup Files filetype:rar intitle:"backup” Finds backup files with .rar extension Identify exposed backup archives High
2397 Admin Panels inurl:admin intitle:"wordpress" Finds wordpress admin login pages Identify CMS-specific admin panels Medium
2398 Admin Panels inurl:adm intext:"username" intext:"password" Finds admin panels under /adm with login fields Identify exposed administrative interfac Medium
2399 Error Messages intext:"php error" filetype:aspx Finds aspx pages showing "php error" Locate app errors indicating misconfigi Medium
2400 Sensitive Information Exposure intext:"ssn" filetype:xls Finds Excel files containing "ssn" Detect sensitive data in spreadsheets High
2401 Basic Operators intitle:syllabus Finds pages with keyword in the title Identify pages focused on a topic Low
2402 File Discovery filetype:doc intitle:"meeting minutes" Finds doc files titled with "meeting minutes" Research meeting minutes documents Low
2403 Sensitive Information Exposure intext:"key="filetype:pdf Finds PDF files containing "key=" Detect sensitive data in PDF reports  High
2404 Admin Panels inurl:admin_area intext:"typo3" intitle:"login" Finds typo3 login pages under /admin_area Identify CMS admin backend by platfor Medium
2405 Error Messages intext:"undefined index" Finds pages displaying: undefined index Identify misconfigured or vulnerable ap Medium
2406 Backup Files site:example2.org filetype:old Finds .old backup files on example2.org Locate backup artifacts on a target dor High
2407 Basic Operators allintext:"presentation" Finds pages where all words appear in text Narrow content-based search Low
2408 Basic Operators allintitle:press release Finds pages where all words appear in title Narrow title-based search Low
2409 Login Pages intitle:"secure login" inurl:secure Finds secure secure login pages Identify secure authentication endpoini Medium
2410 File Discovery filetype:pptx intitle:"budget" Finds pptx files titled with "budget" Research budget documents in pptx fc Low
2411 Admin Panels inurl:admin intext:"umbraco" intitle:"login" Finds umbraco login pages under /admin Identify CMS admin backend by platfor Medium
2412 Basic Operators intitle:security Finds pages with keyword in the title Identify pages focused on a topic Low
2413 Error Messages intext:"supplied argument is not a valid" filetype:asp Finds asp pages showing "supplied argument is not Locate app errors indicating misconfigi Medium
2414 Backup Files site:example1.org filetype:backup Finds .backup backup files on example1.org Locate backup artifacts on a target dor High
2415 OSINT Queries site:quora.com "email" "contact" Finds Quora profiles listing contact emails Gather public contact info for research Low
2416 Login Pages inurl:admin intitle:"staff login" Finds staff login pages under /admin paths Locate authentication portals for testin Medium
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2452
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Error Messages

Open Directories

File Discovery

Error Messages

File Discovery

Sensitive Information Exposure
Error Messages

Logs & Debug Files

Login Pages

Config Files

Open Directories

File Discovery

File Discovery

Login Pages

Open Directories

File Discovery

Login Pages

Login Pages

Error Messages

Login Pages

Open Directories

Sensitive Information Exposure
Sensitive Information Exposure
Config Files

API Keys & Credentials

Cloud Storage

File Discovery

File Discovery

Login Pages

OSINT Queries

Sensitive Information Exposure
Error Messages

Login Pages

Admin Panels

Login Pages

Error Messages

Advanced Search Operators
Basic Operators

Backup Files

Config Files

Admin Panels

Login Pages

File Discovery

Backup Files

Backup Files

Login Pages

Logs & Debug Files

Open Directories

File Discovery

Basic Operators

Config Files

Error Messages

Sensitive Information Exposure
Error Messages
Sensitive Information Ex
Login Pages
OSINT Queries
Login Pages
Config Files
Admin Panels
Sensitive Information Exposure
Config Files

Basic Operators

Sensitive Information Exposure
Admin Panels

Sensitive Information Exposure
API Keys & Credentials

Login Pages

Backup Files

Error Messages

Advanced Search Operators
Login Pages

Sensitive Information Exposure
Login Pages

Sensitive Information Exposure
Database Files

Admin Panels

Logs & Debug Files

intext:"exception in thread" filetype:asp
intitle:"index of /.env"

filetype:doc intitle:"report"

intext:"debug mode enabled" filetype:aspx
filetype:xls intext:"insurance” intitle:"confidential"
intext:"test credentials” filetype:xls

intext:"sql syntax error" filetype:php
intext:"stacktrace" filetype:log

inurl:admin intitle:"user login"

site:example1.co filetype:yml

intitle:"index of" "tmp" -inurl:htm -inurl:html
filetype:ppt intext:"logistics" intitle:"confidential"
filetype:xIsx intitle:"user manual"
site:example1.gov inurl:admin/login

intitle:"index of" "students” -inurl:htm -inurl:html
filetype:ppt intitle:"policy”

inurl:dashboard intitle:"staff login"

site:example1.co inurl:wp-login.php
intext:"warning: failed to open stream" filetype:jsp
inurl:dashboard intitle:"dashboard login"
intitle:"index of" "tar.gz"

intext:"serial number" filetype:log

intext:"id_rsa" filetype:log

sitezexample1.gov filetype:yml
intext:"database_url" filetype:env
site:sharepoint.com filetype:pdf

filetype:xlsx intext:"real estate" intitle:"confidential"
filetype:odt intext:"finance" intitle:"confidential"
site:example1.edu inurl:wp-login.php
site:keybase.io intitle:"profile"

intext:"smtp password" filetype:doc

intext:"warning: failed to open stream" filetype:aspx
inurl:admin1 intitle:"secure login"
inurl:admin? intext:"umbraco" intitle:"login"
inurl:admin2 intitle:"account login"
intext:"notice: undefined variable" filetype:jsp
site:example.io intext:"guide" filetype:ppt
inurl:meeting minutes

filetype:old "daily backup”
inurl:config filetype:json
inurl:sysadmin intext:"username" inte:
inurl:wp-login.php intitle:"portal loy

filetype:odt intext:"insurance" intitle: idential"
site:example1.info filetype:zip
site:example1.net filetype:bac
inurl:manager intitle:"portal
site:example1.info filetype:
intitle:"index of" "hr" -

filetype:doc inte; tial"
intitle:manual

site:example.

inurl:manager intitle:

filetype:env intext:"db_password" OR intext:"database_pe

inurl:admin intext:"concrete5" intitle:"login"
intext:"employee list" site:pastebin.com
site:example2.com filetype:ini

cache:example2.com

intext:"test credentials" filetype:txt
inurl:administrator intext:"bigcommerce" intitle:"login"
intext:"aws_secret_access_key" filetype:doc
intext:"twilio_auth_token" filetype:yml
inurl:wp-admin intitle:"secure login"

filetype:bak "site backup"

intext:"fatal error” filetype:php

site:example2.com "financial statement" -inurl:guide
inurl:backend intitle:"secure login"

intext:"cvv" filetype:txt

inurl:adminpanel intitle:"dashboard login"
intext:"master password" filetype:xls

filetype:sql intext:"accounts"

inurl:admin2 intext:"prestashop" intitle:"login"
intext:"debug" filetype:log

Finds asp pages showing "exception in thread"
Finds open directory listing: index of /.env

Finds doc files titled with "report"

Finds aspx pages showing "debug mode enabled"

Google Dorks Cheat Sheet

Locate app errors indicating misconfigi Medium
Discover exposed file listings on web s High
Research report documents in doc forr Low
Locate app errors indicating misconfigi Medium

Finds xIs files marked confidential in insurance sectc Sector-focused document research: in: Medium

Finds Excel files containing "test credentials"
Finds php pages showing "sql syntax error"
Finds log files containing "stacktrace"

Finds user login pages under /admin paths
Finds .yml configuration files on example1.co
Finds directory listings related to tmp

Detect sensitive data in spreadsheets High
Locate app errors indicating misconfigi Medium
Identify debug information disclosure Medium
Locate authentication portals for testiny Medium
Locate configuration exposure on a tar High
Locate exposed folders excluding norn Medium

Finds ppt files marked confidential in logistics sector Sector-focused document research: lo. Medium

Finds xIsx files titled with "user manual"

Finds django login page on example1.gov
Finds directory listings related to students
Finds ppt files titled with "policy”

Finds staff login pages under /dashboard paths
Finds wordpress login page on example1.co

Research user manual documents in x Low
Locate django-specific login endpoint Medium
Locate exposed folders excluding norn Medium
Research policy documents in ppt forn Low
Locate authentication portals for testin Medium
Locate wordpress-specific login endpo Medium

Finds jsp pages showing "warning: failed to open str Locate app errors indicating misconfigi Medium

Finds dashboard login pages under /dashboard patt Locate aut

Finds open directories listing .tar.gz files

Finds log files containing "serial number"
Finds log files containing "id_rsa"

Finds .yml configuration files on example1.gov
Finds .env files exposing database_url
Finds .pdf files shared via SharePoint
Finds xIsx files marked confidential in real
Finds odt files marked confidential in

Finds Keybase profile pages
Finds Word documents
Finds aspx pages sho

inds portal login pages under /wp-login.php paths

Finds .zip backup files on example1.info

Finds .backup backup files on example1.net
Finds portal login pages under /manager paths
Finds .log files on example1.info

Finds directory listings related to hr

n portals for testini Medium
iles via direc Medium

inlogs  High

dinlogs  High

posure on a tar High

P| credentials High

ocate public profiles for background r Low
Detect sensitive data in shared docum High

open ¢ Locate app errors indicating misconfigi Medium

Locate authentication portals for testiny Medium
Identify CMS admin backend by platfor Medium
Locate authentication portals for testin Medium

Highly targeted document search Low
Locate pages by URL structure Low
Identify categorized backup file expost High
Locate exposed app configuration files High

anels under /sysadmin with login field: Identify exposed administrative interfac Medium

Locate authentication portals for testiny Medium

s odt files marked confidential in insurance sect Sector-focused document research: in: Medium

Locate backup artifacts on a target dor High
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Locate exposed log files on a target dc Medium
Locate exposed folders excluding norn High

Finds doc files marked confidential in telecom sectol Sector-focused document research: te Medium

Finds pages with keyword in the title

Finds .yml configuration files on example1.com
Finds pages displaying: sql syntax error

Finds Excel files containing "secret key"

Finds jsp pages showing "fatal error"

Finds Pastebin posts containing "admin password"
Finds remote login pages under /wp-admin paths
Finds Facebook pages listing phone numbers
Finds sign in pages under /manager paths

Finds .env files with database password fields
Finds concrete5 login pages under /admin

Finds Pastebin posts containing "employee list"
Finds .ini configuration files on example2.com
Shows Google's cached version of a page

Finds text files containing "test credentials"

Identify pages focused on a topic Low
Locate configuration exposure on a tar High
Identify misconfigured or vulnerable ap Medium
Detect sensitive data in spreadsheets High
Locate app errors indicating misconfigi Medium
Monitor public paste sites for leaked d: High
Locate authentication portals for testin Medium
Locate publicly shared contact number Medium
Locate authentication portals for testiny Medium
Identify exposed database configuratic High
Identify CMS admin backend by platfo Medium
Monitor public paste sites for leaked d: High
Locate configuration exposure on a tar High
View archived version of a page Low
Detect accidental exposure of sensitive High

Finds bigcommerce login pages under /administrato Identify CMS admin backend by platfoi Medium

Finds Word documents containing "aws_secret_acc Detect sensitive data in shared docum High

Finds YAML files exposing twilio_auth_token
Finds secure login pages under /wp-admin paths
Finds "site backup" files of type .bak

Finds php pages showing "fatal error"

Domain search excluding a URL pattern

Finds secure login pages under /backend paths
Finds text files containing "cvv"

Detect leaked credentials in YAML con High
Locate authentication portals for testin Medium
Identify categorized backup file expost High
Locate app errors indicating misconfigi Medium
Refine results by excluding noise Low
Locate authentication portals for testin Medium
Detect accidental exposure of sensitive High

Finds dashboard login pages under /adminpanel pat Locate authentication portals for testin Medium

Finds Excel files containing "master password"
Finds SQL dumps referencing "accounts" table
Finds prestashop login pages under /admin2
Finds log files containing "debug"

Detect sensitive data in spreadsheets High
Identify exposed data tables High
Identify CMS admin backend by platfor Medium
Identify debug information disclosure Medium
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Login Pages

Login Pages

File Discovery

File Discovery

Database Files

Open Directories

Admin Panels

OSINT Queries

Database Files

File Discovery

Config Files

API Keys & Credentials

Basic Operators

Sensitive Information Exposure
Backup Files

Advanced Search Operators
OSINT Queries

Login Pages

File Discovery

Sensitive Information Exposure
Basic Operators

Sensitive Information Exposure
Config Files

Sensitive Information Exposure
Error Messages

File Discovery

Login Pages

Sensitive Information Exposure
Advanced Search Operators
Login Pages

Cloud Storage

OSINT Queries

API Keys & Credentials
Sensitive Information Exposure
Basic Operators

Sensitive Information Exposure
Backup Files

Sensitive Information Exposure
File Discovery

Login Pages

Admin Panels

Sensitive Information Exposure
File Discovery

OSINT Queries

Login Pages

Cloud Storage

Login Pages

Sensitive Information Exposure
File Discovery

Admin Panels

File Discovery

Backup Files

File Discovery

Backup Files

Basic Operators

Login Pages

API Keys & Credenti

Basic Operators

Basic Operators

Backup Files

Login Pages

Sensitive Information Exposure
Basic Operators

Open Directories

Logs & Debug Files

Admin Panels

Backup Files

Login Pages

API Keys & Credentials

Cloud Storage

Login Pages

Sensitive Information Exposure
Sensitive Information Exposure
Backup Files

Login Pages

Sensitive Information Exposure
Database Files

Login Pages

site:example1.gov inurl:users/sign_in
inurl:zphpmyadmin intitle:"dashboard login"

filetype:docx intext:"technology" intitle:"confidential"

filetype:ods site:.net
filetype:sql intext:"customers”
index of" "ppt"

intitle:"admin panel" inurl:admin2
site:stackoverflow.com intitle:"profile"
filetype:dbf intext:"create table"
filetype:docx intitle:"research”

inurl:config filetype:yaml

intext:"api_secret" filetype:xml

intitle:thesis

intext:"default password" site:pastebin.com
site:example2.gov filetype:tar
site:example2.edu inurl:case study
site:example1.edu intext:"conference speaker"
site:example1.com inurl:admin

filetype:ppt intext:"legal" intitle:"confidential"
intext:"login credentials" filetype:txt
link:example3.edu

intext:"apikey" filetype:xls
site:example3.com filetype:ini

intext:"login credentials” filetype:xls

intext:"you have an error in your sql syntax” filetype:jsp

filetype:doc intitle:"presentation”
inurl:adminpanel intitle:"secure login"
intext:"proprietary and confidential” filetype:pdf
proposal -site:example2.net
inurl:administrator intitle:"login"
site:trello.com filetype:xIsx
site:example1.edu intext:"about us"
intext:"apikey" filetype:xml
intext:"secret" site:pastebin.com
intext:"security"

intext:"phone numbers" filetype:doc
site:example1.com filetype:tar
intext:"credentials” site:pastebin.com
filetype:xIsx site:.info
site:example1.org inurl:wp-login.php
inurl:admin_area intext:"wordpress" in
intext:"private token" filetype:doc.
filetype:txt site:.com

site:keybase.io "email" "contact"
inurl:dashboard intitle:"vpn logij
site:dropbox.com filetype:p

inurl:admin2 intitle:"user lof
intext:"credentials"” fil

intext:"private_key" filetype:xml
cache:example3.net
link:example2.info
site:example2.edu filetype:7z
inurl:admincp intitle:"client login"
intext:"tax id" site:pastebin.com
allinurl:security

intitle:"index of" "docx"
site:example3.com filetype:log

inurl:admin/login.php intext:"username" intext:"password"

site:example3.com filetype:bak

inurl:manager intitle:"webmail login"
intext:"azure_client_secret" filetype:env
site:gitlab.com filetype:docx

site:example1.info inurl:administrator/index.php
intext:"staging environment" site:pastebin.com
intext:"connection string" filetype:txt

filetype:gz "config backup"

inurl:zphpmyadmin intitle:

intext:"connection string" site:pastebin.com
filetype:sql intext:"payments"
inurl:backend intitle:"remote login"

Finds rails login page on example1.gov

Google Dorks Cheat Sheet

Locate rails-specific login endpoint Medium

Finds dashboard login pages under /phpmyadmin p: Locate authentication portals for testin: Medium

Finds docx files marked confidential in technology st Sector-focused document research: te Medium

Finds ods files hosted on .net domains

Finds SQL dumps referencing "customers" table
Finds open directories listing .ppt files

Finds pages titled admin panel under /admin2
Finds Stack Overflow profile pages

Finds dbf files with table definitions

Finds docx files titled with "research”

Finds configuration files via URL pattern (.yaml)
Finds XML files exposing api_secret

Finds pages with keyword in the title

Finds Pastebin posts containing "default password"

Finds .tar backup files on example2.gov
Combines domain and URL keyword filters
Finds pages listing "conference speaker”

Finds magento login page on example1.com
Finds ppt files marked confidential in legal sector
Finds text files containing "login credentials"
Finds pages that link to a domain

Finds Excel files containing "apikey"

Finds .ini configuration files on example3.com
Finds Excel files containing "login credentials"
Finds jsp pages showing "you have an error i
Finds doc files titled with "presentation”
Finds secure login pages under /adminpal
Finds PDF files containing "propriet:

Finds login pages under /ad|
Finds Excel files shared yia Ti

t phrase in body text

ss login pages under /admin_area
inds Word documents containing "private token"
s txt files hosted on .com domains

Finds Keybase profiles listing contact emails
Finds vpn login pages under /dashboard paths
Finds .pdf files shared via Dropbox

Finds user login pages under /admin2 paths
Finds Word documents containing "credentials"
Finds xIs files titled with "press release"

Finds pages titled admin panel under /panel/admin

Finds pptx files titled with "presentation”
Finds .zip backup files on example2.co
Finds ods files titled with "syllabus"

Finds .old backup files on example2.io
Finds pages with keyword in the URL

Finds login pages under /admin1 paths
Finds XML files exposing private_key
Shows Google's cached version of a page
Finds pages that link to a domain

Finds .7z backup files on example2.edu
Finds client login pages under /admincp paths
Finds Pastebin posts containing "tax id"
Finds pages where all words appear in URL
Finds open directories listing .docx files
Finds .log files on example3.com

Finds admin panels under /admin/login.php with logi

Finds .bak backup files on example3.com

Finds webmail login pages under /manager paths
Finds .env files exposing azure_client_secret
Finds .docx files shared via GitLab

Finds joomla login page on example1.info

Finds Pastebin posts containing "staging environme

Finds text files containing "connection string"
Finds "config backup" files of type .gz
Finds sign in pages under /phpmyadmin paths

Finds Pastebin posts containing "connection string"

Finds sql dumps referencing "payments" data
Finds remote login pages under /backend paths

ining "phone numbers"

Sector-specific document discovery on Low
Identify exposed data tables High
Discover exposed .ppt files via director Medium
Locate CMS/admin backend interfaces Medium
Locate public profiles for background r Low
Identify exposed database schema file High
Research research documents in docx Low
Locate exposed app configuration files High
Detect leaked credentials in XML confi High
Identify pages focused on a topic Low
Monitor public paste sites for leaked d: High
Locate backup artifacts on a target dor High
Locate specific URL patterns on a site Low
Map organizational personnel for rese: Low
Locate magento-specific login endpoin Medium
Sector-focused document research: le: Medium

posure of sensitive High
i search Low

spreadsheets High
rs indicating misconfigi Medium

Detect Sensitive data in PDF reports  High
ilter out irrelevant or known sources Low
ocate authentication portals for testint Medium
Locate spreadsheets shared publicly Medium
Map organizational personnel for rese: Low
Detect leaked credentials in XML confi High
Monitor public paste sites for leaked d: High
Search page content for a phrase Low
Detect sensitive data in shared docum High
Locate backup artifacts on a target dor High
Monitor public paste sites for leaked d: High
Sector-specific document discovery on Low
Locate wordpress-specific login endpo Medium
Identify CMS admin backend by platfor Medium
Detect sensitive data in shared docum High
Sector-specific document discovery on Low
Gather public contact info for research Low
Locate authentication portals for testin Medium
Locate pdf files publicly shared on Dro Medium
Locate authentication portals for testiny Medium
Detect sensitive data in shared docum High
Research press release documents in Low
Locate CMS/admin backend interfaces Medium
Research presentation documents in ¢ Low
Locate backup artifacts on a target dor High
Research syllabus documents in ods fi Low
Locate backup artifacts on a target dor High
Locate pages by URL structure Low
Locate authentication portals for testin Medium
Detect leaked credentials in XML confi High
View archived version of a page Low
Backlink and reputation research Low
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Monitor public paste sites for leaked d: High
Narrow URL-based search Low
Discover exposed .docx files via direct Medium
Locate exposed log files on a target dc Medium
Identify exposed administrative interfac Medium
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Detect leaked API credentials High
Locate docx files publicly shared on Gi Medium
Locate joomla-specific login endpoint Medium
Monitor public paste sites for leaked d: High
Detect accidental exposure of sensitive High
Identify categorized backup file expost High
Locate authentication portals for testiny Medium
Monitor public paste sites for leaked d: High
Identify exposed payments records High
Locate authentication portals for testiny Medium
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API Keys & Credentials

Open Directories

Admin Panels

File Discovery

API Keys & Credentials
Advanced Search Operators
Basic Operators

Sensitive Information Exposure
Sensitive Information Exposure
Cloud Storage

Basic Operators

Login Pages

Admin Panels

Backup Files

Admin Panels

Config Files

API Keys & Credentials
Sensitive Information Exposure
Cloud Storage

Basic Operators

Config Files

Database Files

Login Pages

Login Pages

Config Files

Login Pages

Sensitive Information Exposure
File Discovery

File Discovery

API Keys & Credentials

Cloud Storage

Error Messages

Sensitive Information Exposure
Basic Operators

Admin Panels

Bug Bounty / Security Testing
Sensitive Information Exposure
Basic Operators

Backup Files

Cloud Storage

API Keys & Credentials

Login Pages

Advanced Search Operators
API Keys & Credentials

Admin Panels

File Discovery

Sensitive Information Exposure
API Keys & Credentials

API Keys & Credentials
Advanced Search Operators
Login Pages
File Discovery
Cloud Storage
Login Pages
File Discovery
Login Pages
Advanced Search O
File Discovery
Sensitive Information Exposl|
Sensitive Information Exposure
Login Pages

Login Pages

Error Messages

Advanced Search Operators
Backup Files

Login Pages

Login Pages

Admin Panels

Logs & Debug Files

File Discovery

Error Messages

API Keys & Credentials

Login Pages

Login Pages

Backup Files

Admin Panels

File Discovery

Backup Files

intext:"slack_token" filetype:log

intitle:"index of" "logs" -inurl:htm -inurl:html
intitle:"admin panel" inurl:phpmyadmin

filetype:csv intitle:"manual”

intext:"session_secret" filetype:json

inurl:survey filetype:pdf

cache:example1.net

intext:"credentials” filetype:pdf

intext:"proprietary and confidential" filetype:doc
site:pastebin.com intext:"password"
cache:example1.org

site:example1.net inurl:users/sign_in

inurl:admin1 intext:"typo3" intitle:"login"
site:example1.edu filetype:7z

inurl:root intext:"username" intext:"password"
site:example3.edu filetype:env

intext:"client_secret" site:github.com

intext:"stack trace" site:pastebin.com

site:box.com inurl:folder

cache:example2.org

site:example1.edu filetype:config

filetype:sql intext:"members"

intitle:"account login" inurl:secure

site:example1.co inurl:user/login

filetype:xml intext:"password"

inurl:admincp intitle:"account login"

intext:"tax id" filetype:pdf

filetype:csv intext:"legal" intitle:"confidential"
filetype:pptx intext:"manufacturing" intitle:"confidential"
intext:"mailgun_api_key" site:github.com

site:mega.nz inurl:folder
intext:"django debug" filetype:asp
intext:"serial number" filetype:txt
filetype:xIsx

intitle:"admin panel" inurl:admin_login
inurl:/.DS_Store

intext:"cvv" filetype:doc

inurl:technical specification
site:example3.net filetype:rar
site:mega.nz intitle:"confidential”
intext:"paypal_client_id" site:github.col
inurl:admin2 intitle:"signin"
site:example2.co filetype:docx
intext:"github_token" filetype:json
inurl:useradmin intext:"usernal

site:example1.
inurl:admin1 in

“"password"
itle:"employee login"

intitle:"thesis" filetype:docx

filetype:pptx intext:"logistics" intitle:"confidential"
intext:"do not distribute” filetype:log
intext:"stack trace" filetype:log

intitle:"log in" inurl:secure

‘employee login"
intext:"error on line" filetype:jsp

inurl:backend intitl

intitle:"research" filetype:doc

inurl:backup filetype:gz

intitle:"admin login" inurl:secure

inurl:adminpanel intitle:"portal login"
inurl:admin_area intext:"bigcommerce" intitle:"login"
intext:"access_log" filetype:log

filetype:docx intext:"nonprofit" intitle:"confidential”
intext:"sql syntax error" filetype:jsp
intext:"api_secret" filetype:yml

inurl:admin2 intitle:"admin login"

inurl:zphpmyadmin intitle:"remote login"

filetype:tar "weekly backup"

inurl:admin-console intext:"username" intext:"password"
filetype:docx site:.gov

filetype:gz "database backup"

Finds log files exposing slack_token
Finds directory listings related to logs
Finds pages titled admin panel under /phpmyadmin
Finds csv files titled with "manual”

Finds JSON files exposing session_secret
Combines URL keyword and filetype filters

Shows Google's cached version of a page

Finds PDF files containing "credentials"

Finds Word documents containing "proprietary and ¢
Finds Pastebin links containing "password"

Shows Google's cached version of a page

Finds rails login page on example1.net

Finds typo3 login pages under /admin1

Finds .7z backup files on example1.edu

Finds admin panels under /root with login fields
Finds .env configuration files on example3.edu
Finds GitHub repos exposing client_secret

Finds Pastebin posts containing "stack trace"

Finds Box shared folder links

Shows Google's cached version of a page

Finds .config configuration files on example1.edu
Finds SQL dumps referencing "members" table
Finds secure account login pages

Finds drupal login page on example1.co
Finds .xml config files referencing passwords
Finds account login pages under /admincp,
Finds PDF files containing "tax id"
Finds csv files marked confidential inJdegal se

Finds asp pages showi
Finds text files containi

repos exposing paypal_client_id

inds signin pages under /admin2 paths

bines domain and filetype filters

Finds JSON files exposing github_token

Finds admin panels under /useradmin with login fielc
Finds txt files marked confidential in manufacturing ¢
Finds Pastebin posts containing "id_rsa"

Finds pastes exposing secret_key

Finds JSON files exposing slack_token

Combines domain and title keyword filters

Finds member login pages under /admin1 paths
Finds ods files titled with "thesis"

Finds Google Docs links containing "password"
Finds employee login pages under /administrator pa
Finds ods files titled with "presentation”

Finds drupal login page on example1.io

Combines title keyword and filetype filters

Finds pptx files marked confidential in logistics sectc
Finds log files containing "do not distribute”

Finds log files containing "stack trace"

Finds secure log in pages

Finds employee login pages under /backend paths
Finds jsp pages showing "error on line"

Combines title keyword and filetype filters

Finds backup URLs serving .gz files

Finds secure admin login pages

Finds portal login pages under /adminpanel paths
Finds bigcommerce login pages under /admin_area
Finds log files containing "access_log"

Finds docx files marked confidential in nonprofit sec
Finds jsp pages showing "sql syntax error"

Finds YAML files exposing api_secret

Finds admin login pages under /admin2 paths

Finds remote login pages under /phpmyadmin paths
Finds "weekly backup" files of type .tar

Finds admin panels under /admin-console with login
Finds docx files hosted on .gov domains

Finds "database backup" files of type .gz

Google Dorks Cheat Sheet

Detect leaked credentials in log output High
Locate exposed folders excluding norn Medium
Locate CMS/admin backend interfaces Medium
Research manual documents in csv fo Low
Detect leaked credentials in config file« High

Find files under specific URL paths Low
View archived version of a page Low
Detect sensitive data in PDF reports  High

Detect sensitive data in shared docum High
Detect leaked credentials on cloud stol High
View archived version of a page Low
Locate rails-specific login endpoint Medium
Identify CMS admin backend by platfol Medium
Locate backup artifacts on a target dor High
Identify exposed administrative interfac Medium
Locate configuration exposure on a tar High
Detect accidental credential commits High
Monitor public paste sites for leaked d: High

Discover exposed shared folders Medium

ion of a page Low
sure on a tar High
High
on endpoint Medium
login endpoint  Medium
ials in configuration files High
nsitive data in PDF reports  High
cused document research: le. Medium
ector-focused document research: m Medium
High
Medium

etect accidental credential commits
Discover exposed shared folders
Locate app errors indicating misconfigi Medium
Detect accidental exposure of sensitive High
Locate specific document formats
Locate CMS/admin backend interfaces Medium

Low

Identify leaked development metadata Medium
Detect sensitive data in shared docum High
Locate pages by URL structure Low
Locate backup artifacts on a target dor High
Detect improperly shared sensitive file: High
High
Locate authentication portals for testiny Medium

Detect accidental credential commits

Find specific file types on a target site Low
Detect leaked credentials in config files High
Identify exposed administrative interfac Medium
Sector-focused document research: m Medium
Monitor public paste sites for leaked d: High
High
Detect leaked credentials in config file« High

Monitor for leaked credentials online
Locate topic-specific pages on a site  Low
Locate authentication portals for testine Medium
Research thesis documents in ods forr Low
Detect leaked credentials on cloud stol High
Locate authentication portals for testin Medium
Research presentation documents in ¢ Low
Locate drupal-specific login endpoint
Find titled documents of a type

Medium
Low
Sector-focused document research: lo Medium
High
High
Identify secure authentication endpoint Medium

Detect sensitive data leaked in logs
Detect sensitive data leaked in logs

Locate authentication portals for testine Medium
Locate app errors indicating misconfigi Medium
Low

High

Identify secure authentication endpoini Medium
Locate authentication portals for testin Medium
Identify CMS admin backend by platfol Medium
Identify debug information disclosure Medium

Find titled documents of a type
Locate backup files via URL pattern

Sector-focused document research: nc Medium
Locate app errors indicating misconfigi Medium
Detect leaked credentials in YAML con High
Locate authentication portals for testine Medium
Locate authentication portals for testin Medium
Identify categorized backup file expost High
Identify exposed administrative interfac Medium
Sector-specific document discovery on Low
Identify categorized backup file expost High
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2651
2652
2653
2654
2655
2656
2657
2658
2659
2660
2661
2662
2663
2664
2665
2666
2667
2668
2669
2670
2671
2672
2673
2674
2675
2676
2677
2678
2679
2680
2681
2682
2683
2684
2685
2686
2687
2688
2689
2690
2691
2692
2693
2694
2695
2696
2697
2698
2699
2700
2701
2702
2703
2704
2705
2706
2707
2708
2709
2710
2711
2712
2713
2714
2715
2716
2717
2718
2719
2720
2721
2722
2723
2724
2725
2726
2727
2728

API Keys & Credentials

API Keys & Credentials

Email & Contact Discovery
Admin Panels

Backup Files

Sensitive Information Exposure
Sensitive Information Exposure
File Discovery

Config Files

Admin Panels

File Discovery

Backup Files

File Discovery

Login Pages

File Discovery

Backup Files

Admin Panels

File Discovery

File Discovery

Login Pages

API Keys & Credentials

File Discovery

Basic Operators

File Discovery

Login Pages

Cloud Storage

Config Files

Cloud Storage

Open Directories

Sensitive Information Exposure
Admin Panels

API Keys & Credentials
Backup Files

Advanced Search Operators
Admin Panels

Config Files

Login Pages

Basic Operators

Basic Operators

File Discovery

Login Pages

Login Pages

Sensitive Information Exposure
Login Pages

Config Files

Sensitive Information Exposure
Backup Files

Admin Panels

File Discovery

Error Messages

Advanced Search Operators
API Keys & Credentials

File Discovery
Admin Panels
File Discovery
Config Files
Backup Files
Backup Files
Admin Panels
Sensitive Information Exposure
API Keys & Credentials

Config Files

Sensitive Information Exposure
Backup Files

Backup Files

Error Messages

Error Messages

Basic Operators

File Discovery

API Keys & Credentials

Error Messages

Sensitive Information Exposure
Admin Panels

File Discovery

Config Files

Database Files

API Keys & Credentials

Open Directories

intext:"encryption_key" site:gitlab.com
intext:"jwt_secret" filetype:json
site:example2.net intext:"contact us" intext:"email”
inurl:admin2 intext:"drupal" intitle:"login"
filetype:tmp intitle:"backup”
intext:"db_password" filetype:txt
intext:"encryption key" filetype:xls

filetype:ods intext:"military" intitle:"confidential"
site:example1.com filetype:env

intitle:"admin panel" inurl:webmail

filetype:txt intitle:"dissertation"

filetype:zip "system backup"

filetype:ppt intitle:"presentation”

inurl:backend intitle:"admin login"

filetype:odt intext:"hospitality" intitle:"confidential"
site:example3.net filetype:7z

inurl:webmail intext:"username" intext:"password"
filetype:doc intext:"hospitality" intitle:"confidential"
filetype:ods site:.org

inurl:zphpmyadmin intitle:"user login"
intext:"docker_password" site:pastebin.com
filetype:docx intitle:"guide"

filetype:docx

filetype:odt intitle:"syllabus"

inurl:wp-login.php intitle:"secure login"
site:firebaseio.com filetype:pdf "internal use only"
intitle:"docker-compose" OR inurl:"docker-compose"
site:docs.google.com inurl:folder

index of" ".env" -inurl:htm -inurl:html
intext:"cvv" filetype:xls

inurl:admin2 intext:"concrete5" intitle:"login"
intext:"twilio_auth_token" site:pastebin.com
filetype:old "system backup"

login OR "signin" site:example2.gov
inurl:admin intext:"drupal” intitle:"login"
site:example3.edu filetype:yml
site:example1.com inurl:users/sign_in

allintitle:security
intext:"dissertation”
filetype:odt intitle:"survey"
inurl:admin_area intitle:"login"
site:example1.co inurl:admin
intext:"passwd" site:pastebin.com
inurl:administrator intitle:"customer logi
site:example1.edu filetype:yml
intext:"sql dump" filetype:loy

site:example3.com filetyp
inurl:cpanel intext:"uf

intext:"php err
site:example1.

inurl:backup filetype:swp

site:example1.io filetype:7z

inurl:portal intext:"username" intext:"password"
intext:"credit card number" site:pastebin.com
intext:"mailgun_api_key" filetype:log
site:example3.edu filetype:conf
intext:"connection string" filetype:xIs
site:example1.gov filetype:bak
site:example1.edu filetype:old

intext:"odbc driver error" filetype:jsp
intext:"runtime error" filetype:aspx
site:example1.org

filetype:csv intext:"research" intitle:"confidential"
intext:"aws_secret_access_key" filetype:json
intext:"you have an error in your sql syntax” filetype:php
intext:"aws_access_key_id" filetype:doc
inurl:wp-login.php intext:"magento" intitle:"login"
filetype:odt site:.org

site:example1.net filetype:config

filetype:sql intext:"invoices"
intext:"google_api_key" filetype:env
intitle:"index of /clients"

Finds GitLab repos exposing encryption_key
Finds JSON files exposing jwt_secret

Finds contact pages listing email addresses
Finds drupal login pages under /admin2
Finds backup files with .tmp extension

Finds text files containing "db_password"
Finds Excel files containing "encryption key"

Finds ods files marked confidential in military sector

Finds .env configuration files on example1.com
Finds pages titled admin panel under /webmail
Finds txt files titled with "dissertation”

Finds "system backup" files of type .zip

Finds ppt files titled with "presentation"

Finds admin login pages under /backend paths

Google Dorks Cheat Sheet

Detect accidental credential commits ¢ High
Detect leaked credentials in config files High
Collect public contact information Low
Identify CMS admin backend by platfol Medium
Identify exposed backup archives High
Detect accidental exposure of sensitive High
Detect sensitive data in spreadsheets High
Sector-focused document research: m Medium
Locate configuration exposure on a tar High
Locate CMS/admin backend interfaces Medium
Research dissertation documents in tx Low
Identify categorized backup file expost High
Research presentation documents in ¢ Low
Locate authentication portals for testiny Medium

Finds odt files marked confidential in hospitality sect Sector-focused document research: hc Medium

Finds .7z backup files on example3.net

Locate backup artifacts on a target dor High

Finds admin panels under /webmail with login fields Identify exposed administrative interfac Medium

Finds doc files marked confidential in hospitality sec Sector-focused document research: hc Medium

Finds ods files hosted on .org domains

Finds user login pages under /phpmyadmin paths

Finds pastes exposing docker_password
Finds docx files titled with "guide”

Finds files of a specific type across the web
Finds odt files titled with "syllabus"

Finds secure login pages under /wp-login.php,
Finds internal-use PDFs on Firebase
Finds files related to "docker-compose”
Finds Google Docs shared folder link
Finds directory listings related tg
Finds Excel files containing "c

example1.com
rds appear in title

Finds login pages under /admin_area paths
inds magento login page on example1.co

s Pastebin posts containing "passwd"

Sector-specific document discovery on Low

n portals for testini Medium
tials online  High
in docx for Low
ormats Low

| public sharing of inte High
ommon configuration file expc High
exposed shared folders Medium
ocate exposed folders excluding norn High
etect sensitive data in spreadsheets High
Identify CMS admin backend by platfor Medium
Monitor for leaked credentials online  High
Identify categorized backup file expost High
Broaden search across synonyms Low
Identify CMS admin backend by platfol Medium
Locate configuration exposure on a tar High

Locate rails-specific login endpoint Medium
Narrow title-based search Low
Search page content for a phrase Low

Research survey documents in odt fori Low
Locate authentication portals for testin Medium
Locate magento-specific login endpoin Medium
Monitor public paste sites for leaked d: High

Finds customer login pages under /administrator pat Locate authentication portals for testini Medium

Finds .yml configuration files on example1.edu
Finds log files containing "sql dump"

Finds .old backup files on example3.com
Finds umbraco login pages under /cpanel

Finds doc files marked confidential in banking sectol

Finds php pages showing "php error"
Domain search excluding a URL pattern
Finds GitLab repos exposing heroku_api_key
Finds csv files hosted on .com domains

Finds admin panels under /panel/admin with login fi¢
Finds pdf files marked confidential in banking sector

Finds .yml configuration files on example1.net
Finds backup URLs serving .swp files

Finds .7z backup files on example1.io

Finds admin panels under /portal with login fields

Finds Pastebin posts containing "credit card numbetr

Finds log files exposing mailgun_api_key
Finds .conf configuration files on example3.edu
Finds Excel files containing "connection string"
Finds .bak backup files on example1.gov

Finds .old backup files on example1.edu

Finds jsp pages showing "odbc driver error"
Finds aspx pages showing "runtime error"
Restricts results to a specific domain

Locate configuration exposure on a tar High
Detect sensitive data leaked in logs ~ High
Locate backup artifacts on a target dor High
Identify CMS admin backend by platfol Medium
Sector-focused document research: be Medium
Locate app errors indicating misconfigi Medium
Refine results by excluding noise Low
Detect accidental credential commits ¢ High
Sector-specific document discovery on Low
Identify exposed administrative interfac Medium
Sector-focused document research: bz Medium
Locate configuration exposure on a tar High
Locate backup files via URL pattern  High
Locate backup artifacts on a target dor High
Identify exposed administrative interfac Medium
Monitor public paste sites for leaked d: High
Detect leaked credentials in log output High
Locate configuration exposure on a tar High
Detect sensitive data in spreadsheets High
Locate backup artifacts on a target dor High
Locate backup artifacts on a target dor High
Locate app errors indicating misconfigi Medium
Locate app errors indicating misconfigi Medium
Scope reconnaissance to a target dom Low

Finds csv files marked confidential in research sectc Sector-focused document research: re Medium

Finds JSON files exposing aws_secret_access_key Detect leaked credentials in config files High

Finds php pages showing "you have an error in youl Locate app errors indicating misconfigi Medium

Finds Word documents containing "aws_access_ke: Detect sensitive data in shared docum High

Finds magento login pages under /wp-login.php
Finds odt files hosted on .org domains

Finds .config configuration files on example1.net
Finds sql dumps referencing "invoices" data
Finds .env files exposing google_api_key

Finds open directory listing: index of /clients

Identify CMS admin backend by platfor Medium
Sector-specific document discovery on Low
Locate configuration exposure on a tar High
Identify exposed invoices records High
Detect leaked API credentials High
Discover exposed file listings on web s Medium

35
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2729
2730
2731
2732
2733
2734
2735
2736
2737
2738
2739
2740
2741
2742
2743
2744
2745
2746
2747
2748
2749
2750
2751
2752
2753
2754
2755
2756
2757
2758
2759
2760
2761
2762
2763
2764
2765
2766
2767
2768
2769
2770
2771
2772
2773
2774
2775
2776
2777
2778
2779
2780
2781
2782
2783
2784
2785
2786
2787
2788
2789
2790
2791
2792
2793
2794
2795
2796
2797
2798
2799
2800
2801
2802
2803
2804
2805
2806

File Discovery

File Discovery

Error Messages

API Keys & Credentials
Sensitive Information Exposure
API Keys & Credentials
Backup Files

Sensitive Information Exposure
Email & Contact Discovery
Error Messages

File Discovery

Login Pages

Sensitive Information Exposure
Admin Panels

Sensitive Information Exposure
API Keys & Credentials
Advanced Search Operators
Database Files

OSINT Queries

Open Directories

Database Files

File Discovery

File Discovery

Basic Operators

Database Files

Basic Operators

Login Pages

Open Directories

Sensitive Information Exposure
Cloud Storage

File Discovery

File Discovery

Admin Panels

Database Files

Backup Files

Sensitive Information Exposure
Database Files

Sensitive Information Exposure
File Discovery

Basic Operators

Backup Files

Sensitive Information Exposure
Open Directories

Login Pages

Backup Files

Basic Operators

Sensitive Information Exposure
Config Files

Cloud Storage

Email & Contact Discovery

API Keys & Credentials
Sensitive Information Exposure
Error Messages
Cloud Storage

Error Messages
Sensitive Information
Cloud Storage
Open Directories
API Keys & Credentials
Basic Operators

Login Pages

Login Pages

Error Messages
Sensitive Information Exposure
Admin Panels

Login Pages

Login Pages

Admin Panels

Basic Operators

Cloud Storage

File Discovery

File Discovery

Open Directories

Login Pages

Backup Files

API Keys & Credentials
Sensitive Information Exposure
Open Directories

filetype:pptx intitle:"proposal”

filetype:odt intext:"government" intitle:"confidential"
intext:"exception in thread"
intext:"api_secret" site:github.com
intext:"email list" filetype:log
intext:"auth_token" site:github.com
site:example1.net filetype:rar
intext:"password" filetype:txt
site:example2.io intitle:"staff directory"
intext:"asp.net error" filetype:jsp
filetype:ppt intitle:"technical specification"
site:example2.org inurl:users/sign_in
intext:"access_token" filetype:log
inurl:cpanel intext:"typo3" intitle:"login"
intext:"wp-config" site:pastebin.com
intext:"session_secret" filetype:xml
password OR "passwd" site:example1.com
filetype:mdb intext:"insert into"
site:tiktok.com intitle:"profile”

intitle:"index of" "public" -inurl:htm -inurl:html
filetype:db intext:"inventory"

filetype:pptx intext:"energy" intitle:"confidential"
filetype:docx intext:"banking" intitle:"confidential"
site:example1.co

filetype:sql intext:"employees"

allintitle:survey

inurl:wp-admin intitle:"vpn login"

intitle:"index of" "invoices" -inurl:htm -inurl:html
intext:"database dump" filetype:doc
site:dropbox.com inurl:folder

filetype:xIsx intitle:"whitepaper"

filetype:pdf intext:"insurance" intitle:"confidential"
inurl:admin intext:"wordpress" intitle:"login"
filetype:sql intext:"orders"
site:example3.edu filetype:old
intext:"token=" site:pastebin.com
filetype:accdb intext:"create table”
intext:"secret key" filetype:pdf
filetype:docx intitle:"syllabus”
link:example1.info
site:example2.co filetype:gz
intext:"jdbc:mysql" filetype:xls
intitle:"index of" "backup"
inurl:adminpanel intitle:"intranet login"
site:example2.org filetype:tar
cache:example1.gov

intext:"ssh private key" file :tx
site:example1.co filetype:en

filetype:csv int

site:notion.site inurl:folder
intitle:"index of ftp"
intext:"docker_password" filetype:yml
intext:"case study"

inurl:manager intitle:"account login"
inurl:administrator intitle:"staff login"
intext:"access denied for user" filetype:jsp
intext:"tax id" filetype:log

intitle:"admin panel" inurl:wp-admin
inurl:admin2 intitle:"login"

inurl:phpmyadmin intitle:"account login"
intitle:"admin panel" inurl:admin/login.php
link:example2.org

site:drive.google.com filetype:pdf "internal use only"
filetype:docx intitle:"case study”

filetype:docx site:.io

intitle:"index of" "sqlite”

inurl:zphpmyadmin intitle:"admin login"
site:example2.co filetype:7z
intext:"consumer_secret" filetype:env
intext:"oauth token" filetype:log

intitle:"index of" "private" -inurl:htm -inurl:html

Finds pptx files titled with "proposal”

Google Dorks Cheat Sheet

Research proposal documents in pptx Low

Finds odt files marked confidential in government se Sector-focused document research: g¢ Medium

Finds pages displaying: exception in thread
Finds GitHub repos exposing api_secret
Finds log files containing "email list"

Finds GitHub repos exposing auth_token
Finds .rar backup files on example1.net
Finds text files containing "password"

Finds staff directory pages

Finds jsp pages showing "asp.net error"
Finds ppt files titled with "technical specification”
Finds rails login page on example2.org
Finds log files containing "access_token"
Finds typo3 login pages under /cpanel
Finds Pastebin posts containing "wp-config"
Finds XML files exposing session_secret

Finds pages matching either keyword on a domain

Finds mdb files containing SQL insert statements
Finds TikTok profile pages

Finds directory listings related to public

Finds db dumps referencing "inventory" data

Finds docx files marked confidential in banking sect(

Restricts results to a specific domain
Finds SQL dumps referencing "employees" tal
Finds pages where all words appear in title
Finds vpn login pages under /wp-admin p
Finds directory listings related to inyoi

Finds pdf files marked
Finds wordpress,

up files on example2.co
inds Excel files containing "jdbc:mysql"
s open directories listing .backup files

Finds intranet login pages under /adminpanel paths

Finds .tar backup files on example2.org
Shows Google's cached version of a page
Finds text files containing "ssh private key"
Finds .env configuration files on example1.co
Finds Firebase shared folder links

Finds CSV files labeled "distribution list"

Finds YAML files exposing aws_secret_access_key

Finds log files containing "license key"

Finds asp pages showing "fatal error"

Finds .csv files shared via Dropbox

Finds pages displaying: fatal error

Finds text files containing "smtp password"

Finds Notion shared folder links

Finds open directory listing: index of ftp

Finds YAML files exposing docker_password
Finds pages containing exact phrase in body text
Finds account login pages under /manager paths
Finds staff login pages under /administrator paths
Finds jsp pages showing "access denied for user"
Finds log files containing "tax id"

Finds pages titled admin panel under /wp-admin
Finds login pages under /admin2 paths

Identify misconfigured or vulnerable ap Medium
Detect accidental credential commits High
Detect sensitive data leaked in logs  High
Detect accidental credential commits High
Locate backup artifacts on a target dor High
Detect accidental exposure of sensitive High
Locate organizational contact listings Low
Locate app errors indicating misconfigi Medium
Research technical specification docur Low
Locate rails-specific login endpoint
Detect sensitive data leaked in logs ~ High
Identify CMS admin backend by platfor Medium
Monitor public paste sites for leaked d: High

Medium

Detect leaked credentials in XML confi High
Broaden search across synonyms Low
Identify exposed database dumps High
Locate public profiles for background r Low

ers excluding norn Medium
records High
search: er Medium
esearch: b Medium
to a target dom Low
data tables High
Low

Locate €xposed folders excluding norn Medium
etect sensitive data in shared docum High
iscover exposed shared folders Medium

Research whitepaper documents in xls Low

e sect Sector-focused document research: in: Medium

Identify CMS admin backend by platfor Medium
Identify exposed data tables High
Locate backup artifacts on a target dor High
Monitor public paste sites for leaked d: High
Identify exposed database schema file High
Detect sensitive data in PDF reports  High
Research syllabus documents in docx Low
Backlink and reputation research Low
Locate backup artifacts on a target dor High
Detect sensitive data in spreadsheets High
Discover exposed .backup files via dire Medium
Locate authentication portals for testiny Medium
Locate backup artifacts on a target dor High
View archived version of a page Low
Detect accidental exposure of sensitive High
Locate configuration exposure on a tar High
Discover exposed shared folders Medium
Detect exposed bulk email lists High
Detect leaked credentials in YAML con High
Detect sensitive data leaked in logs  High
Locate app errors indicating misconfigi Medium
Locate csv files publicly shared on Dro Medium
Identify misconfigured or vulnerable ap Medium
Detect accidental exposure of sensitive High
Discover exposed shared folders Medium
Discover exposed file listings on web s Medium
Detect leaked credentials in YAML con High
Search page content for a phrase Low
Locate authentication portals for testin Medium
Locate authentication portals for testine Medium
Locate app errors indicating misconfigi Medium
Detect sensitive data leaked inlogs ~ High
Locate CMS/admin backend interfaces Medium
Locate authentication portals for testin Medium

Finds account login pages under /phpmyadmin path Locate authentication portals for testini Medium
Finds pages titled admin panel under /admin/login.p Locate CMS/admin backend interfaces Medium

Finds pages that link to a domain

Finds internal-use PDFs on Google Drive
Finds docx files titled with "case study"
Finds docx files hosted on .io domains
Finds open directories listing .sqlite files

Finds admin login pages under /phpmyadmin paths

Finds .7z backup files on example2.co
Finds .env files exposing consumer_secret
Finds log files containing "oauth token"
Finds directory listings related to private

Backlink and reputation research Low
Detect accidental public sharing of inte High
Research case study documents in do Low
Sector-specific document discovery on Low
Discover exposed .sqlite files via direc Medium
Locate authentication portals for testin Medium
Locate backup artifacts on a target dor High
Detect leaked API credentials High
Detect sensitive data leaked in logs  High
Locate exposed folders excluding norn Medium
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2809
2810
2811
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2822
2823
2824
2825
2826
2827
2828
2829
2830
2831
2832
2833
2834
2835
2836
2837
2838
2839
2840
2841
2842
2843
2844
2845
2846
2847
2848
2849
2850
2851
2852
2853
2854
2855
2856
2857
2858
2859
2860
2861
2862
2863
2864
2865
2866
2867
2868
2869
2870
2871
2872
2873
2874
2875
2876
2877
2878
2879
2880
2881
2882
2883
2884

Basic Operators
API Keys & Credentials
File Discovery
File Discovery
Login Pages
File Discovery
Admin Panels
Config Files
File Discovery
OSINT Queries
File Discovery
Database Files
Login Pages
Database Files
Login Pages
OSINT Queries
Basic Operators
OSINT Queries
Error Messages
Basic Operators
File Discovery
Database Files
File Discovery
File Discovery

Sensitive Information Exposure

OSINT Queries

Basic Operators

File Discovery

File Discovery

Backup Files

Config Files

Logs & Debug Files
Basic Operators

File Discovery

API Keys & Credentials
File Discovery

Backup Files

Open Directories

Login Pages

API Keys & Credentials
File Discovery

Sensitive Information Exposure

Basic Operators
Basic Operators
Error Messages
Config Files
Admin Panels

Advanced Search Operators

Basic Operators
Login Pages
Logs & Debug Files

Email & Contact Discovery

Login Pages
Admin Panels
Backup Files

Login Pages
Sensitive Informatiol
Login Pages

Sensitive Information Exposu

Error Messages

Login Pages

Cloud Storage

Login Pages

File Discovery

File Discovery

Cloud Storage

File Discovery

File Discovery

API Keys & Credentials
Error Messages

File Discovery
Database Files

Basic Operators

File Discovery

API Keys & Credentials
Admin Panels

Error Messages
Backup Files

intext:"annual report"
intext:"consumer_secret" site:github.com
filetype:ods site:.co

filetype:xlsx site:.net

inurl:wp-login.php intitle:"customer login"
filetype:pdf site:.net

inurl:cpanel intext:"prestashop" intitle:"login"
site:example1.edu filetype:ini

filetype:ods intext:"retail" intitle:"confidential"
site:linkedin.com "resume” OR "cv"
filetype:doc intitle:"proposal”

filetype:sql intext:"messages"
inurl:administrator intitle:"webmail login"
filetype:accdb intext:"products”
inurl:admin_area intitle:"sign in"
site:github.com intext:"phone number"
link:example2.co

site:tiktok.com intext:"phone number”
intext:"fatal error: uncaught exception” filetype:php
allintitle:whitepaper

filetype:pptx intitle:"case study”

filetype:sql "password"

filetype:odt intitle:"dissertation"

filetype:rtf intext:"technology" intitle:"confidential"

intext:"ftp password" filetype:doc
site:keybase.io "resume” OR "cv"
related:example3.net

filetype:csv intext:"government” intitle:"confidential”
filetype:odt intitle:"technical specification”
site:example1.gov filetype:tar

site:example2.com filetype:yml

site:example2.info filetype:log

intitle:whitepaper

filetype:ods intext:"nonprofit" intitle:"confidential”
intext:"encryption_key" filetype:json

filetype:rtf intext:"energy" intitle:"confidential”
inurl:backup filetype:tar.gz

intitle:"index of" "xIs"
inurl:admin2 intitle:"intranet login"
intext:"apikey" filetype:log
filetype:txt intitle:"manual”
intext:"client_secret" filetype:log
site:example2.co

allintitle:case study

intext:"sql syntax error” filetype;

site:example2.org filetype:ini

inurl:wp-admin;
site:example3..

intext:"secret key" filetype:txt
inurl:admin2 intitle:"sign in"
intext:"serial number" filetype:xls
intext:"stack trace" filetype:aspx
intitle:"member login" inurl:secure
site:blob.core.windows.net filetype:docx
site:example.io inurl:wp-login.php
filetype:docx intitle:"budget”
filetype:xIsx intitle:"research”
site:mega.nz filetype:csv

filetype:txt intitle:"technical specification
filetype:doc intitle:"syllabus"
intext:"encryption_key" filetype:log
intext:"asp.net error"

filetype:odt intext:"military” intitle:"confidential"
filetype:db intext:"invoices"

filetype:php

filetype:xIsx intext:"insurance" intitle:"confidential"
intext:"sendgrid_api_key" site:gitlab.com
inurl:admincp intext:"drupal” intitle:"login"
intext:"supplied argument is not a valid" filetype:aspx
site:example2.net filetype:rar

Finds pages containing exact phrase in body text
Finds GitHub repos exposing consumer_secret
Finds ods files hosted on .co domains

Finds xIsx files hosted on .net domains

Google Dorks Cheat Sheet

Search page content for a phrase Low
Detect accidental credential commits High
Sector-specific document discovery on Low
Sector-specific document discovery on Low

Finds customer login pages under /wp-login.php pat Locate authentication portals for testine Medium

Finds pdf files hosted on .net domains

Finds prestashop login pages under /cpanel
Finds .ini configuration files on example1.edu
Finds ods files marked confidential in retail sector
Finds resumes/CVs shared on LinkedIn

Finds doc files titled with "proposal”

Finds sql dumps referencing "messages" data

Sector-specific document discovery on Low
Identify CMS admin backend by platfor Medium
Locate configuration exposure on a tar High
Sector-focused document research: re Medium
Research professional background infc Low
Research proposal documents in doc 1 Low
Identify exposed messages records  High

Finds webmail login pages under /administrator patt Locate authentication portals for testin: Medium

Finds accdb dumps referencing "products" data
Finds sign in pages under /admin_area paths
Finds GitHub pages listing phone numbers
Finds pages that link to a domain

Finds TikTok pages listing phone numbers

Identify exposed products records High
Locate authentication portals for testin Medium
Locate publicly shared contact number Medium
Backlink and reputation research Low
Locate publicly shared contact number Medium

Finds php pages showing "fatal error: uncaught exc¢ Locate app errors indicating misconfigi Medium

Finds pages where all words appear in title
Finds pptx files titled with "case study"
Finds sql files referencing passwords
Finds odt files titled with "dissertation"

Finds rtf files marked confidential in technology sec

Finds Word documents containing "ftp passw:
Finds resumes/CVs shared on Keybase
Finds sites related to a given domain

Finds txt fileS'titled with "manual”

inds log files containing "client_secret"
tricts results to a specific domain

Finds pages where all words appear in title
Finds asp pages showing "sqgl syntax error"
Finds .ini configuration files on example2.org
Finds sitecore login pages under /admin1
Triple filter: domain, content, filetype

Finds pages where all words appear in URL

Finds webmail login pages under /wp-admin paths

Finds .log files on example3.org

Finds contact pages listing email addresses
Finds system login pages under /admin paths
Finds sitecore login pages under /admin_area
Finds .gz backup files on example1.net

Finds log in pages under /wp-admin paths
Finds text files containing "secret key"

Finds sign in pages under /admin2 paths

Finds Excel files containing "serial number"
Finds aspx pages showing "stack trace"

Finds secure member login pages

Finds .docx files shared via Azure Blob Storage
Finds wordpress login page on example1.io
Finds docx files titled with "budget”

Finds xIsx files titled with "research”

Finds .csv files shared via Mega

Finds txt files titled with "technical specification”
Finds doc files titled with "syllabus"

Finds log files exposing encryption_key

Finds pages displaying: asp.net error

Finds odt files marked confidential in military sector

Finds db dumps referencing "invoices" data
Finds files of a specific type across the web

Finds xIsx files marked confidential in insurance sec

Finds GitLab repos exposing sendgrid_api_key
Finds drupal login pages under /admincp

in databas¢ High
ments in o¢ Low

sional background infc Low
similar or competitor sites Low
cused document research: gc Medium
esearch technical specification docur Low
ocate backup artifacts on a target dor High
Locate configuration exposure on a tar High
Locate exposed log files on a target dc Medium
Identify pages focused on a topic Low

onprofit sectc Sector-focused document research: nc Medium

Detect leaked credentials in config files High
Sector-focused document research: er Medium
Locate backup files via URL pattern  High
Discover exposed .xIs files via director Medium
Locate authentication portals for testin Medium
Detect leaked credentials in log output High
Research manual documents in txt fori Low
Detect sensitive data leaked inlogs ~ High
Scope reconnaissance to a target dom Low
Narrow title-based search Low
Locate app errors indicating misconfigi Medium
Locate configuration exposure on a tar High
Identify CMS admin backend by platfo Medium
Highly targeted document search Low
Narrow URL-based search Low
Locate authentication portals for testin Medium
Locate exposed log files on a target dc Medium
Collect public contact information Low
Locate authentication portals for testiny Medium
Identify CMS admin backend by platfor Medium
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Detect accidental exposure of sensitive High
Locate authentication portals for testiny Medium
Detect sensitive data in spreadsheets High
Locate app errors indicating misconfigi Medium
Identify secure authentication endpoint Medium
Locate docx files publicly shared on Az Medium
Locate wordpress-specific login endpo Medium
Research budget documents in docx fc Low
Research research documents in xlsx Low
Locate csv files publicly shared on Me{ Medium
Research technical specification docur Low
Research syllabus documents in doc fi Low
Detect leaked credentials in log output High
Identify misconfigured or vulnerable ap Medium
Sector-focused document research: m Medium
Identify exposed invoices records High
Locate specific document formats Low
Sector-focused document research: in: Medium
Detect accidental credential commits ¢ High
Identify CMS admin backend by platfor Medium

Finds aspx pages showing "supplied argument is no Locate app errors indicating misconfigi Medium

Finds .rar backup files on example2.net

Locate backup artifacts on a target dor High
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2899
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2906
2907
2908
2909
2910
2911
2912
2913
2914
2915
2916
2917
2918
2919
2920
2921
2922
2923
2924
2925
2926
2927
2928
2929
2930
2931
2932
2933
2934
2935
2936
2937
2938
2939
2940
2941
2942
2943
2944
2945
2946
2047
2948
2949
2950
2951
2952
2953
2954
2955
2956
2957
2958
2959
2960
2961
2962

File Discovery

Config Files

File Discovery

Error Messages

OSINT Queries

Login Pages

Advanced Search Operators
Sensitive Information Exposure
File Discovery

Config Files

Email & Contact Discovery
Login Pages

File Discovery

Advanced Search Operators
File Discovery

Sensitive Information Exposure
Admin Panels

Admin Panels

Basic Operators

Advanced Search Operators
Backup Files

Admin Panels

Error Messages

API Keys & Credentials

Login Pages

File Discovery

Cloud Storage

Login Pages

Login Pages

Sensitive Information Exposure
Database Files

Login Pages

Login Pages

Sensitive Information Exposure
File Discovery

Sensitive Information Exposure
Login Pages

API Keys & Credentials

API Keys & Credentials
Advanced Search Operators
Admin Panels

Basic Operators

Sensitive Information Exposure
Sensitive Information Exposure
Login Pages

Sensitive Information Exposure
File Discovery

API Keys & Credentials

Login Pages

Database Files

Advanced Search Operators
Sensitive Information Exposure
Advanced Search Operators
Open Directories

Advanced Search Operaj

Email & Contact Disg;

Basic Operators

File Discovery

File Discovery

Email & Contact Discovery
Admin Panels

Sensitive Information Exposure
Basic Operators

Basic Operators

Sensitive Information Exposure
Advanced Search Operators
File Discovery

Sensitive Information Exposure
Basic Operators

Login Pages

Error Messages

Open Directories

File Discovery

Config Files

Backup Files

API Keys & Credentials

File Discovery

Backup Files

filetype:txt intext:"nonprofit" intitle:"confidential"
site:example3.com filetype:yml

filetype:doc site:.info

intext:"error on line" filetype:php
site:keybase.io intext:"phone number"
inurl:cpanel intitle:"secure login"
site:example2.net inurl:proposal
intext:"routing number" filetype:log
filetype:txt intitle:"case study"
site:example1.org filetype:xml
site:example2.edu filetype:vcf

inurl:admincp intitle:"member login"
filetype:pptx intext:"insurance" intitle:"confidential"
contract OR "agreement" site:example2.co
filetype:pdf intitle:"user manual"
intext:"passwd" filetype:xls
inurl:administrator intext:"typo3" intitle:"login"
intitle:"admin panel" inurl:adminpanel
intitle:research

resume OR "cv" site:example2.edu
site:example2.info filetype:backup

inurl:administrator intext:"username" intext:"password"

intext:"asp.net error" filetype:asp
intext:"private_key" filetype:yml
site:example1.net inurl:admin

filetype:txt intitle:"guide”

site:gitlab.com filetype:pdf "internal use only"
inurl:admin2 intitle:"system login"
inurl:administrator intitle:"portal login"
intext:"access_token" site:pastebin.com
filetype:db intext:"messages”
inurl:phpmyadmin intitle:"log in"

inurl:admincp intitle:"intranet login"
intext:"aws_access_key_id" site:pastebin.com
filetype:xls intext:"finance" intitle:"confidential"
intext:"api_key" filetype:xls
site:example2.org inurl:user/login
intext:"azure_client_secret" filetype:xml
intext:"mailgun_api_key" site:pastebin.com
inurl:manual filetype:xlsx
inurl:adminpanel intext:"prestashop" i
link:example2.io
intext:"backup password" filetype:x!
intext:"phone numbers" filetype:pdf
inurl:admincp intitle:"admin logi
intext:"aws_secret_access
filetype:ppt intitle:"report"

allintext:"dissertation"

filetype:doc site:.io

filetype:xlsx intext:"hospitality" intitle:"confidential"
site:example1.info intitle:"staff directory”

inurl:admin_login intext:"username" intext:"password"

intext:"id_rsa" filetype:pdf

allinurl:survey

allintext:"press release"

intext:"access_token" filetype:txt
site:example2.com filetype:csv

filetype:txt intext:"insurance" intitle:"confidential"
intext:"email list" filetype:xls

allintext:"training"

inurl:admin1 intitle:"user login"

intext:"exception in thread" filetype:jsp
intitle:"index of /invoices"

filetype:pdf site:.edu

filetype:ini intext:"password"

site:example3.net filetype:tar

intext:"jwt_secret" filetype:yml|

filetype:odt intext:"manufacturing” intitle:"confidential"
site:example.info filetype:backup

Finds txt files marked confidential in nonprofit sector
Finds .yml configuration files on example3.com
Finds doc files hosted on .info domains

Finds php pages showing "error on line"

Finds Keybase pages listing phone numbers

Finds secure login pages under /cpanel paths
Combines domain and URL keyword filters

Finds log files containing "routing number"

Finds txt files titled with "case study"

Finds .xml configuration files on example1.org
Finds vCard contact files

Finds member login pages under /admincp paths
Finds pptx files marked confidential in insurance sec
Finds pages matching either keyword on a domain
Finds pdf files titled with "user manual"

Finds Excel files containing "passwd"

Finds typo3 login pages under /administrator

Finds pages titled admin panel under /adminpanel
Finds pages with keyword in the title

Finds pages matching either keyword on a domain
Finds .backup backup files on example2.info

Finds admin panels under /administrator with login fi
Finds asp pages showing "asp.net error"
Finds YAML files exposing private_key
Finds magento login page on example1.net
Finds txt files titled with "guide”
Finds internal-use PDFs on GitLab

Finds log in pages und
Finds intranet login pags

op login pages under /adminpanel
inds pages that link to a domain

s Excel files containing "backup password"
Finds PDF files containing "phone numbers"

Finds admin login pages under /admincp paths
Finds Excel files containing "aws_secret_access_ke
Finds ppt files titled with "report"

Finds pastes exposing access_token

Finds customer login pages under /admincp paths
Finds sqlite dumps referencing "reservations" data
Combines domain and URL keyword filters

Finds PDF files containing "backup password"
Combines domain and URL keyword filters

Finds open directory listing: index of /archive
Combines title keyword and filetype filters

Finds staff directory pages

Finds pages where all words appear in text

Finds doc files hosted on .io domains

Finds xIsx files marked confidential in hospitality sec
Finds staff directory pages

Finds admin panels under /admin_login with login fi¢
Finds PDF files containing "id_rsa"

Finds pages where all words appear in URL

Finds pages where all words appear in text

Finds text files containing "access_token"
Combines domain and filetype filters

Finds txt files marked confidential in insurance sectc
Finds Excel files containing "email list"

Finds pages where all words appear in text

Finds user login pages under /admin1 paths

Finds jsp pages showing "exception in thread"
Finds open directory listing: index of /invoices

Finds pdf files hosted on .edu domains

Finds .ini config files referencing passwords

Finds .tar backup files on example3.net

Finds YAML files exposing jwt_secret

Finds odt files marked confidential in manufacturing
Finds .backup backup files on example1.info

Google Dorks Cheat Sheet

Sector-focused document research: nc Medium
Locate configuration exposure on a tar High
Sector-specific document discovery on Low
Locate app errors indicating misconfigi Medium
Locate publicly shared contact number Medium
Locate authentication portals for testin Medium
Locate specific URL patterns on a site Low
Detect sensitive data leaked in logs  High
Research case study documents in txt Low
Locate configuration exposure on a tar High
Identify exposed contact card files Medium
Locate authentication portals for testiny Medium
Sector-focused document research: in: Medium
Broaden search across synonyms Low
Research user manual documents in  Low
Detect sensitive data in spreadsheets High
Identify CMS admin backend by platfol Medium
Locate CMS/admin backend interfaces Medium
Identify pages focused on a topic Low

Broaden se; 0SS synonyms Low
a target dor High

Identify e

Is in YAML con High
-specific login endpoin Medium

Locate ‘authentication portals for testin Medium
ocate authentication portals for testint Medium
lonitor public paste sites for leaked d: High
Identify exposed messages records  High
Locate authentication portals for testin Medium
Locate authentication portals for testiny Medium
Monitor public paste sites for leaked d: High

Detect sensitive data in spreadsheets High
Locate drupal-specific login endpoint  Medium
Detect leaked credentials in XML confi High
Monitor for leaked credentials online  High
Find files under specific URL paths Low
Identify CMS admin backend by platfor Medium
Backlink and reputation research Low
Detect sensitive data in spreadsheets High
Detect sensitive data in PDF reports  High
Locate authentication portals for testin Medium
Detect sensitive data in spreadsheets High
Research report documents in ppt forn Low
Monitor for leaked credentials online  High
Locate authentication portals for testiny Medium
Identify exposed reservations records High
Locate specific URL patterns on a site Low
Detect sensitive data in PDF reports  High
Locate specific URL patterns on a site Low
Discover exposed file listings on web s Medium

Find titled documents of a type Low
Locate organizational contact listings Low
Narrow content-based search Low

Sector-specific document discovery on Low
Sector-focused document research: hc Medium
Locate organizational contact listings Low
Identify exposed administrative interfac Medium
Detect sensitive data in PDF reports  High
Narrow URL-based search Low
Narrow content-based search Low
Detect accidental exposure of sensitive High
Find specific file types on a target site Low
Sector-focused document research: in: Medium
Detect sensitive data in spreadsheets High
Narrow content-based search Low
Locate authentication portals for testin Medium
Locate app errors indicating misconfigi Medium
Discover exposed file listings on web s Medium
Sector-specific document discovery on Low
Detect credentials in configuration files High
Locate backup artifacts on a target dor High
Detect leaked credentials in YAML con High
Sector-focused document research: m Medium
Locate backup artifacts on a target dor High
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2963
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2992
2993
2994
2995
2996
2997
2998
2999
3000
3001
3002
3003
3004
3005
3006
3007
3008
3009
3010
3011
3012
3013
3014
3015
3016
3017
3018
3019
3020
3021
3022
3023
3024
3025
3026
3027
3028
3029
3030
3031
3032
3033
3034
3035
3036
3037
3038
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3040

API Keys & Credentials

Error Messages

Backup Files

Login Pages

Cloud Storage

Basic Operators

Bug Bounty / Security Testing
File Discovery

Basic Operators

API Keys & Credentials

Login Pages

Logs & Debug Files

Config Files

API Keys & Credentials

File Discovery

Login Pages

Advanced Search Operators
Basic Operators

File Discovery

API Keys & Credentials

Basic Operators

File Discovery

File Discovery

Backup Files

Advanced Search Operators
Login Pages

Admin Panels

Config Files

Open Directories

Email & Contact Discovery
File Discovery

Backup Files

Cloud Storage

Config Files

Open Directories

Login Pages

File Discovery

Sensitive Information Exposure
Config Files

API Keys & Credentials
Advanced Search Operators
File Discovery

API Keys & Credentials
API Keys & Credentials
Database Files

Basic Operators

Login Pages

Admin Panels

API Keys & Credentials
API Keys & Credentials
OSINT Queries
Database Files

API Keys & Credentials
File Discovery
Advanced Search Operaj
Open Directories
API Keys & Credenti
Admin Panels
Login Pages
Admin Panels
Sensitive Information Exposure
Sensitive Information Exposure
Config Files

File Discovery

Config Files

Login Pages

Config Files

Database Files

Error Messages

Login Pages

File Discovery

Config Files

Sensitive Information Exposure
Basic Operators

Advanced Search Operators
Login Pages

Advanced Search Operators
Admin Panels

intext:"heroku_api_key" site:github.com
intext:"error on line" filetype:asp
filetype:zip "config backup”
inurl:admin1 intitle:"system login"
site:sharepoint.com filetype:xisx
site:example2.com

inurl:/.git/config

filetype:ppt site:.edu
allintext:"conference"

intext:"apikey" filetype:env
inurl:admin_area intitle:"member login"
filetype:logs intext:"error"

inurl:config filetype:conf
intext:"aws_secret_access_key" site:github.com
filetype:pptx site:.net

inurl:wp-admin intitle:"customer login"

site:example1.co intext:"presentation” filetype:pptx

intitle:conference

filetype:txt intext:"healthcare" intitle:"confidential"
intext:"firebase_apikey" filetype:yml
allinurl:thesis

filetype:pdf intitle:"proposal"

filetype:rtf intext:"legal” intitle:"confidential"
inurl:backup filetype:orig

budget -site:example1.info

inurl:admincp intitle:"webmail login"

inurl:manager intext:"username" intext:"password"

site:example2.gov filetype:env

intitle:"index of /music"

site:example1.gov intext:"@" intext:"phone”
filetype:rtf intitle:"policy”

filetype:tar "daily backup”

site:box.com filetype:csv

site:example2.net filetype:ini

intitle:"index of" "employees" -inurl:htm -inurl:html
inurl:manager intitle:"admin login"
filetype:docx intitle:"annual report"
intext:"master password" filetype:txt
site:example1.gov filetype:env
intext:"api_secret" site:pastebin.com
site:example1.info filetype:txt
filetype:pdf intitle:"survey"
intext:"private_key" site:gitlab.com
intext:"sendgrid_api_key" filetype:xml
filetype:mdb intext:"inventory"
allintext:"manual”

site:example1.org inurl:us
inurl:moderator intext."

intext:"secret_key" filetype:json

intitle:"admin panel" inurl:cms/admin
inurl:admin_area intitle:"secure login"

inurl:cms/admin intext:"username” intext:"password"

intext:"database dump" filetype:xls
intext:"db_password" filetype:pdf
site:example1.org filetype:config
filetype:txt intitle:"proposal”
site:example3.net filetype:env
inurl:admin2 intitle:"member login"

Finds GitHub repos exposing heroku_api_key
Finds asp pages showing "error on line"

Finds "config backup" files of type .zip

Finds system login pages under /admin1 paths
Finds Excel files shared via SharePoint
Restricts results to a specific domain

Finds exposed .git configuration files

Finds ppt files hosted on .edu domains

Finds pages where all words appear in text
Finds .env files exposing apikey

Google Dorks Cheat Sheet

Detect accidental credential commits High
Locate app errors indicating misconfigi Medium
Identify categorized backup file expost High
Locate authentication portals for testin Medium
Locate spreadsheets shared publicly Medium
Scope reconnaissance to a target dom Low
Identify leaked source control metadat High
Sector-specific document discovery on Low
Narrow content-based search Low
Detect leaked API credentials High

Finds member login pages under /admin_area paths Locate authentication portals for testini Medium

Finds .logs files containing errors
Finds configuration files via URL pattern (.conf)

Identify exposed application logs Medium

Locate exposed app configuration files High

Finds GitHub repos exposing aws_secret_access_k Detect accidental credential commits  High

Finds pptx files hosted on .net domains

Sector-specific document discovery on Low

Finds customer login pages under /wp-admin paths Locate authentication portals for testine Medium

Triple filter: domain, content, filetype
Finds pages with keyword in the title

Highly targeted document search Low
Identify pages focused on a topic Low

Finds txt files marked confidential in healthcare sect Sector-focused document research: he Medium

Finds YAML files exposing firebase_apikey
Finds pages where all words appear in URL
Finds pdf files titled with "proposal”

Finds rtf files marked confidential in legal sector
Finds backup URLs serving .orig files
Excludes a domain from keyword search resul
Finds webmail login pages under /admincp
Finds admin panels under /manager with
Finds .env configuration files on ex:

Combines ain and filetype filters

inds pdf files titled with "survey"

s GitLab repos exposing private_key
Finds XML files exposing sendgrid_api_key
Finds mdb dumps referencing "inventory" data
Finds pages where all words appear in text
Finds rails login page on example1.org

Finds admin panels under /moderator with login fielc

Finds JSON files exposing consumer_key

Finds .env files exposing npm_token

Finds Facebook profile pages

Finds files with db in URL and filetype

Finds YAML files exposing npm_token

Finds pdf files titled with "presentation”

Triple filter: domain, content, filetype

Finds open directory listing: index of /contracts
Finds JSON files exposing secret_key

Finds pages titled admin panel under /cms/admin

ntials in YAML con High
Low
nts in pdf f Low
esearch: le: Medium
RL pattern ~ High
ant or known sources Low

Locate ‘Configuration exposure on a tar High
iscover exposed file listings on web s Medium
ollect combined contact details for oL Medium
Research policy documents in rtf form: Low
Identify categorized backup file expost High
Locate csv files publicly shared on Bo» Medium
Locate configuration exposure on a tar High
Locate exposed folders excluding norn Medium
Locate authentication portals for testiny Medium
Research annual report documents in Low
Detect accidental exposure of sensitive High
Locate configuration exposure on a tar High
Monitor for leaked credentials online  High
Find specific file types on a target site Low
Research survey documents in pdf fori Low
Detect accidental credential commits ¢ High
Detect leaked credentials in XML confi High
Identify exposed inventory records High
Narrow content-based search Low
Locate rails-specific login endpoint Medium
Identify exposed administrative interfac Medium
Detect leaked credentials in config file« High
Detect leaked API credentials High
Locate public profiles for background r Low
Locate database files via naming patte High
Detect leaked credentials in YAML con High
Research presentation documents in g Low
Highly targeted document search Low
Discover exposed file listings on web s Medium
Detect leaked credentials in config files High
Locate CMS/admin backend interfaces Medium

Finds secure login pages under /admin_area paths Locate authentication portals for testin: Medium

Finds admin panels under /cms/admin with login fiel Identify exposed administrative interfac Medium

Finds Excel files containing "database dump”
Finds PDF files containing "db_password"

Finds .config configuration files on example1.org
Finds txt files titled with "proposal”

Finds .env configuration files on example3.net
Finds member login pages under /admin2 paths

filetype:conf intext:"db_password" OR intext:"database_p: Finds .conf files with database password fields

filetype:db intext:"tickets"

intext:"warning: mysql" filetype:jsp
inurl:dashboard intitle:"customer login"
filetype:doc intext:"finance" intitle:"confidential"
site:example2.co filetype:ini

intext:"id_rsa" filetype:txt

cache:example3.edu

site:example1.io inurl:guide

inurl:admin2 intitle:"staff login"
site:example1.com filetype:pdf
inurl:administrator intext:"umbraco” intitle:"login"

Finds db dumps referencing "tickets" data
Finds jsp pages showing "warning: mysql"

Detect sensitive data in spreadsheets High
Detect sensitive data in PDF reports  High
Locate configuration exposure on a tar High
Research proposal documents in txt fo Low
Locate configuration exposure on a tar High
Locate authentication portals for testin Medium
Identify exposed database configuratic High
Identify exposed tickets records High
Locate app errors indicating misconfigi Medium

Finds customer login pages under /dashboard paths Locate authentication portals for testin: Medium

Finds doc files marked confidential in finance sector Sector-focused document research: fir Medium

Finds .ini configuration files on example2.co
Finds text files containing "id_rsa"

Shows Google's cached version of a page
Combines domain and URL keyword filters
Finds staff login pages under /admin2 paths
Combines domain and filetype filters

Finds umbraco login pages under /administrator

Locate configuration exposure on a tar High
Detect accidental exposure of sensitive High
View archived version of a page Low
Locate specific URL patterns on a site Low
Locate authentication portals for testin Medium
Find specific file types on a target site Low
Identify CMS admin backend by platfor Medium
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3041
3042
3043
3044
3045
3046
3047
3048
3049
3050
3051
3052
3053
3054
3055
3056
3057
3058
3059
3060
3061
3062
3063
3064
3065
3066
3067
3068
3069
3070
3071
3072
3073
3074
3075
3076
3077
3078
3079
3080
3081
3082
3083
3084
3085
3086
3087
3088
3089
3090
3091
3092
3093
3094
3095
3096
3097
3098
3099
3100
3101
3102
3103
3104
3105
3106
3107
3108
3109
3110
3111
3112
3113
3114
3115
3116
3117
3118

Backup Files
Advanced Search Operators

site:example2.io filetype:bak

contract OR "agreement" site:example1.gov
filetype:rtf

site:trello.com filetype:pdf

Basic Operators
Cloud Storage

Sensitive Information Exposure intext:"sql dump" filetype:pdf

Login Pages inurl:adminer intitle:"staff login"

File Discovery filetype:odt intext:"healthcare" intitle:"confidential"
Sensitive Information Exposure intext:"sql dump" filetype:doc
Basic Operators intext:"research”
Sensitive Information Exposure intext:"internal use only" filetype:log

Advanced Search Operators site:example1.co intitle:"presentation”

Login Pages inurl:admin_area intitle:"client login"
Login Pages inurl:cpanel intitle:"admin login"
File Discovery filetype:ppt intitle:"manual”

Backup Files filetype:tar "site backup”

File Discovery filetype:doc intext:"technology" intitle:"confidential"
Backup Files
OSINT Queries

Cloud Storage

filetype:old intitle:"backup”
site:example1.com intext:"team members"
site:notion.site filetype:pdf
Database Files filetype:mdb intext:"sessions"
Cloud Storage site:firebaseio.com filetype:xisx

Sensitive Information Exposure intext:"secret" filetype:log

Backup Files site:example2.info filetype:zip

Login Pages inurl:manager intitle:"login"

Backup Files site:example1.edu filetype:rar

Config Files site:example1.io filetype:xml

File Discovery filetype:pptx intext:"research” intitle:"confidential"
Login Pages inurl:adminer intitle:"sign in"

API Keys & Credentials intext:"heroku_api_key" site:pastebin.com

Admin Panels inurl:administrator intext:"wordpress" intitle:"login"

File Discovery filetype:xIsx intext:"education” intitle:"confidential"
Login Pages inurl:admin_area intitle:"system login"
File Discovery
File Discovery
Admin Panels
API Keys & Credentials

File Discovery

filetype:ppt site:.io
filetype:rtf intext:"education” intitle:"confidential"

inurl:adminsuite inte:

intext:"npm_token" site:gitlab.com
filetype:pptx intitle:"thesis"

File Discovery filetype:pptx intitle:"manual”
File Discovery filetype:ppt intext:"military” intitle:"confidenti

Advanced Search Operators site:example2.gov inurl:survey

Config Files filetype:config intext:"password"
Config Files site:example1.info filetype:conf
Advanced Search Operators site:example1.gov "manual” -inurl:af ent

Cloud Storage site:onedrive.live.com filetype:zip

Login Pages site:example2.org inurl:typo3/i hp
Login Pages inurl:zphpmyadmin intitle:"p
Basic Operators allintext:"security"

Login Pages inurl:admin_area intitle:
Error Messages

OSINT Queries

File Discovery

Basic Operators

Config Files

Sensitive Information Expos|

Sensitive Information Exp 3
Basic Operators

File Discovery filetype:xlsx intext:"research" intitle:"confidential"
File Discovery filetype:pptx intext:"technology" intitle:"confidential"
File Discovery
OSINT Queries

Login Pages

filetype:xls site:.co

site:example1.net intext:"team members"
site:example2.com inurl:administrator/index.php
Cloud Storage site:notion.site filetype:csv
Admin Panels inurl:administrator intext:"joomla" intitle:"login"
Cloud Storage

API Keys & Credentials

Error Messages

site:pastebin.com filetype:zip
intext:"access_token" filetype:log
intext:"django debug" filetype:php
inurl:wp-login.php intext:"shopify" intitle:"login"
filetype:docx intitle:"manual”

Admin Panels
File Discovery

Email & Contact Discovery site:example2.co intext:"contact us" intext:"email"

Open Directories intitle:"index of /admin"

Email & Contact Discovery site:example1.gov intitle:"staff directory”

Login Pages inurl:manager intitle:"intranet login"
Backup Files site:example3.edu filetype:bak
Config Files site:example1.com filetype:ini
Basic Operators site:example2.io

Backup Files filetype:bak "config backup”

File Discovery filetype:docx site:.com

Database Files filetype:accdb "password"

sername” intext:"password"

Finds .bak backup files on example2.io

Finds pages matching either keyword on a domain
Finds files of a specific type across the web

Finds .pdf files shared via Trello

Finds PDF files containing "sql dump"

Finds staff login pages under /adminer paths

Google Dorks Cheat Sheet

Locate backup artifacts on a target dor High
Broaden search across synonyms Low
Locate specific document formats Low
Locate pdf files publicly shared on Trel Medium
Detect sensitive data in PDF reports  High
Locate authentication portals for testin Medium

Finds odt files marked confidential in healthcare sec Sector-focused document research: he Medium

Finds Word documents containing "sql dump"
Finds pages containing exact phrase in body text
Finds log files containing "internal use only"
Combines domain and title keyword filters

Finds client login pages under /admin_area paths
Finds admin login pages under /cpanel paths
Finds ppt files titled with "manual”

Finds "site backup" files of type .tar

Detect sensitive data in shared docum High
Search page content for a phrase Low
Detect sensitive data leaked in logs  High
Locate topic-specific pages on a site  Low
Locate authentication portals for testin Medium
Locate authentication portals for testin Medium
Research manual documents in ppt fo Low
Identify categorized backup file expost High

Finds doc files marked confidential in technology se: Sector-focused document research: te Medium

Finds backup files with .old extension

Finds pages listing "team members"

Finds .pdf files shared via Notion

Finds mdb dumps referencing "sessions" data
Finds Excel files shared via Firebase

Finds log files containing "secret"

Finds .zip backup files on example2.info
Finds login pages under /manager paths
Finds .rar backup files on example1.edu
Finds .xml configuration files on example1.i
Finds pptx files marked confidential in res
Finds sign in pages under /adminer pa
Finds pastes exposing heroku_z
Finds wordpress login pages
Finds xIsx files marked
Finds system login pag ga paths

npm_token

Finds .config config files referencing passwords
inds .conf configuration files on example1.info
ain search excluding a URL pattern

Finds .zip files shared via OneDrive

Finds typo3 login page on example2.org

Finds portal login pages under /phpmyadmin paths
Finds pages where all words appear in text

Finds portal login pages under /admin_area paths
Finds aspx pages showing "warning: require_once"
Finds YouTube profiles listing contact emails

Finds xIs files titled with "budget"

Finds pages with keyword in the URL

Finds configuration files via URL pattern (.xml)
Finds log files containing "users table"

Finds Excel files containing "key="

Restricts results to a specific domain

Identify exposed backup archives High
Map organizational personnel for rese: Low
Locate pdf files publicly shared on Not Medium

Identify exp 'ssions records High
ed publicly Medium

inlogs  High

Locate ‘authentication portals for testin Medium
onitor for leaked credentials online  High
entify CMS admin backend by platfol Medium

ec Sector-focused document research: ec Medium

Locate authentication portals for testin Medium
Sector-specific document discovery on Low

ucation secto Sector-focused document research: ec Medium
dminsuite with login fiel Identify exposed administrative interfac Medium

Detect accidental credential commits ¢ High
Research thesis documents in pptx for Low
Research manual documents in pptx fc Low
Sector-focused document research: m Medium
Locate specific URL patterns on a site Low
Detect credentials in configuration files High
Locate configuration exposure on a tar High
Refine results by excluding noise Low
Locate zip files publicly shared on One Medium
Locate typo3-specific login endpoint
Locate authentication portals for testin Medium

Medium

Narrow content-based search Low
Locate authentication portals for testin Medium
Locate app errors indicating misconfigi Medium
Gather public contact info for research Low
Research budget documents in xls for1 Low
Locate pages by URL structure Low
Locate exposed app configuration files High
Detect sensitive data leaked in logs  High
Detect sensitive data in spreadsheets High
Scope reconnaissance to a target dom Low

Finds xIsx files marked confidential in research sect« Sector-focused document research: re Medium

Finds pptx files marked confidential in technology se Sector-focused document research: te Medium

Finds xIs files hosted on .co domains

Finds pages listing "team members"

Finds joomla login page on example2.com
Finds .csv files shared via Notion

Finds joomla login pages under /administrator
Finds .zip files shared via Pastebin

Finds log files exposing access_token

Finds php pages showing "django debug"
Finds shopify login pages under /wp-login.php
Finds docx files titled with "manual”

Finds contact pages listing email addresses
Finds open directory listing: index of /admin
Finds staff directory pages

Finds intranet login pages under /manager paths
Finds .bak backup files on example3.edu
Finds .ini configuration files on example1.com
Restricts results to a specific domain

Finds "config backup" files of type .bak

Finds docx files hosted on .com domains
Finds accdb files referencing passwords

Sector-specific document discovery on Low
Map organizational personnel for rese: Low
Locate joomla-specific login endpoint Medium
Locate csv files publicly shared on Not Medium
Identify CMS admin backend by platfor Medium
Locate zip files publicly shared on Pas Medium
Detect leaked credentials in log output High
Locate app errors indicating misconfigi Medium
Identify CMS admin backend by platfor Medium
Research manual documents in docx f Low
Collect public contact information Low
Discover exposed file listings on web £ Medium
Locate organizational contact listings Low
Locate authentication portals for testin Medium
Locate backup artifacts on a target dor High
Locate configuration exposure on a tar High
Scope reconnaissance to a target dom Low
Identify categorized backup file expost High
Sector-specific document discovery on Low
Detect credential exposure in databas¢ High
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3119
3120
3121
3122
3123
3124
3125
3126
3127
3128
3129
3130
3131
3132
3133
3134
3135
3136
3137
3138
3139
3140
3141
3142
3143
3144
3145
3146
3147
3148
3149
3150
3151
3152
3153
3154
3155
3156
3157
3158
3159
3160
3161
3162
3163
3164
3165
3166
3167
3168
3169
3170
3171
3172
3173
3174
3175
3176
3177
3178
3179
3180
3181
3182
3183
3184
3185
3186
3187
3188
3189
3190
3191
3192
3193
3194
3195
3196

Error Messages

Email & Contact Discovery
Cloud Storage

API Keys & Credentials

Login Pages

Logs & Debug Files

File Discovery

Database Files

File Discovery

Backup Files

Database Files

Basic Operators

File Discovery

Login Pages

File Discovery

Admin Panels

Sensitive Information Exposure
Cloud Storage

Cloud Storage

Advanced Search Operators
Sensitive Information Exposure
API Keys & Credentials
Database Files

File Discovery

Admin Panels

File Discovery

File Discovery

Basic Operators

Open Directories

Advanced Search Operators
Config Files

File Discovery

File Discovery

Login Pages

OSINT Queries

Cloud Storage

Sensitive Information Exposure
API Keys & Credentials
Sensitive Information Exposure
Config Files

Login Pages

File Discovery

File Discovery

Config Files

Login Pages

Email & Contact Discovery
Login Pages

File Discovery

Admin Panels

API Keys & Credentials

Cloud Storage

Email & Contact Discovery

API Keys & Credentials
Login Pages

Sensitive Information Exp
Backup Files
Sensitive Informatiol
Login Pages
Advanced Search Operators
Login Pages

API Keys & Credentials
Sensitive Information Exposure
Basic Operators

Login Pages

Basic Operators

Login Pages

Login Pages

Sensitive Information Exposure
Backup Files

Login Pages

File Discovery

Backup Files

API Keys & Credentials

Login Pages

Bug Bounty / Security Testing
Admin Panels

File Discovery

Login Pages

intext:"notice: undefined variable" filetype:php
site:example3.net intext:"@" intext:"phone"
site:blob.core.windows.net filetype:zip
intext:"aws_access_key_id" filetype:log
inurl:adminer intitle:"system login"
site:example1.com filetype:log

filetype:pptx intext:"military" intitle:"confidential"
filetype:accdb intext:"reviews"

filetype:xls intitle:"user manual"
site:example3.edu filetype:zip

filetype:accdb intext:"logins"

intitle:proposal

filetype:rtf intext:"logistics" intitle:"confidential"
inurl:wp-login.php intitle:"webmail login"
filetype:xlsx intext:"retail" intitle:"confidential”
intitle:"admin panel" inurl:secure/admin
intext:"encryption key" filetype:pdf
site:drive.google.com intext:"password"
site:dropbox.com filetype:pdf "internal use only"
site:example1.gov intitle:"manual”
intext:"secret key" filetype:doc
intext:"azure_client_secret" site:pastebin.com
filetype:accdb intext:"sessions"

filetype:xls site:.com

inurl:wp-admin intext:"bigcommerce" intitle:"login"
filetype:ods intitle:"dissertation”

filetype:docx intitle:"user manual”
allintitle:conference

intitle:"index of" "pdf"

case study AROUND(5) "cv"
intitle:"database.yml" OR inurl:"database.yml"
filetype:pdf intext:"finance" intitle:"confidential"
filetype:csv intitle:"dissertation"

inurl:manager intitle:"user login"
site:stackoverflow.com "email" "contact"
site:firebaseio.com intitle:"confidential"
intext:"id_rsa" filetype:xls
intext:"session_secret" filetype:env
intext:"ssh private key" filetype:doc
site:example3.org filetype:ini
inurl:zphpmyadmin intitle:"intranet login
onfidential"

filetype:pptx intext:"nonprofit" inti
filetype:ods intext:"technology" intitl
site:example3.com filetype:conf

inurl:admin_area intitle:"admin
site:example2.gov intext:"
inurl:adminpanel intitle:"sy:

intext:"secret_|
site:gitlab.com

intext:"access_token" filetype:pdf
inurl:wp-login.php intitle:"sign in"
site:example1.com inurl:report

inurl:admin intitle:"dashboard login"
intext:"apikey" filetype:json

intext:"private_key" site:pastebin.com
related:example1.net

inurl:wp-admin intitle:"staff login"
allintext:"survey"

site:example1.edu inurl:admin/login
site:example1.net inurl:user/login

intext:"users table" site:pastebin.com
site:example1.org filetype:old

inurl:dashboard intitle:"user login"

filetype:odt intext:"technology" intitle:"confidential"
site:example1.net filetype:7z

intext:"client_secret" filetype:log

inurl:cpanel intitle:"dashboard login"
inurl:/.gittHEAD
intitle:"admin panel

I" inurl:adminer
filetype:xIsx site:.co

inurl:adminer intitle:"secure login"

fidential"

Google Dorks Cheat Sheet

Finds php pages showing "notice: undefined variabl Locate app errors indicating misconfigi Medium

Finds pages listing email and phone together
Finds .zip files shared via Azure Blob Storage
Finds log files exposing aws_access_key_id
Finds system login pages under /adminer paths
Finds .log files on example1.com

Collect combined contact details for oo Medium
Locate zip files publicly shared on Azu Medium
Detect leaked credentials in log output High

Locate authentication portals for testine Medium
Locate exposed log files on a target dc Medium

Finds pptx files marked confidential in military sectol Sector-focused document research: m Medium

Finds accdb dumps referencing "reviews" data
Finds xIs files titled with "user manual"

Finds .zip backup files on example3.edu

Finds accdb dumps referencing "logins" data
Finds pages with keyword in the title

Identify exposed reviews records High
Research user manual documents in x Low
Locate backup artifacts on a target dor High
Identify exposed logins records High
Identify pages focused on a topic Low

Finds rtf files marked confidential in logistics sector Sector-focused document research: lo: Medium

Finds webmail login pages under /wp-login.php path Locate authentication portals for testini Medium

Finds xIsx files marked confidential in retail sector

Sector-focused document research: re Medium

Finds pages titled admin panel under /secure/admin Locate CMS/admin backend interfaces Medium

Finds PDF files containing "encryption key"
Finds Google Drive links containing "password"
Finds internal-use PDFs on Dropbox
Combines domain and title keyword filters
Finds Word documents containing "secret key"
Finds pastes exposing azure_client_secret
Finds accdb dumps referencing "sessions" data
Finds xls files hosted on .com domains

Finds bigcommerce login pages under /wp-ad,
Finds ods files titled with "dissertation”
Finds docx files titled with "user manual”
Finds pages where all words appeafi
Finds open directories listing .pd

Finds .conf configuration files on example3.com
Finds admin login pages under /admin_area paths
Finds pages listing email and phone together

Finds system login pages under /adminpanel paths

Finds rtf files titled with "thesis"

Finds pages titled admin panel under /admin_area
Finds log files exposing secret_key

Finds GitLab files marked confidential

Finds staff directory pages

Finds XML files exposing paypal_client_id
Finds sign in pages under /backend paths
Finds log files containing "auth_token"

Finds .old backup files on example3.net

Finds PDF files containing "access_token"
Finds sign in pages under /wp-login.php paths
Combines domain and URL keyword filters
Finds dashboard login pages under /admin paths
Finds JSON files exposing apikey

Finds Pastebin posts containing "private_key"
Finds sites related to a given domain

Finds staff login pages under /wp-admin paths
Finds pages where all words appear in text
Finds django login page on example1.edu
Finds drupal login page on example1.net

Finds Pastebin posts containing "users table"
Finds .old backup files on example1.org

Finds user login pages under /dashboard paths

Detect sensitive data in PDF reports  High
Detect leaked credentials on cloud stol High
Detect accidental public sharing of inte High

c pages on a site  Low
ared docum High
Is online High
records High
nt discovery on Low
min backend by platfol Medium

ind contextually related terms Low
Identify common configuration file expc High
Sector-focused document research: fir Medium
Research dissertation documents in cs Low
Locate authentication portals for testiny Medium
Gather public contact info for research Low
Detect improperly shared sensitive file: High
Detect sensitive data in spreadsheets High
Detect leaked API credentials High
Detect sensitive data in shared docum High
Locate configuration exposure on a tar High

inds pptx files marked confidential in nonprofit sect Sector-focused document research: nc Medium
s ods files marked confidential in technology se' Sector-focused document research: te Medium

Locate configuration exposure on a tar High
Locate authentication portals for testin Medium
Collect combined contact details for o. Medium
Locate authentication portals for testiny Medium
Research thesis documents in rtf form: Low
Locate CMS/admin backend interfaces Medium
Detect leaked credentials in log output High
Detect improperly shared sensitive file: High
Locate organizational contact listings Low
Detect leaked credentials in XML confi High
Locate authentication portals for testin Medium
Detect sensitive data leaked in logs ~ High
Locate backup artifacts on a target dor High
Detect sensitive data in PDF reports  High
Locate authentication portals for testiny Medium
Locate specific URL patterns on a site Low
Locate authentication portals for testiny Medium
Detect leaked credentials in config file« High
Monitor public paste sites for leaked d: High
Discover similar or competitor sites Low
Locate authentication portals for testiny Medium
Narrow content-based search Low
Locate django-specific login endpoint Medium
Locate drupal-specific login endpoint  Medium
Monitor public paste sites for leaked d: High
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium

Finds odt files marked confidential in technology sec Sector-focused document research: te Medium

Finds .7z backup files on example1.net

Finds log files exposing client_secret

Finds dashboard login pages under /cpanel paths
Finds exposed /.git/HEAD artifact

Finds pages titled admin panel under /adminer
Finds xIsx files hosted on .co domains

Finds secure login pages under /adminer paths

Locate backup artifacts on a target dor High
Detect leaked credentials in log output High
Locate authentication portals for testin Medium
Identify leaked development metadata Medium
Locate CMS/admin backend interfaces Medium
Sector-specific document discovery on Low
Locate authentication portals for testiny Medium
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3197
3198
3199
3200
3201
3202
3203
3204
3205
3206
3207
3208
3209
3210
3211
3212
3213
3214
3215
3216
3217
3218
3219
3220
3221
3222
3223
3224
3225
3226
3227
3228
3229
3230
3231
3232
3233
3234
3235
3236
3237
3238
3239
3240
3241
3242
3243
3244
3245
3246
3247
3248
3249
3250
3251
3252
3253
3254
3255
3256
3257
3258
3259
3260
3261
3262
3263
3264
3265
3266
3267
3268
3269
3270
3271
3272
3273
3274

Config Files

File Discovery

File Discovery

Admin Panels

Admin Panels

Advanced Search Operators
API Keys & Credentials
Backup Files

Backup Files

Login Pages

Database Files

Login Pages

OSINT Queries

OSINT Queries

File Discovery

OSINT Queries

API Keys & Credentials
Backup Files

Cloud Storage

Cloud Storage

File Discovery

Login Pages

Advanced Search Operators
Error Messages

Login Pages

Login Pages

API Keys & Credentials

Basic Operators

Advanced Search Operators
Backup Files

Open Directories

Sensitive Information Exposure
OSINT Queries

Admin Panels

Admin Panels

Error Messages

File Discovery

Advanced Search Operators
Bug Bounty / Security Testing
File Discovery

File Discovery

Admin Panels

Config Files

Basic Operators

Login Pages

Sensitive Information Exposure
Sensitive Information Exposure
OSINT Queries

File Discovery

Bug Bounty / Security Testing
Advanced Search Operators
File Discovery

Sensitive Information Exposure
Login Pages
Login Pages
File Discovery
Error Messages
Sensitive Information E
API Keys & Credentials
Backup Files

File Discovery

Open Directories

Basic Operators

Error Messages
Sensitive Information Exposure
Backup Files

Login Pages

API Keys & Credentials

File Discovery

Backup Files

API Keys & Credentials
Backup Files

Login Pages

File Discovery

Basic Operators

Sensitive Information Exposure
Email & Contact Discovery
Login Pages

site:example.io filetype:config

filetype:ppt intext:"energy" intitle:"confidential"
filetype:csv site:.io

inurl:wp-admin intext:"sitecore" intitle:"login"
inurl:admincp intext:"joomla" intitle:"login"
confidential OR "internal" site:example1.co
intext:"consumer_secret" site:gitlab.com
site:example1.com filetype:gz
site:example2.org filetype:7z

inurl:manager intitle:"system login"

filetype:db intext:"products"

inurl:admincp intitl
site:twitter.com intitle:"profile"

site:example1.net intext:"conference speaker”
filetype:xlsx site:.edu

site:t.me "email" "contact”
intext:"api_key" filetype:yml
filetype:zip "www backup"
site:blob.core.windows.net filetype:csv
site:sharepoint.com filetype:zip
filetype:doc intitle:"whitepaper"
inurl:wp-admin intitle:"employee login"
proposal" filetype:odt
intext:"syntax error near" filetype:jsp

site:example1.org inurl:typo3/index.php
inurl:admincp intitle:"staff login"
intext:"database_url" filetype:xml

allintitle:user manual

site:example2.io inurl:syllabus
site:example2.edu filetype:backup

intitle:"index of /students”

intext:"users table" filetype:doc

site:quora.com intext:"phone number"
inurl:admin intext:"prestashop" intitle:"login"
inurl:administrator intext:"concrete5" intitle:"login"
intext:"undefined index" filetype:jsp

filetype:rtf intext:"nonprofit" intitle:"confidential”
intitle:"presentation” filetype:pptx
inurl:actuator/env

filetype:pptx intitle:"report"
filetype:pptx intext:"healthcare" intitle:"
intitle:"admin panel" inurl:admin1
site:example.io filetype:env
allintitle:financial statement
inurl:admincp intitle:"system logi
intext:"passport number" fil
intext:"api secret" filetype:l

site:reddit.com "email
filetype:pdf intitl
inurl:/.hg/store
site:example..

intext:"warning: mysql" filetype:asp
intext:"admin password" filetype:log
intext:"heroku_api_key" filetype:json
site:example2.com filetype:bak
filetype:docx site:.co

intitle:"index of" "old"

filetype:pptx

intext:"warning: mysql" filetype:aspx
intext:"stack trace" filetype:pdf
filetype:zip "daily backup”
inurl:administrator intitle:"account login"
intext:"paypal_client_id" filetype:env

filetype:csv intext:"healthcare" intitle:"confidential"
site:example2.org filetype:zip
intext:"twilio_auth_token" filetype:log
site:example3.org filetype:old

inurl:adminpanel intitle:"login"

filetype:ods intext:"research" intitle:"confidential”
intext:"conference"

intext:"routing number" filetype:xls
site:example2.net filetype:vcf

inurl:admin2 intitle:"employee login"

Finds .config configuration files on example1.io

Finds ppt files marked confidential in energy sector

Finds csv files hosted on .io domains
Finds sitecore login pages under /wp-admin
Finds joomla login pages under /admincp

Finds pages matching either keyword on a domain

Finds GitLab repos exposing consumer_secret
Finds .gz backup files on example1.com

Finds .7z backup files on example2.org

Finds system login pages under /manager paths
Finds db dumps referencing "products” data
Finds sign in pages under /admincp paths
Finds Twitter/X profile pages

Finds pages listing "conference speaker”
Finds xIsx files hosted on .edu domains

Finds Telegram profiles listing contact emails
Finds YAML files exposing api_key

Finds "www backup" files of type .zip

Finds .csv files shared via Azure Blob Storage
Finds .zip files shared via SharePoint

Finds doc files titled with "whitepaper"

Finds employee login pages under /wp-admin paths

Combines title keyword and filetype filters
Finds jsp pages showing "syntax error near"
Finds typo3 login page on example1.org
Finds staff login pages under /admincp path:
Finds XML files exposing database_url
Finds pages where all words appeafi
Combines domain and URL ke
Finds .backup backup files oni
Finds open directory listing: i

efined index

inds pages titled admin panel under /admin1

s .env configuration files on example1.io
Finds pages where all words appear in title
Finds system login pages under /admincp paths

Finds Word documents containing "passport numbe

Finds log files containing "api secret"

Finds Reddit profiles listing contact emails
Finds pdf files titled with "guide"

Finds exposed /.hg/store artifact

Triple filter: domain, content, filetype

Finds doc files titled with "budget"

Finds log files containing "test credentials"
Finds wordpress login page on example1.net

under /administrator

Google Dorks Cheat Sheet

Locate configuration exposure on a tar High
Sector-focused document research: er Medium
Sector-specific document discovery on Low
Identify CMS admin backend by platfol Medium
Identify CMS admin backend by platfor Medium
Broaden search across synonyms Low
Detect accidental credential commits ¢ High
Locate backup artifacts on a target dor High
Locate backup artifacts on a target dor High
Locate authentication portals for testin Medium
Identify exposed products records High
Locate authentication portals for testiny Medium
Locate public profiles for background r Low
Map organizational personnel for rese: Low
Sector-specific document discovery on Low
Gather public contact info for research Low
Detect leaked credentials in YAML con High
Identify categorized backup file expost High
Locate csv files publicly shared on Azu Medium

uments in do Low

ype Low
ating misconfigl Medium
ecific login endpoint  Medium

itle-based search Low
ocate specific URL patterns on a site Low
ocate backup artifacts on a target dor High
Discover exposed file listings on web s Medium
Detect sensitive data in shared docum High
Locate publicly shared contact number Medium
Identify CMS admin backend by platfor Medium
Identify CMS admin backend by platfol Medium
Locate app errors indicating misconfigi Medium
Sector-focused document research: nc Medium
Find titled documents of a type Low
Identify leaked environment configurat High
Research report documents in pptx for Low
Sector-focused document research: he Medium
Locate CMS/admin backend interfaces Medium
Locate configuration exposure on a tar High
Narrow title-based search Low
Locate authentication portals for testin Medium
Detect sensitive data in shared docum High
Detect sensitive data leaked in logs ~ High
Gather public contact info for research Low
Research guide documents in pdf forrr Low
Identify leaked development metadata Medium
Highly targeted document search Low
Research budget documents in doc foi Low
Detect sensitive data leaked inlogs ~ High
Locate wordpress-specific login endpo Medium

Finds member login pages under /phpmyadmin patt Locate authentication portals for testini Medium

Finds pdf files hosted on .io domains

Finds asp pages showing "warning: mysql"
Finds log files containing "admin password"
Finds JSON files exposing heroku_api_key
Finds .bak backup files on example2.com
Finds docx files hosted on .co domains
Finds open directories listing .old files
Finds files of a specific type across the web
Finds aspx pages showing "warning: mysql"
Finds PDF files containing "stack trace"
Finds "daily backup" files of type .zip

Sector-specific document discovery on Low
Locate app errors indicating misconfigi Medium
Detect sensitive data leaked in logs  High
Detect leaked credentials in config files High
Locate backup artifacts on a target dor High
Sector-specific document discovery on Low
Discover exposed .old files via director Medium
Locate specific document formats Low
Locate app errors indicating misconfigi Medium
Detect sensitive data in PDF reports  High
Identify categorized backup file expost High

Finds account login pages under /administrator path Locate authentication portals for testini Medium

Finds .env files exposing paypal_client_id

Detect leaked API credentials High

Finds csv files marked confidential in healthcare sec Sector-focused document research: he Medium

Finds .zip backup files on example2.org
Finds log files exposing twilio_auth_token
Finds .old backup files on example3.org
Finds login pages under /adminpanel paths

Locate backup artifacts on a target dor High
Detect leaked credentials in log output High
Locate backup artifacts on a target dor High
Locate authentication portals for testine Medium

Finds ods files marked confidential in research sectc Sector-focused document research: re Medium

Finds pages containing exact phrase in body text

Finds Excel files containing "routing number"
Finds vCard contact files

Finds employee login pages under /admin2 paths

Search page content for a phrase Low
Detect sensitive data in spreadsheets High
Identify exposed contact card files Medium

Locate authentication portals for testiny Medium
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3275
3276
3277
3278
3279
3280
3281
3282
3283
3284
3285
3286
3287
3288
3289
3290
3291
3292
3293
3294

Login Pages

Advanced Search Operators

Basic Operators
Basic Operators
API Keys & Credentials

Sensitive Information Exposure
Advanced Search Operators

File Discovery
Config Files
Database Files
File Discovery
Config Files
File Discovery
Login Pages
Login Pages
Login Pages
Config Files
Basic Operators
File Discovery
API Keys & Credentials

inurl:cpanel intitle:"user login"
sitezexample.info intext:"budget"” filetype:txt
cache:example2.io

related:example1.org
intext:"azure_client_secret" site:github.com
intext:"staging environment" filetype:doc
site:example2.net "proposal” -inurl:passwd
filetype:csv intext:"education” intitle:"confidential”
site:example2.io filetype:conf

filetype:dbf intext:"invoices"

filetype:doc intitle:"financial statement”
site:example2.net filetype:config

filetype:rtf intitle:"report"

inurl:dashboard intitle:"account login"
inurl:manager intitle:"secure login"
intitle:"vpn login" inurl:secure
site:example2.io filetype:xml

intext:"press release”

filetype:xls intitle:"guide"
intext:"client_secret" filetype:yml

Finds user login pages under /cpanel paths
Triple filter: domain, content, filetype

Shows Google's cached version of a page

Finds sites related to a given domain

Finds GitHub repos exposing azure_client_secret

Google Dorks Cheat Sheet

Locate authentication portals for testin Medium
Highly targeted document search Low
View archived version of a page Low
Discover similar or competitor sites Low
Detect accidental credential commits  High

Finds Word documents containing "staging environn Detect sensitive data in shared docum High

Domain search excluding a URL pattern

Refine results by excluding noise Low

Finds csv files marked confidential in education sect Sector-focused document research: ec Medium

Finds .conf configuration files on example2.io
Finds dbf dumps referencing "invoices" data
Finds doc files titled with "financial statement"
Finds .config configuration files on example2.net
Finds rtf files titled with "report”

Finds account login pages under /dashboard paths
Finds secure login pages under /manager paths
Finds secure vpn login pages

Finds .xml configuration files on example2.io
Finds pages containing exact phrase in body text
Finds xIs files titled with "guide”

Finds YAML files exposing client_secret

Locate configuration exposure on a tar High
Identify exposed invoices records High
Research financial statement documer Low
Locate configuration exposure on a tar High
Research report documents in rtf form: Low
Locate authentication portals for testiny Medium
Locate authentication portals for testin Medium
Identify secure authentication endpoint Medium
Locate configuration exposure on a tar High
Search page content for a phrase Low
Research guide documents in xlIs form Low

Detect leal ntials in YAML con High
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